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The tag second edition print 1, corresponds to the first

print of the second edition.
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License.
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https://blockexplorer.com/
https://live.blockcypher.com/
https://blockchain.info/
https://insight.bitpay.com/
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$1.50 USD

0.015 BTC

Bobui®, “&3L1.503%7c, B10.015 BTCHUARFf”
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bitcoin:1GdK9UzpHBzqzX2A9JFP3Di4weBwqggmoQA?

amount=0.015&
label=Bob%27s%20Cafe&

message=Purchase’%20at%20Bob%27s%20Cafe
Components of the URL

A bitcoin address: "1GdK9UzpHBzqzX2A9JFP3DidweBwggmoQA™
The payment amount: "0.015"
A label for the recipient address: "Bob's Cafe"

A description for the payment: "Purchase at Bob's Cafe"
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https://blockexplorer.com/tx/0627052b6f28912f2703066a912ea577f2ce4da4caa5a5fbd8a57286c345c2f2
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Transaction as Double-Entry Bookkeeping

Inputs Value * Qutputs Value
Input 1 0.10 BTC - Output 1 0.10 BTC
Input 2 0.20 BTC . Qutput 2 0.20 BTC
Input 3 0.10 BIC « Output 3 0.20 BTC
Input 4 0.15 BTC .
Total Inputs: 0.55BTC ETotaI Outputs: 0.50 BTC
Inputs 0.55BTC
- Qutputs 0.50 BTC

Difference 0.05 BTC (implied transaction fee)
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AlicesZ AT BobMIHERS {8 FH —2E 2 B 958 ZAE NN o (E LRI &
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BT — 2k, B S NG L LR AE Sy i o Alice B2 IR AL
TS M B 09254, TR n) EL AR T 44000 BE b 3 X 2B R

gt S E (13X 28 ST I 2 Bob iyt bk |, SEEL “BHIE” AREHH,
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Transaction 7957a35fe64f80d234d76d83a2a8f1a0d8149a41d81de548f0a65a82999f6f18

INPUTS From OUTPUTS To
onlpespihe it o ]
Transaction Fees: 0.0005 BTC
Transaction 0627052b6f28912f2703066a912ea577f2ceddadeda5a5fhd8a57286¢345¢2f2
INPUTS From OUTPUTS To
:'7657'33§fe'64f'soH;|3'itdzsﬁsizEsﬁa5dsﬁ4§a:ﬁd'e(1) d-‘eISOTi(!;EJaBE_S[EBaBQ&ﬁﬁS-: 0': .au;pﬁt-#ﬁ B-OE s-A_d dress T DOTSOBTC (_sp_en_t)_
o SR e o UGG AT ATGES RO (change) 0,684 BTC imspent)
0.0005 BTC
Transaction 2bbac8bh3a57a2363407ac8¢16a67015ed2e88 8af58cf90299e0744d3de4
_______ _INputSFrOM OUTPUTS To
:oszmszbefzsméfég}soeeamzeas7szce4da4<aa05a6;b;3aé7ngec345czfz:o ! Output #0 Gopesh's Address 0.0100 BTC (unspent)
"""""""""""""" - msp Output #1 Bob"s Address (change) 0.0845 BTC (unspent)
Transaction Fees: 0.0005 BTC
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Common Transaction

Output 0
“To Bob”

Input 0
“From Alice,
signed by
Alice”

Output 1
“To Alice”

(change)

B 255 I E K28 5

HME RN S EAREEZ MR Ml (nE2-6) R
o A 2T IS AT A CRAAR 22480 T AR T 228 5 08 — A R T
o ARIXFEIIEC 5 Il R B N Y 7 A RS BV 22 78 SO I RE W B 1Y
NI AR -



Aggregating Transaction

Input 0

Input 1

Input 2

Input N

1 e
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Distributing Transaction

Qutput 0

Output 1

Output 2

Output N

e
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$ curl https://blockchain.info/unspent?
active=1Cdid9KFAaatwczBwBttQcwXYCpvK8h7FK

{

"unspent_outputs":[

"tx_hash":"18619f998a5...2836dd734d2804fe65fa35779",
"tx_index":104810202,

"tx_output n": O,

"script":"76a9147f9b1a7fb68d60c536c2fd8aeaa53a8f3cc025a888ac”,
"value": 10000000,
"value hex": "00989680",

"confirmations":0
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http://bit.ly/1tAeeGr
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Transaction view information about a bitcoin transaction

0627052b6f28912f2703066a912ea57 T12ceddadcaasasfbdBab 728603456022

1GdKaUzpHBzgzX2A9FP3DdweBwggmoQA

- (U t
1Cdid9KFAaatwezBwBHQewXYCpvKBh7FK (0.1 BTC - Qutput) # {Unspent)

0.015 BTC

1CdidOKFAaatwezBwBHtQowXY CpvKBh7FK -

(Unspent)

0.0845 BTC

97 Confirmations 0.0995 BTC

Summary Inputs and Outputs
Size 258 (bytes) Total Input
Received Time 2013-12-27 23:03:05 Total Output
Included In 277316 (2013-12-27 23:11:54 +9 Fees

Blocks minutes)

Estimated BTC Transacted

K2-8 AliceRIBobMinMHELE 122 5
PR AT X B E AL ce A BobMNMERAE 5 K115 B

0.1 BTC

0.0995 BTC

0.0005 BTC

0.015 BTC


http://bit.ly/1u0FIGs
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https://blockchain.info/block-height/277316

Block 277318
Transactions

Block Depth

Block 277317
Transactions

Block 277316
Alice’s Transaction

Aymuypg

Block 277315

Block Height
J Transactions

Block 277314
Transactions

K2-9AliceMI=T H B FELE X HL277316
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k. REYR P il A — AN G X P BAE S A LA
H X HORB N — A SAT R Gyt . X R 7 2 A 2 SCATBRAE (= L
“TE D) SATERAE (SPV) F5 A7 )

Bob AL I LUK HEAZ 2 AL B A2 5y MY 45 RA5 BAF v, BIss i
BORHAMNIIAE Gy o IZXFERRIEIN 1 XF AT 5 1T 2o 284511, BobH]
CAFHAL T ce AT MM ) BUARY % 28 78K B0 e sl At L e A ST AN, 5% P
RZHAFHL T, Bob I B ELARE %8 7 i ks 2 /NSO G I — K
HISCAS, Mk — BRI MARER 1P S. IHEEKZ
AN ST RIS e 95 W i) — S Bkt b . 210 M58 B o
1l

Bob A& % MATL 1 ceRHH A A IS HEL A5 1 LU AR TR, Agh T R 1 LR
MR Gk . X ANEE S5 SN B A X BB 8, 3 T A\ e
HAGAT . FAUE EBob A £EF N2 7K 1 W 3 1% TH M Gope sh 32 A — AN 99
T WTESE - B4 XEAZ 5 i an Bl 2- 107w



INPUTS OUTPUTS

Transaction#1  Joe - Alice

Transaction#2  Alice - Bob

Transaction#3  Bob - Gopesh

Kl2-10AliceIRZ Zy N Joe Al Gopesh*Z 5y 11—l

FEARTS, WAVE D] T IR N — A8, PR E MNP
AEERIBTAE . WANEBE T Alicel2Z 5, MMbREE el
IR —Z0ES, 83 P 0 W2 ™ TAdsRAE X el . AEAR S AR
oy, BATRFT R, ik, 2844, 525, MBMBEAIZN SHEH
HARHIAR




Bitcoing— M RIIH, WA ar URYEH R (MIT) VFrliEfet,
AP NEOFH T ER. FREREAMUEBBHMEH. Xt
BRE R T2 - DM ERER X R .. BV A A
HARHE . F20164F, HURRMBIEAIS A #4000 T EkE . KL+ L
P RN G LFRIRTAE, JLHRIFRANGGHIR. AR A#R AT LUAAR
T oTmk - ELFEIR!

Y ARV LR T, R SEbr b AR 5 R KA M
[satoshi_whitepaper] HEHZAIwM . HARIBBAESIEZ Bishic
EAMLAE. AXANHE L, gt “teREm (Bitcoin) 7
B “SatoshiZ 7, SLhr LESW K KFMBSANEE T . ©EgiH
AT IR I ECRE TAZ Gy, BAXO) T HoAtsfie s s ilor . ezl
RN AR SH LI, XEWRE E 2 WS IR S% .
Bitcoin CoreSEH [ LU MBIFTA J7i, HIEERE, = MIXEEEIE
S, DL P2P I 25 A (1) 56 BE X 21 1

B~ HEMffBitcoin Coref HERBAIZH LI, HXHANAEWRETT]LL
FIAER BN R P B A 2 ak . @O AR e H & N G A FH IR
#E (YIBIP-39AMIBIP-32) MEERE (iFZPdBidia ] M [hdE] &
) o BIPHL ELbAF MR % (Bitcoin Improvement

Proposal)

BN RS AZ L O 28



KI3-1 EbHF A% 00 484 CRI§Eric Lombrozo)



3. 1LLFF A K35

WRIERTTRN Gy, R TR B AT TR, FERSCRF AR B BT
RIAEE, DIgmE RN R . X8 AN ERATTER, A

RZ b dfizid i . inRAR A T EB OF BESEhs EIRHE
TERIAED) , EVARBRE N —%, SORTEHARRE —L&,



3. 2 NV FE 4 13 LU IR T AZ O

Bitcoin CorefJEACHS A LAMENZIPAFAS ML, A BAAGI tHub Te AL
BHEACAS ZE . ZEGItHub b4 G tHub bitcoin page I+, #EFE
“PNEZIP” o BE, HHeitm AT RS L AEIEACHS B A H
Ko

RAREART RV 201, AT RAERE R a7 (K
N “shell” ) , i “terminal” NMHAEF . shel B RN
TREEN T2, FF Hshel 1 /5t — L SCAT— AN S 88N — AN
Lo PRI RAEEI RS FEREKRAE, EAU FRFIY, B HA
SR~ FEHFD o Anfih, HEER S EEDISCRR, AZH
ANFFT, MR EIEAmY, REEPITZ a4 Enfld,
AN 2 T HPATREAE RGN % 2 R . HRE 2]~ — TR
N, ROAZGEEEMA N — S, Al —HESRXNERE.

FEARGIH, FAVE gt R AT IRACHY i A Hh gl A

( “clone” ) :


https://github.com/bitcoin/bitcoin

$ git clone https://github.com/bitcoin/bitcoin.git

Cloning into 'bitcoin'...

remote: Counting objects: 66193, done.

remote: Total 66193 (delta @), reused @ (delta @), pack-reused 66193
Receiving objects: 100% (66193/66193), 63.39 MiB | 574.00 KiB/s,
done.

Resolving deltas: 100% (48395/48395), done.

Checking connectivity... done.

$

RANGI B 2 A8 B A SRR R G, AR T RN 5
THUMEZHMA Y. ST EAERERS L digitamkgit
ISP DR IR

HoitwEERAETE UG, e H R A iE PRI A7 22 1) 523
ARHEIA ., FEFIRAT FEA “cd bitcoin” , #EA NI HZ:

$ cd bitcoin



3. 2. 1iEFE W HIZORA

ERNTEOL T, AHEIACK 5 B ARG [R5, IXAT e ANRa e 1Bk
BetafR I LLAF .  fEGIFURS AT, S5EBE D hAfitrtag, H#HF
TARFEMRRA . IR A B AR SCBEE AR RS b VR AR 26 PRy
ERIEFEZD . RN RAE B RARIC A S (RF € A AR o
B, BB, BAMEHeit tagin:

$ git tag
vo.1.5
vo.1l.6testl

v0.10.0

vo.11.2
ve.11.2rcl
ve.12.0rcl

ve.12.0rc2

tagH| R WA KA LLRE T RA . RAESHE], T & A
ERABRERR “rc” o« ATUAEAEF=RE LIET MR ERAEE G
%o M EmmzIRSY, EFEREBRARRAE, 55N 2v0.11. 2,
B AHACHS 5 IR AR 22, B git checkoutdn%:



$ git checkout v0.11.2

HEAD is now at 7e27892... Merge pull request #6975

el LhEd A ar @it statusSKREAIANEAT B & B RiAS

“checkout” :

$ git status
HEAD detached at v0.11.2

nothing to commit, working directory clean



3. 2. 2EC E M 2 LU A T iZ O

AR R FE SRS, FTRAEEZ AN SO 4R R I RN R
“more README.md” JF{E I BEN N —T, EHbitcoinH 3
README. md P () = ZECA . FEARTEH, AT ALinux B EaS17EH
B P, WY (bitcoind) . EERGHFER HF
bitcoindfr AT P im B, JFiERMIN “more doc / build-
unix.md” . A PAfEdoc H 3 H 3 EmacOSFIWindows ) ZARULRH, 25
Nbuild-osx. mdakbuild-windows. md.

HHEEbul LARTFESFA, XLERTIRZbul LRI ZE —# 0. XL
R WG g B LU Th Z AT D AFAE T RS L. a0 R/ Ix B ok
ZAE, bui ldiIIFEW KM B R R. WS R A IX S LS ROV SR
JothFAE, NI CL2de e, SRE AERER T K Ebui 1didFE . Bix
R T e Ay, el DLE i # Fautogen. shIAA: pli—2Hbui 1dHI A
K Ja shbui ldid 2,

EEBitcoin Core buildidFfE & M0, 9465 UM FHautogen /
configure / make R%t. |HRRAE B FIMakefile, 5LPLT B/
AR AR R B I g PR AR Ul BRI AT 84 720, 9+
5l Nfjautogen / configure / makeR]G&2H T A RAKRAACID K]
build&%4t, FFH &L FREIHERP RS,



$ ./autogen.

glibtoolize:

glibtoolize:

glibtoolize:

glibtoolize:

configure.
configure.
configure.
configure.

configure.

ac

ac:

ac:

ac

ac

Makefile.am:

sh

copying file 'build-aux/m4/libtool.m4'’
copying file 'build-aux/m4/ltoptions.m4’
copying file 'build-aux/m4/ltsugar.m4’

copying file 'build-aux/m4/ltversion.m4’

:10: installing 'build-aux/compile’

5: installing 'build-aux/config.guess’
5: installing 'build-aux/config.sub’
:9: installing 'build-aux/install-sh'
:9: installing 'build-aux/missing'’

installing 'build-aux/depcomp'’

autogen. shiIAGIE —H HAIRCE A, EB M R PLK I IERT

WE, Ik

EMA WS R G . Hoh i A 2 A B

A, CiRM THZARPNETCR A g . #A
“. /configure —help” &H &Mk Di.



$ ./configure --help
“configure' configures Bitcoin Core ©0.11.2 to adapt to many kinds of

systems.

Usage: ./configure [OPTION]... [VAR=VALUE]...

Optional Features:

--disable-option-checking ignore unrecognized --enable/--with
options

--disable-FEATURE do not include FEATURE (same as --enable-
FEATURE=no)

--enable-FEATURE[=ARG] include FEATURE [ARG=yes]

--enable-wallet enable wallet (default is yes)

--with-gui[=no|qt4|qt5]|auto]

Bic B A 7014453 i {8l —enab1e—FEATURE#1——di sable—FEATUREFR &
KJa A ZEA Dbl tecoind L ThRE, HAFEATUREH DIRE LR,
Wikl AT, AR ARG Fra BOADIRER
bitcoind® F'ifi. BAIASMMHEERE, EENZEFEENILL T iE
MIEDIRE R P imi—& . R T 2R, (HEILSLR =
R RR ) ] Be 7R EAEAE F H s N (ltn, fEH-——prefix =
$ HOME) .



LR & —Lg ki, n] LA ficonfigure IR ERINT A:
—prefix=$HOME

R 1 AR R AT AT SCAF I BRIN 2232 A B, (CE72/ ust / local
/) o LS HOMEHE BT WA UE SR E B B R AR

——disable-wallet

R T AEFI 2 B ST

——with—incompatible-bdb

W IEAE LB EL, SOV R A fBerkeT ey DBFE
——with—gui=no

AT EL L A, BRI EQUE. X% A4
i

MR, 8fTconfigurellAK HENRKBFTA LR HIE, FHFNER RS
A~ H 2 SRR AR -



$ ./configure

checking build system type... x86_64-unknown-linux-gnu
checking host system type... x86_64-unknown-linux-gnu
checking for a BSD-compatible install... /usr/bin/install -c
checking whether build environment is sane... yes

checking for a thread-safe mkdir -p... /bin/mkdir -p
checking for gawk... gawk

checking whether make sets $(MAKE)... yes

[many pages of configuration tests follow]

WER—VIA], configuredy 2K LLANE T & dil M IA L R, X
R S A Fo PR A 19 BEbi teoind.. 0 ERAG 2 1) R B 2 AR
configurefy ¥4 LU R E B &1L, IR I T HHRE, TRER K NER
D EEEEA AIERIE. BRSO, FAMRC S 28Rk
KA. SRIGiE Tconfigure, BHEMREGHET .



3. 2. 3SHJEBitcoinkZ O O] 4T 44

D, ARk IR, XA REARIECPUM N AE SR AR, (H— i
I RETR B LA 5. B RIS, ARBOZE TR B L B R
— MHER . ORI T R, REFE PR MR T, i
I R o] AAEARATIR AR K2 . S Amake iy 2 50 AT AJF 46 % 1% 1 -

$ make

Making all in src

CXX crypto/libbitcoinconsensus_la-hmac_sha512.1o

CXX crypto/libbitcoinconsensus_la-ripemd160.10

CXX crypto/libbitcoinconsensus_la-shal.lo

CXX crypto/libbitcoinconsensus_la-sha256.10

CXX crypto/libbitcoinconsensus_la-sha512.10

CXX libbitcoinconsensus_la-hash.lo

CXX primitives/libbitcoinconsensus_la-transaction.lo

CXX libbitcoinconsensus_la-pubkey.lo

CXX script/libbitcoinconsensus_la-bitcoinconsensus.lo

CXX script/libbitcoinconsensus_la-interpreter.lo
[... many more compilation messages follow ...]



R —PIAF], bitcoindIfE A iz B/F— P&t sudo
make install #7242, ZZ3E bitcoind B HAT XCHEMREI RGEIT T,

AT R S BRR ARN BE0,  DR O B B B T AR

$ sudo make install
Password:
Making install in src

../build-aux/install-sh -c -d '/usr/local/lib'
libtool: install: /usr/bin/install -c bitcoind
/usr/local/bin/bitcoind
libtool: install: /usr/bin/install -c bitcoin-cli
/usr/local/bin/bitcoin-cli
libtool: install: /usr/bin/install -c bitcoin-tx

/usr/local/bin/bitcoin-tx

bitcoind BRI\ ZZBEN B /& /usr/local /bin. YR\ LLETT
2R AT SO R 42, SR bitcoinfE & Z3E I .

$ which bitcoind

/usr/local/bin/bitcoind

$ which bitcoin-cli

/usr/local/bin/bitcoin-cli

T RA T



3. 2. 4BT I LT R

POARE TR S5 X 28 f 2 715 /07 R, EEE G A — Le g i b
RN RIS T ARERIEAT I FURS T s B BRI
JB ) AR T X BB %Eﬁﬁ%ﬁi%M$%Q$ HEE S
ARG IRIE 1®$Qﬁ% AR AT 55 =7 RIRUESL 5

seAh, BT Ry @ﬂuﬁﬁﬁEE&ﬁMFﬁﬁw%ﬁ
[P 268 {5 H DT o

Hig, BT WRFRE-NEA SR REIECRICHE A R M A 5 Bk A
EEN RS RIEERTIERRIITAE LS IFRERN S ERA, &
Al RE 7R B R E W HAEL S ] AIRAM. — R20164F I, 43R 5l 7 il fs 222

GBHURAMAN125 GBIFJRAEL S [A], LAMEE A G A A e iy ik
FERA R LS TR RS Sy Ak, JEFEE BRI e . a0 SR A B E R 2
2R, AT ERREER A E T, B A R R R TR Ay
s BRARSIHAF 9 st e GES R Tl 5290

}&7~ Bitcoin CoreBRINIHM TR EE X Hdk 52 BEIA, 520094k
SEUIRAE ELRF T 28 B AR — A G A% . ARSI R/
120GB, N#E(FIAETRE ) LREJLE, FAREGR T CPUM I M % 52 1 i
[ . HEEERPEEEIR R T EGEZ BT, Bitcoin Core4dLiZAl
HAZ Zy s Bk PR, B IRIEA R IR A (R], 7 T AT N [R] R 58
RATIE R . AT LI EBitcoin Coreilit 3 IH Hesle s b Hesk 1k
IN CGEZT TR A IR 290, BREEFEIE 2 A T A%
e


https://github.com/bitcoinbook/bitcoinbook/blob/second_edition/ch03.asciidoc#constrained_resources
https://github.com/bitcoinbook/bitcoinbook/blob/second_edition/ch03.asciidoc#constrained_resources

REFRBEIEGRR, HIERT EANEEEBITHEDY A —
AEfR R RS LigtT, B A IRRaspberry Pi (13550
AL, KRR o HZERECEMM RS 4 LisfT R m
TR, EERLinux )22 A, BT RS (VPS) Bimih 5k
55t SEBI AT T AT R T e IR EBJIR S5 A5 AT LLE AL R 4
252503 TG .

N AEIBIT AT RT PO 2 WA SR A -

AR IR AR A ey AR, IF B AR EE DU S 3T A Y AR
(APT) 5 ] PR £ A X B

I RAGS IR AR AL S R I LU T AR RS0 E A 2 M P AR 7. LRy
MHAE A A 18T LA R

SRARESCRF R e IsAT o A BN fatt,  REvs 4R 11 3 22 1O %k
B, B2 REZRI S .

U RAGEAS KA 55 =T R A PR 38 UE RS R 38 5

DRGSR PR AR S I F 0O R EURy AR IO, R A S N iZ38 1T B
I R



3.2. 5 Kiz{T LR A% O

MRS — iz Tbitcoindlf, ESREEIRE —AN %2 4% 0525 JSON-RPC
OB — A E . 125 # % Bitcoin Cored bl N AR 7
AR (APD) A5 1)

T8 T AE Z i Abitcoindst o] PLiz4Tbitcoind T :

$ bitcoind

Error: To use the "-server" option, you must set a rpcpassword in the
configuration file:

/home/ubuntu/.bitcoin/bitcoin.conf

It is recommended you use the following random password:
rpcuser=bitcoinrpc
rpcpassword=2XA4DuKNCbtZXsBQRRNDEWEY2nM6M4AHITx5dF joAVVbK

(you do not need to remember this password)

The username and password MUST NOT be the same.

If the file does not exist, create it with owner-readable-only file
permissions.

It is also recommended to set alertnotify so you are notified of
problems;

for example: alertnotify=echo %s | mail -s "Bitcoin Alert"

admin@foo.com



PRATULE R, HE—IKiEfTbitcoind B iFIK, IREERE ST —MiE
X, Z/H—"Arpecuserfrpepasswordsk H.  F4k, @R EE
WALHl. ETF—TF, BAITENASFECE LD, FRE A E
4,



3.2. 6HC B LR A% O /A

e E L miEas T om i B, PR ESE, HbitcoindHEFE IR iR %
P E S . WA R BRI, fE bitcoinHx (FEH
FPHRIEEFET) HalE—Aff, DMEEaHN. bitcoin /
bitcoin. confFH-FEALFH ' 44 Fl22 L

rpcuser=bitcoinrpc

rpcpassword=CHANGE_THIS

k% T rpcuserflrpcpasswordifdi, Bitcoin Coreid#fit T100Z /L &
I, A LMEEE AT SR TN, X HREE ARG DL R E i 2
b5 1H

EARHIXLGERIAIYR, i§iafTrbitcoind —help:



bitcoind --help

Bitcoin Core Daemon version v0.11.2

Usage:

bitcoind [options] Start Bitcoin Core Daemon

Options:

This help message

-alerts

Receive and display P2P network alerts (default: 1)

-alertnotify=<cmd>
Execute command when a relevant alert is received or we see a
really

long fork (%s in cmd is replaced by message)

[many more options]

-rpcsslciphers=<ciphers>

Acceptable ciphers (default:

TLSv1.2+HIGH: TLSv1+HIGH: ISSLv2: !aNULL: !eNULL: !3DES:@STRENGTH)



PLR 2 8 mT DAERC B SO W B ) — S i B L I, BB N
bitcoind)m & 1TS4L:

alertnotify

AT TR M a2 B, 8 HE B R R S E IR OOE % R
I .

conf

FCE MR A —MIE. XHZ{FAbitcoindMar 4TS HA E
KOy E AN REAEE 51 I ECE ST

datadir

ERRETRN A Y BEE H RS R4, BUMEOL T, X2
FHKM. bitcoinF Hako  FARZASCIF R G AA JLGBIY AT A 5 [H]

prune

LI MERIH A, 5 fi 2 1A R PR BX AR T T, TEBTIRAZ BRI
T R EANEET A2 SE BRI T R A A XA

txindex

PP H RG] XA ] LGl D A FE T S AR 2 5
BB 1 58 BERIA

maxconnections

BB ASER IO R MRV D AR R D s 1 7 98 ¥
Mo WEREMM gL R E T, FEH .



maxmempool
B35 Ty WA PR I T LIRS o A8 e ke S B A S
maxreceivebuffer/maxsendbuffer

R BRE R NAF G2 XBR BN 10007 2 MER. NIRRT A L
]

minrelaytxfee

WEERAS RIS . (RTE, KHEMNTHRM. 1E
N AFSZ IR A5 B e ORI A 22 il RN

X B HH/E 2 5| Altxindex T

BOAEOL R, Bitcoin Corefd i —MUELE 5 H P EBA RIIA Z K
HEE. RS EHiE igetrawtransaction (Z W AR Z ALY
AL 0y) R UT AR AL 5, MIFRZERCEBitcoin Core A 56 %
A2 5 & 5], XA LLE txindexiE WK SLHL.  7EBitcoin Corefit &
A B txindex = 1o #RAE R E AT, f5HHHEAA R
BANTAEZRT, WEEFH-reindexi®& i #E ¥ )5 shbitcoind, JFEE4T
BEERT.

R SRR S SR RC B SRR T AR BRI S e 5
sAEEER, ARV ELRE T N AR AP R i AT

Bl13-15e B R 5 W = 11


https://github.com/bitcoinbook/bitcoinbook/blob/second_edition/ch03.asciidoc#exploring_and_decoding_transanctions

alertnotify=myemailscript.sh "Alert: %s"
datadir=/lotsofspace/bitcoin

txindex=1

rpcuser=bitcoinrpc

rpcpassword=CHANGE_ THIS

NN AR S5 A TR AN R B B s
1113-2/N R 55 4% BHIR AN A2 L B 1]

alertnotify=myemailscript.sh "Alert: %s"
maxconnections=15

prune=5000

minrelaytxfee=0.0001

maxmempool=200

maxreceivebuffer=2500

maxsendbuffer=500

rpcuser=bitcoinrpc

rpcpassword=CHANGE_THIS

AR E IR E AT S I TR R E T S, m) DA A AT & R
bitcoind. 1&4TBitcoin Core, ffifHi%liiprinttoconsolefEH] GiaiT
e HH B P 6



$ bitcoind -printtoconsole

Bitcoin version v0.11.20.0

Using OpenSSL version OpenSSL 1.0.2e 3 Dec 2015

Startup time: 2015-01-02 19:56:17

Using data directory /tmp/bitcoin

Using config file /tmp/bitcoin/bitcoin.conf

Using at most 125 connections (275 file descriptors available)
Using 2 threads for script verification

scheduler thread start

HTTP: creating work queue of depth 16

No rpcpassword set - using random cookie authentication
Generated RPC authentication cookie /tmp/bitcoin/.cookie
HTTP: starting 4 worker threads

Bound to [::]:8333

Bound to 0.0.0.0:8333

Cache configuration:

* Using 2.6MiB for block index database

* Using 32.5MiB for chain state database

* Using 65.5MiB for in-memory UTXO set

init message: Loading block index...

Opening LevelDB in /tmp/bitcoin/blocks/index

Opened LevelDB successfully

[... more startup messages ...]



— HASHA S I IR K i B IS iiaqT, fal L% Ctr1-Cri i
R . BAEJE §i81TBitcoin CorefFNHERE, 1M M ~FIf2 P I TS
', Wbitcoind —daemon. AR T 5 B BEATBAT IR,

B Hm2bitcoin—cli getinfo:

$ bitcoin-cli getinfo

{
"version" : 110200,
"protocolversion" : 70002,
"blocks" : 396328,
"timeoffset" : 0,
"connections" : 15,
"proxy" : "",
"difficulty" : 120033340651.23696899,
"testnet" : false,
"relayfee" : 0.00010000,
"errors" : "'

}

X B RIEATBitcoin CorefRANO. 11. 2070 /i, Hudhds = B 3963284
He RN 545 B I 45 1% 4%

— B P FEp AC B IR UK B R, SN Kb teoinifM N B #RAE R
S ashiiAH, DUEHESHELT, JEEE RS E R G shi 53l
JAsh. A PAfEcontrib / init FHbitcoinf¥i H 3 1) & FhielF
FR G AREADME. md SC A H R 2 — L= 5] 2 BN AT, BB 2 i FH
AR



3.3 WL aSAT M LR A O
f\] JSON-RPC API%

Eb 4 A% 008 7 S SE B T JSON-RPCHE 1, 3 AM22 L AT LUE I iy 247
R Fbitcoin—clithinl. mr&47T ] AME HAPT AT 9atE, iLIRANTE
Be 7T AT A HSEEG . JFUATET, YA helpmy 2 & & 1] H A LLRE MRPCAy &
B

4

$ bitcoin-cli help
addmultisigaddress nrequired ["key",...] ( "account" )

addnode "node" "add|remove|onetry"

backupwallet "destination"

createmultisig nrequired ["key",...]
createrawtransaction [{"txid":"id","vout":n},...]

{"address":amount, ...}

decoderawtransaction "hexstring"

verifymessage "bitcoinaddress" "signature" "message"

walletlock

walletpassphrase "passphrase" timeout

walletpassphrasechange "oldpassphrase" "newpassphrase"



Xy SN REREZ NS, EREE AR, 4
MZHER, EEBBERNGSEH. #lan, E&Hgetblockhash

$ bitcoin-cli help getblockhash

getblockhash index

Returns hash of block in best-block-chain at index provided.

Arguments:

1. index (numeric, required) The block index
Result:

"hash" (string) The block hash

Examples:

> bitcoin-cli getblockhash 1000
> curl --user myusername --data-binary '{"jsonrpc": "1.0",

"id":"curltest", "method": "getblockhash", "params": [1000] }' -

‘content-type: text/plain;' http://127.0.0.1:8332/

ERBME R )G, @H%@JRFC TN 7R, I bitcoin——cli
helperB(HTTPE P umifcurl. XYEH|FiER A 4.  EHlEH
— IR IR EE S



$ bitcoin-cli getblockhash 1000

0000V Cc937983704a73af28acdec37bv49d214adbda81d7e2a3dd146f6ed09

ZE R ARG A, IXAE R ET A E L. EE
£, iz MIZAH ARG LR BIAHFEZE R, KIERBitcoin
Core W st IEFEIEAT, IEAEREZ ML, JFHA R THRI00001F Sk Al 25

IR
Jy O

(T, TR PR — e # G P HORPC A & B L T L -



3.3.1 REBUREMZOLE P mRESH

fm4: getinfo

EbAF M getinfo RPCATA E nk T ELAF MR . . IXEEEEL
PEEEIRSHREME R . [ bitcoin—cli BITE:

$ bitcoin-cli getinfo

{
"version" : 110200,
"protocolversion” : 70002,
"blocks" : 396367,
"timeoffset" : 0,
"connections" : 15,
"proxy" : "",
"difficulty" : 120033340651.23696899,
"testnet" : false,
"relayfee"” : 0.00010000,
"errors" : "'

¥

B L JavaScript 6 S FoRyE (JSON) iR[A], iX2—Fig=, AILlig
PAHBBY T A mARiE S “YHZ” , HWEIEE AEL) . 7RIS
i, RATTE B LR k2 P (110200) FTELER R BERL (70002) [



AT . BATEZIYGATRIREE, BR TR umsiE 72 /0H
(396367) - FRATEEFE B I< LR M M2 F1 5 b & 7 i AH e 1) % B
& MG HE B

Bon WA Mg P “E E” 4RTIblockchaings B 75 B — LB}
B, BECAEMNHANbItcoin®s P im Nk, A LM# A getinfofa & H
HHEE, DIEE IR E.

3.3.1 . IRRENFEBRZS

fin % : getrawtransaction, decodeawtransaction

FE KRR S, Alice ABobBIMET S 1 —#RMNMHE. W22 Sy id %
fEZHID (txid)

0627052b6£28912F2703066a912ea577f2ceddadcaaba5bd8a57286¢345¢
2E200EMB Lo FRATME AP TIE I A% 3432 5 IDVE A S HORR R A B i

525



$ bitcoin-cli getrawtransaction
0627052b612891212703066a912ea577f2ceddadcaabad

5fbd8a57286c345c2f2

0100000001186191998a5aa61048e51dd8419a14d8a0f1a8a2836dd734d2804fe65Fa
35779000¢
000008b483045022100884d142d86652a3147bad746ec719bbfbde40a570bldeccbb6
498c75c4¢
ae24cb02204b9f039ff08df09cbe9f6addac960298cad530a863ea8153982c09db816
38130144
10484ecc0d4611918b30928faked4ed99f16a0fbafde@735e7ade8416ab9fed423cc541
233637674
89d172787ec3457eeed41c04f4938de5ccl7bdalofa3d36a8d752adfffff0260e31
60000000¢
00019762914ab68025513¢c3dbd2f7b92a94e058115d50f654e788acd0ef 8000000000
001976a9¢

147f9b1a7fb68d60c536c2fd8aecaa53a813cc025a888ac00000000

RN IDIEAL G N Z BT AR A BUENE . A XS A 5
W A RERE L AR . AR “SH i Ik, Byt
PN Z BT DB Gy WA . BAG,  txd do AN Bl 508 (R RAS
6

fir2getrawtransaction A/ NIRRT ZE 2. A T #6S, FRA
flifldecodeawtransactionfin®, #+ Nl AZHfLis. &
A UL filgetrawtransactioniR Rl 17N @E ], FRK HAE RS EOR I 2]



decodeawtransaction:

$ bitcoin-cli decoderawtransaction
0100000001186191998a5aa6f048e51dd8419a14d8¢
a011a8a2836dd734d2804fe65fa35779000000008b483045022100884d142d86652a3
f47bad744¢
6ec719bbfbde40a570bldeccbb6498c75c4ae24cb02204b9f039ff08dfO9cbe9f6add
ac960298¢
cad530a863ea8153982c09db8f6e381301410484ecc0d4611918b30928fakeded99f1
6a0fb4fdd
e0735e7ade8416ab9fed23cc5412336376789d172787ec3457eeed41c0414938de5ccl
7bdalefad
336a8d752adfffffffff0260e31600000000001976a914ab68025513c3dbd2f7b92a9
4e0581f5¢
d50f654e788acd0ef8000000000001976a91471f9b1la7fb68d60c536c2fd8aeaa53a8f
3cc025a8¢

88ac00000000



"txid":
"0627052b6128912f2703066a912ea577f2ceddadcaa5a5+bd8a57286c345c2f2",

"size": 258,

"version": 1,

"locktime": 9,

"txid":
"7957a35fe64180d234d76d83a2...8149a41d81de548f0a65a8a999f6f18",
"vout": 9,

"scriptSig": {

"asm":"3045022100884d142d86652a3f47bad746ec719bbfbde40a570bldecc. .. ",

"hex":"483045022100884d142d86652a3f47bad746ec719bbfbdo40a570blde. . . "

}s

"sequence": 4294967295

1B

"vout": [

"value": 0.01500000,
Ilnll: GJ
"scriptPubKey": {

"asm": "OP_DUP OP_HASH160 ab68...5f654e7 OP_EQUALVERIFY



OP_CHECKSIG",
"hex": "76a914ab68025513c3dbd2f7b92a94e0581f5d50f654e788ac”,
"reqSigs": 1,
"type": "pubkeyhash",
"addresses": [

"1GdK9UzpHBzqzX2A9JFP3Di4weBwqgmoQA™

"value": 0.08450000,
"n": 1,
"scriptPubKey": {
"asm": "OP_DUP OP_HASH160 7f9bla...025a8 OP_EQUALVERIFY
OP_CHECKSIG",
"hex": "76a9147f9b1la7fb68d60c536c2fd8aeaa53a8f3ccO25a888ac”,
"reqSigs": 1,
"type": "pubkeyhash",
"addresses": [

"1Cdid9KFAaatwczBwBttQcwXYCpvK8h7FK"



A 5 RS R IX AL T A By, BEEAS & B N S AEIX A
B, AT AR BIX B LA VH b2\ 50mBTCHIAZ G T —
M ANFF B AN . XA KA T BRI 5 B
BN LA3cTHLIF vin txid) o B4 H & 50mBTCAE N EE %
IR A1 25 KI5 IR

AT UE MRS (BU0 gettransaction ) JEIS KA HAIKAS
Zitxid R GIAT — B Gt — DWW R X HEE, did M —ELZ 5 8kE
FI—BA Ty, FATATLLEW] —ER L S, WATE—E£MN—1
WA & IR IR 2 5 — DA k.



3.3.2 HREX

4. getblock . getblockhash

WRXIRBUUTIREL G . (B2, Hr]lhds Eada a5 .
B, ERRATRE NS . RS, FRATE BALice
A2 5 CH LS ERE2T7316H . FRAT1fH H getblockhashifin &, ‘B
mEAERNZEL, FRRIENZE G A (A -

$ bitcoin-cli getblockhash 277316

0000000000000001b6b9a13bB95e96db41c4a928b97ef2d944a9b31b2cc7bdcs

E%ﬁﬂ*/iﬂ‘]%ni_a‘e%ﬂ‘] HISE ZAERA X Berh, - FATTR] LA ] getblock
» FHEX RIS AAE AN NS BORE X LA X R .

$ bitcoin-cli getblock
0000000000000001b6b9a13b095e96db41c4a928b97ef2d944a9b3¢

1b2cc7bdc4



"hash":
"0000000000000001b6b9a13b095e96db41c4a928b97ef2d944a9b31b2cc7bdc4”,

"confirmations": 37371,

"size": 218629,

"height": 277316,

"version": 2,

"merkleroot”:
"c91c008c26e50763e91548bb8b2fc323735f73577effbc55502c51eb4cc7cf2e”,

"tX": [

"d5ada064c6417ca25c4308bd158c34b77elcPeca2a73cdaléc737e7424aftba2f",

"b268b45c59b39d759614757718b9918cafOba9d97c5613b91956Ff877c503fbe",

"04905f1987ddd4cfe603b03cfb7ca50ee81d89d1f8f5f265¢c38f763eeada2lfd",

"324672ab5d04151940075055c2120bbd1195727c961431bf0aff8443f9710181",

"561c5216944e21fa29dd12aaalad5e339719c0d888359¢cb05e1f79fe73da37bd",

[... hundreds of transactions ...]

"78b300b2a1d2d9449b58db7bc71c3884d6e0579617e0dad991b9734cef7ab23a",

"6c87130ec283ab4c2c493b190c20dedb28ff3caf72d1l6ffalce3e96f2069acad”,



"6f423dbc3636e11931d8898dfdf7621dcadelbbe509e963ffbff91f696d81a62",

"802ba8b2adabc5796a9471f25b02ae6aeee2439c679a5c33c4bbcee97e081196",

"eaat6a048588d9ad4d1c092539bd571dd8af30635c152a3b0e8bb61le67dlalaf"”,

"e67abc6bd5e2cacl169821afc51b207127142b92a841e976f9b752157879ba8bd" ,

"d38985a6albfd35037cb7776b2dc86797abbb7a06630f5d03df2785d50d5a2ac",

"45ea0a3f6016d2bb90ab92c34a7aac9767671a8a84b9bcce6c019e60197c134b",

"c098445d748ced5f178ef2ff9612758cbec9eb32cbOfc65db313bcacld3bc98f"

1

"time": 1388185914,

"mediantime": 1388183675,

"nonce": 924591752,

"bits": "1903a30c",

"difficulty": 1180923195.258026,

"chainwork":
"'0000000000000000000000000000000VVVVVVVVVVVVO934695e92aaf53afala”,

"previousblockhash":
"0000000000000002a7bbd252417c0374cc55261021e8a9ca74442b0128410569",

"nextblockhash":

"000000000000000010236c269dd6ed714dd5db39d36b33959079d78dfd431ba7"

}



ZHEL S 41938 5, S EE6AER 5 (0627052b ... ) s&Alicelf
e k. EE S H SR RATIX & X B ) R 2773165 .



4

3. 3. MFH LI M ORI RIE R

bitcoin—cli helperX} T4 ZBitcoin Core APIFIMNAIIEEAEHH
. (BRNHmIERE D)2 N2 U gmIE T i ZhEE. AT
, AT ERMN S —MEF Vi Bitcoin Cores

4

Bitcoin CoreffJAPTJ&—JSON-RPCH:I1. JSONfXZ JavaScriptXf %
Frg, e MEER TR 7 2ok IR T 0] DL [ 132 1 %
. RPCAREIELFRMA, XEWREFRATE T W25 P 2
AL FELAS MAZ OIS 5D R (BB . EIXFEN T, ML
JEHTTPERHTTPS (FHF N E#) .

i—’l%%ﬂ‘]ﬁﬁﬁbitcoin—cliﬁEA%?“tH&ﬁﬁv N3 BN, bé/‘T?*/:ﬂ]~/\1§J
T, B Hcurl, iR THTTPZE P i >R AL 181X L8 JSON-RPC F
21_‘:

$ curl --user myusername --data-binary '{"jsonrpc": "1.0",
"id":"curltest", "method": "getinfo", "params": [] }' -H 'content-

type: text/plain;' http://127.0.0.1:8332/

A Eoxcurl AR FEHL (127.0.0. 1) FAHITPIER, ERER|ERIA
Ebds Mgl (8332) , FHfdifHtext / plainZgfid|fgetinfolfiEIEAT
jsonrpciE K.

R SRR S JSON-RPCYE A, DA LS R 38 FH (I HT TP
M A, TR P cur LB s



SR, RZBIMIEE S A, DL “a38” e A% LAPTH) )T 3
RS2 . JAPK M Hpython-bitcoinl bR ALAPT T[]
B, XFEEEE —METHIBitcoin Coresfl, 4 F 134T JSON-
RPCHH H «

B FiE iz T get infoH FIPy thon I AT ] B i ge t info il A,
FMBitcoin Corei [BlIEHE T EN X %L,

f#3-3iHidBitcoin CoreffJJSON-RPC APTizZAT

link:code/rpc_example.py]]

BATERUIE

$ python rpc_example.py

394075

EAEIREAT, BAIAHBI tcoin Core™i fhifE Hb s 43940754
., XAZ2—MEARSER, HEHER TEHE/ENBitcoin Corelf]
JSON-RPC APT a4tz 10 B 2R AE

Bk, A Hgetrawtransactionflldecodetransactionifi FH 46
FALiceMMMEAFRIITEANE R . £ TG, FATRZRAlice 5
ZIFTIHZ rs . AT, BATE R kR

VENHEME, AlicelI3 A — M i S A Bob IR MINHREE A1 — >0 HH 4k ]

Alice,

13-4t R 2 7 Tk A S



link:code/rpc_transaction.py[]

EE‘??%EE&H_F:

$ python rpc_transaction.py
([u'1GdK9UzpHBzqzX2A9JFP3DidweBwqggmoQA'], Decimal('0.01500000"))

([u'1Cdid9KFAaatwczBwBttQcwXYCpvK8h7FK"'], Decimal('0.08450000"))

IR AR LB R R . IREMATE MR RIZITeN]; Re]
DB G i Fbitcoin—cli helper. #RiM, F—MrBlFEEHREA
RPCIHA, FEREIEREH UL T dmtzse 0 1 7 (8.

ER), FATE R RH277316, R JFiEN 5] AN 5 IDKMREA
NN Ty Tz N, BATEREANZ G W5 Ik, #13-5
K RIS INETE 22 5 T

link:code/rpc_block.py[]

BATE R .

$ python rpc_block.py

('Total value in block: ', Decimal('10322.07722534"))



FATR BRI TR H, bR 52 7 i e i E 810, 322, 07722534 A4
BTC (3525 BTCHJihA0. 0909 BTC# A . ity Iuns 75 a0l &
SR P DX B W 28 ol s RS R . — SR X Y B T AN AL FE 2L il
S, AMEELS . BELGLRIESR.



3.4 HBERE Pin. BAE.
__ﬁﬂa

S ¥ Z275% P (bitcoind) , 3 AT DA HA A 20 i AN B 25
EE LORE T I ANE s 45 ) . IR L8 T AARth— R4 w5 AT,
FARATI S B HTE S v R AR P s (R JRZE RIS B, AR AN 1 — 3
M 2w RETE 5 AL — S i O, & s A R A

vII

C/C++
Bitcoin Core The reference implementation of bitcoin

libbitcoin Cross—platform C++ development toolkit, node, and

consensus library
bitcoin explorer Libbitcoin’ s command-line tool

picocoin A C language lightweight client library for bitcoin

by Jeff Garzik
JavaScript

bcoin A modular and scalable full-node implementation with
API

Bitcore Full node, API, and library by Bitpay

BitcoinJS A pure JavaScript Bitcoin library for node. js and

browsers


https://github.com/bitcoin/bitcoin
https://github.com/libbitcoin/libbitcoin
https://github.com/libbitcoin/libbitcoin-explorer
https://github.com/jgarzik/picocoin
http://bcoin.io/
https://bitcore.io/
https://github.com/bitcoinjs/bitcoinjs-lib

Java
bitcoinj A Java full-node client library

Bits of Proof (BOP) A Java enterprise—class implementation of

bitcoin
Python

python—-bitcoinlib A Python bitcoin library, consensus

library, and node by Peter Todd

pycoin A Python bitcoin library by Richard Kiss
pybitcointools A Python bitcoin library by Vitalik Buterin
Ruby

bitcoin—client A Ruby library wrapper for the JSON-RPC API
Go

btcd A Go language full-node bitcoin client

Rust

rust-bitcoin Rust bitcoin library for serialization, parsing,

and API calls
CH
NBitcoin Comprehensive bitcoin library for the .NET framework

Objective—C


https://bitcoinj.github.io/
https://bitsofproof.com/
https://github.com/petertodd/python-bitcoinlib
https://github.com/richardkiss/pycoin
https://github.com/vbuterin/pybitcointools
https://github.com/sinisterchipmunk/bitcoin-client
https://github.com/btcsuite/btcd
https://github.com/apoelstra/rust-bitcoin
https://github.com/MetacoSA/NBitcoin

CoreBitcoin Bitcoin toolkit for ObjC and Swift

B2 SRS S, e —HEH,


https://github.com/oleganza/CoreBitcoin

fRATRENT Ui bERy AR TS, Xt Eyl g e 2 AR
By, EWHEMMGETE “MESE” NEE, HEEEEIX]
FHANUA B ERRR N E SRR INE . Fi et LR RIEY]
M RIAR, MAZMEME TR , sEPEEE =Lt
(B /80 o REESERIR I U 2 LS th b S i B2 T HIFAE
FCRy M R g 2 . B RRIEIR A2, InE AN LR
WU Z A A7, BOE RBE NS 5 B cE i, AT E s
KOR B, AT, AR 43— LA LURs o B R 1) 55 5 1Y
Frap s, ORREY, HhbAmEg.



4. 11541

FCARE T P A AU IS B 28 EORE T bk A 25 42 SR 7 1
BB PISbr EIFAEAEAE M Z R, T2 A P B IR, APt e —
AN YRR B B SO ] BB R . AR P R P B
SEAEMAL TR MG, AT P BB E RO E R, ERS
X ERBEBL T 10 X 2% . S SEIL 1 LR i VE 2 A i, s
OACS AR BT A AR T35 00 ik W ) 22 A

RZE R AL G TR E DA RNEL A WA X . L F
BB RAA G = BT 4, FIIA S HR AR SA 75
TZIK B ECARE T A AL FH T3 B2 S i B0 25 44 R O IR
(witness) , FERIARHEHIARE. Lok msg & i k£ ik iH
T TR S IR WA

RO ML), B R — A AT B AHBRARAT I
WS, TAAPIAR TR K FIPINGS B R A28 44 . EEs T A9 P AR 2D
RHEE BT EW. LY, elIgE s e N, itk
R AR T E

FEELRF T AZ 23 (ST 3ATT, Wi NI A 91l K 7 1ie SURER 1,
FOMEERs sttt wBSCR ERSI Rm 4y (B “UG0r” ) s
—RAGOCR, R bk S AP O NI . SR,
JFARIA R M iE A R A8 AT ] DACR AL SO X &R, i
A, BAVAEAR TG MR Mo XMk, R M i E o iR
R T, 613 225 M H HEE RiE, A SRR XA ST T RRA



SCRPEIA NI 2w, TR BRSO el Bl AT EURy stk
e 2R IR B ME—ARER, Al AT R B Ry stk 5 R L
(YNGR

B, AR R I RAE LUARs T p A RO il 2R3k
1K T ARA AT =2 . FE AN B . JRAT I [ T AR A AN
o B HRERTRA IR B 2 A g A 2. BJR,  RATTREDHIE S B A
HeRE G R mElS, 2 ESA DU AR .

4. 1.1 NAMBERINZE KT
NGNS 2 B T-20tH 40 T04RA . B R v B HLRIE B 22 2 [ B

BN HINEGCRZ G, —EEE AR, B 13
T A ] fh 23Rt . IXEBH 2 R BAR AN AT IS, AR AR &y ) —
ANTT RS, AEAS AT CAIA AR ST TR R . F 1K S5 5 pR B T A
¥, AL ST EAMA R yiE ECT A ONTRE. HURF IR
A5 PR [52] 2 i A v L 2 B i) A

R MRS T, FATHAPINE G2 — =Xy, M ks m
HERE . BN R — DR, MBI M —r2aH. A
TR, AL A LU T SO I A 5 2844

N Z TR B2 R &, AL Al 25 s e T B 2844
RG24 AT LLE AN F5 AL B Y [R50 A B EAT BRI

SCATEURF I, Oy T =80 pIrAT & 5 2 5 IR s L A BN &R A4
(BRI Z A HRANE, B — DR O o EURF T R 2%
BT A N #Ra] LUE I P 52 1 A NS A2 B AT S, RNz & 2



B BRI SOR A2 20 2% P22 2 1 EURs i A B L

e RZHULR MR THOY 157 2R AL BN 22 4 DL B i T
AAFEE . R, AHATUHMAHTT RS, Frel ARSI
e H] LA o

4.1.2 BRHAMAH

— MRS — RAREYR, B EPNAE —ARA P
—AaW. W GO 2T, BEEEEER K. AT, &
ATl o] LAfSE ARG [ i SR A B ) I R B0~ L — g (O .
T8 (K, ATHRTBAE A~ 5 in s 7y bR B 2R R ER Ry T dth
fk (A o AT, BATREMNAAATFAG, D e {5 A ARG I h £k
BEEA HAERAH, & B WA R mithk. 5. M
FUARF stk 22 TR] 9% 2 40 1 B s

|—I|pt|c Curve Multlpllcatlon Hashing Function
One-Way) (One-Way)
Bitcoin Address

Private Key Public Key

N AR AR RIS CRH/ A 2

N 2R LR T AR IR AR ? EARHT “I#E”  (nake
secret) A5 . A, ARXARE G B0A B M A el 2 44 I e
1o WTCCRAARN 5 B S A 7 4. 84
HE RN N ke (HE, U5 IR A RI3E 2 Fa SURARAT AR AT A



R ENIRIGUERE A o XM ARXT AR B Y 7 ) PR A A T AR AT A
RAERERLZ R4, RN R AT RHEETA & AT =4 3
HECEZ

4.1.3 4

AR — BN H B C . — A sl A 4 i fr B < i
PERI R T AH DAL I B A BURZ AL . ELURF s st AT
Az BRSAN EE T T i 75 O 25 44 BAUE XS B8 e B P A . AR 2GR 2%
RFFNLE, FON— B MEA = 77, MATiZAPED 2 TRty
RSP 7 BRI &, BRI ER, BONAAE]—
HERMAEAR R, HPrORy 1 EURE B i 22k .

R~ B mAAVH R 2 — . IR DU . HYEFAORBENL A
WARIIFLAEH . PR 2560, FHACAIE 0% IE I IF #8011, BEAL
13225606 Bt H B nTE N LR AR E ANV . AV T2 A
%A

M—PBEPIEAE R ET B PIE — PR i ) —2D, R
B e 2 R, BIREALVERIR. BNy MALBHEA 5 b
5 “fE1 2127256 2 [FiE— T o R EREU S R A AT il
AT, WAL T W BAATE IR A E . R i A
BAF R GURZ R BENLECE s AL 206 A2 g (BENLYED o JEH TGO
&, B RGRENIEA s N T BENLIR AT W1 aR1E, X2 T
2B AT RE R EAME B AR LA B



FEHERHUL, AR DU IRIn- 1 Z [0 YT BT, Hdngd— a5
(n=1. 158 * 10777, W&/NTF27256) , FF#kE o bbb i s F i
MR Hh Ze B CUAR IR Hh 2 2R 2= e ) o BEAE BUX PRI — N RLEH,
BATREN L — 2560 8T, HRBEERAG/DNTn-1. MIWIELR A
FERE, —HoR @ — AR 2222 4 () BE LR HH — K H B AL
A5, X A FHSHA256 G A5 By HATIZ 5, KRR AT LAy (= A — A
2567 LT . WRIBHEE R/ N -1, BATE T —DEERALH.
0, AT 7 — BB HEE — IR

BE AEA OSBRI IS 5 S L 1 S AR s
KRG —NBEVLEL . A 322 2 O AL A A iy (CSPRNG)
HHGEA D KREEG SWRERIE R A LR AT
FEPERS, FRAT AN SRy, DRI e 2N 2 4. IEMSLi
CSPRNG 2 % £H 22 4 1 1) R B T £E

LU 2 — DBV R (k) BAoNathilkg :3koR (256421 —
a1 OO NS L AR RVAe: i1 BT N 5 i VAN i 1 QDA I

1E99423A4ED27608A15A2616A2BOE9ES2CED330AC530EDCC32C8FFCOA526A
EDD

BN LEE AV R /N 27256, Xe— N ER KEE. BT
IR NP, RZA210777, e st RE&H 1078047
Fo

B PLARE A% 0% P B — N5 8, nI{EH getnewaddress
. BT ReEHE, mLEiTiR BaRERNAH, A RRE
Ho R EbitcoindZE/nFEH, FTLMEA dumpprivkey 4.

dumpprivkey 43R L, BasebSIE I Mgl ig i x, XFhFALH



s AR R B AR (WIF, Wallet Import Format) , £ “FA%H
PR — T E VAU T g 1 X AN a2 A BOHTE 7~ FA
AR

$ bitcoin—cli getnewaddress
1J7mdgbrbQyUHENYdx39WVWK7fsLpFoXZy $ bitcoin—cli dumpprivkey
1J7mdgbrbQyUHENYdx39WVWK7fsLpEoXZy

KxFC1 jmwwCoACiCAWZ3eXa96mBM6tb3TYzGmf6YwgdGWZgawvrt ]

dumpprivkey fin &3 HFEREIEENH getnewaddress 2 4E AR
SRS A X HAA R R B, A Wbitcoind B FEASHE M A EATS H0 AL
¥H. dumpprivkey 24 H R

s dumpprivkeyfin & iR N AHS RN M AIFAEH, KNI EA T RE
Ko XS R et 2 f il & i getnewaddressfy &4 )
FEH

&LV LA# HBitcoin Explorertiy 1T LE GEZSRM A1
[appdx bx]) % seed, ec—newflec—to—wif KA ERFEH:

$ bx seed | bx ec—new | bx ec—to—wif

5J3mBbAH58CpQ3YSRN JpUKPE625Q5t fevU2 JpbnkeyhfsYB1 Jen

4.1.4 N4H

AE LA 2 il UM A R A, XA AT R R K
=k % G . HPkEFH, CEREMNAESSRIEE S, MKEREA
Pl Hicmiasl, gy “ SIEHET —— SR AHICRR AL



k—— AR EMER), WUERZAIra TRERkE, RIRIER. £H

ANUOAAT MALBHAE A B 2 T, BRATTSEAH AR A0 2 >0 I M 53] ey 28 2 A
o

SN I 2RI SR A SRy “REBIFTT” DORER)— i e 2.
I GRIE) IRE S, AR REEM R AITTIR (BRI .
MHRI A& W UUE B A, R )5 S, miEsea Anl
DA A A R R BT AL . XA T O IR ] B 1 55
B FTE B AN R Oy 3 M 22 4 ) B 25 44 R ik Al o

4.1.5 WEE %% (Elliptic Curve
Cryptography) f#E

AR ] pth 2 T 9 A — b T R O R A ARXE AR N B, T AR X
A fth £ b i R T IR e iR s FORERIE . B MR e 1Y
A, AT ERRy BT 26



FEARE A 1 secp256k IFRHE T E SR — Ry ik B ARG 1] i 240 — 2R 5714
T AR S E SO E S EORBT B (NIST) Az,
secp256k1 HH 4k 1 IR BREE S, 1 RR AT AR — SR I i 2k

y? = (% + 7)} over (Fp)

y2mod p= (A +7) mod p



Fifmod p CGREPHED KUz ih L e = B Mrp A R, tHEE
Fp, Hrfp = 27256 - 2732 - 279 - 28 - 27 -26 - 24
- 1, ERPMEERPERE. O E— R
AR, AR E AESLEVGE, e R EURE R B 0 B E ™
MNERE ERIEOR B AL IR ME R . AN, A s SR s
Ba E BMEER th Ze A1l AN — 017, FEIBR TE—NDNTRZ
B 17 B A PRI ARG ] h e, B AR B — R AU .
MM secp256k 1 [ ELARE A I i1 28 v LA AR R S — ORI XA B — 551
CAyS)=: 015 9=

17

16 »

15 &

14 »

13 8

12 8

11 &

10 8

9
3]
)
-]
5 »
4
3
2
1
a

wil

4 § & ¥ 8 9 10 11 12 13 14 15 16 17



NHZE A, X2 secp266kl BIZ EIAP, HARFR N (x, v)o
A LA Py thonst HoAw 5 :

P =
(5506626302227734366957871889516853432625060345377759417550018736038911672
9240,

32670510020758816978083085130507043184471273380659243275938904335757337482

424)

TEAMIEY 2 B2 TR B, A — ROy “BF5 T , KRB
RMFOEIAFRIMER . THEALH, EERERRNX =Y = 0 (BRI
AN A 2T R, BRI E N RF IR TG DLHE TR 96 )

A —A + BESF, RN LT, G N R R SR 0 .
5 e I Bl 26 B KPS S PLAP2, UM il 2k B AR S =41 P3 =
P1 + P2, JUAEEAH, %55 = SP3n] LLEP1IAIP2 2 [6) i — 4% 28 A
XFBELR TSR MEMEZ T Hoh— 7. tsiidh p3’ =

(x, v) o RJE, FEXPEIT RIS P3=(x, —v).

N LA AT PU#RE “ FTIE R ZAFAE R B RS D

A PUA P27E [l — ki, PUAIP2IR]ELNINSPL M1k, gk BA7 H.
REA—=AHW S S5 ZV LA . VIR ] AR 5 k45 . RIAE
IR 1] i 28 5 O P A BE RS A B A m] SRAGRER

EFLLENCRN (B, wnRP1IAP2 G M A HIx{E, {EARKyE) , N
DRSS e TmH, EXFEN T, P3 = “LHEL” .



HPI R “THmAa” , AL PL + P2= P2, R, HP2RT
Fim e, WP+ P2 = Pl XERIELFH @A RUTOMMEM. FEE
i), EXHE + BHEFAETEEH, XEWE A+B)+C = A+(B+0) ., X
SR ENTATUUEZEANFESHE A+ B + ¢, mMARTRE.
bb, TATCE e SCT MR, FRATRT LK I 40 e ik f bR #E 7
VAT Lo R MR LA SP, IRk EEE, M kP = P + P +
P+ 4+ P (ki) o FE, EXMIGH AR BIREIRA “48

4.1.6 £ AHA

PA—ANBEALAE B ALK R, FRATTRs L 5 it 2 | T 1 26 i G
FeLISRAF IR B 73—, B2 A K. Al /g secp256k]
PRAERT— R, PURE T A B AR R AR A R A -

K=k * G

HkZAH, GRAR, XML FEr Rk aH. BARA
Frm A AR AR, — DMREKRGR 15 2IAH R A 8K, k
MK T8 9¢ R e 1, HARERRIEA, RIMKIGEIK. Xt Al Lk
R i (KRATE)  HEMAZEmAZMEALH (O KR
A

' POSH A Sess o fmn, prbAR T Doy A8, (3
NER NG L IR IR E R

ST e, FRATT CAZHI = AR R BHKAN 5 AR B S GAH 3R 15 2
NEHK:



K =
1E99423A4ED27608A15A2616A2BOE9ES2CED330AC530EDCC32C8FFCO6A526A
EDD * G

NEK B X N—1 R K = (x, y):
K= ( vy

Hrh,

X:
F028892BADTED57D2FB57BF33081D5CFCFO6F9ED3D3D7F159C2E2FFF579DC3
41A vy =
07CF33DA18BD734C600B96A72BBC4749D5141C90ECSAC328AE52DDFE2ES05
BDB

N T TR BERURRIRIE, AT TR A A O Ty B (0 S 25 [ ARG 5]
2. L, HA B R ERAE R FATTH B ARE TR B A R G
EEG. Wl RGNk EMRRI M2t , SAIAIN=E R MiZ s
)2 B 5 2R AC R o — s PRJE AT Bl

TERERTEMZL FER G 26, 46 ) LT A .



SIXY-XNO 1)31434

RN K 2 B Lo TR AR A8 OpenSSLAN 2% BE 4T M6 [ ph 2R 112 . 151
, YHEC POINT mul ) &%, mliFEAZIAH.



4.2 Le4FmHiht

FORS bk — A B A A B AT R, T LS AR AR5 IR B
RN T A (ARFERST TR 778 ) B
HO LRy Mtk DA “17 JFske N2 — R b bk A 61

1J7mdg5rbQyUHENYdx39WVWK7 f'sLpEoXZy

FEAZ Gy rh,  LORE b o DASCGEROT . an SRAE LR M A8 & teAE—
Tk SR, LR R BGRON, W R IRATE S ABGRA—F W
o —IRCER BGRATTREREANRATIR S, WirgeErAa. #l
1, ERRINE . XEAFERE M EMIKS, me2H—1
IR FAERUGRN, XSO — M S RIER ST TR, Hit
AL, PUAE bbb Al R AR %, BAE LR MAS 5 BB IR R g .
R b AT DORER — X AHRFAAI T A &, el DARRE e R,
tbanssfEJS ) “P2SH (Pay—to-Script-Hash) ” — 5 Hf 24T 7K
Ao BAE, EIRATRE —ADWERIFT, HAHAERECR k.

LEAY T bR AT B A B0 B ) (R N5 e A BA AR Bl . Pe A RS —
Hm i, BWUERKE RN TR OGN A A R L
REMA ) A - LRRE T HbhE . BRI HE DR AR TR AR SR
WAL . H A A AR B LB A ik Bsp A i i) 892 J& Secure Hash
Algorithm (SHA) flithe RACE Integ rity Primitives Evaluation
Message Digest (RIPEMD), HAAHH i &SHA256FIRTPEMD160.,

LA K NN, T HSHA256M 75, I DL 45 B2 RIPEMD160
WFE, B2 PNKE NI (20T B



A = RIPEMD160 (SHA256 (K) )
NI, KA, AR Ee s bk .

P LR Mt 5 AP Loy ik il 2 P4 B a) i e 4 e
A B

i P L2 LR il 2 20T “Baseb8Check” gmtidt) (2L
“Baseb8flIBaseb8CheckZwhd” —¥) , XFhsmisd fHH 1 58/ F4F
(—FhBaseb8EF RS MK IS, Hem 1 oluetE. BB X HA R
Bij 1k T AE B SRR N TR PR AR (4R R . Baseb8Check it 4% H T
LERF e sy, FlantbRrmHhhl . FASA. 0% 055 BH AN JHIAS v Ay
H, R AT E RIS N IERME . N TR IR AT S AR R
Base58Check I ZmAd A MRS HLE], VLB A ISR

NI T U R B AR PR T B



Public Key to Bitcoin Address

Public Key

SHA256

“Double Hash”
or
HASH160

RIPEMD160

Public Key Hash
(20 bytes/160 bits)

Base58Check Encode
with 0x00 version prefix

Bitcoin Address
(Base58Check Encoded Public Key Hash)

4. 2.1 Baseb8Fl1Baseb8Checkimig




N7 B TR R K R T, FHELRRS, FE2IENLR
G Af FH — Fh DB A = B B R Tk Rk . Biln, &4
Tt B R G E -9+, - F N KRG T AN
A-F ANAFRE. — RS, ER-TNdEmR oRpies -tk
TN, HEERIE, Base6MEi ] T26MNNEFEE, 26D KEF
BE 10OMNMCF LR RAFE S () o “+7 F0 “/” ), FHFAER TR
X 25 T SCAR [P A A8 i — dE i 508 . Base6438 % H T- 2w il 14
PP . Baseb8 J&—HhEE T 3CA M bl gm gk s, AR BLRE Al
HeppnEem. XMgmiok AL T BOR S48, R¥F T i
P, W EAHARIEW DAL . Base58/&Base644milig I 145, [FIRE(E
HRNGFRRLI0N T, H&EFE 7SR5 MER E 7R h
GRE IR . BAkHl, Baseb8 A& Baseb4 0 (FF0) . 0 (K5
Fho) o 1 ONFGFEE L) 1T CREFR) , PLE “+” f1“/” 3
MNFFF. WIS, Baseb8EiAHAEIE (0, 0, 1, 1D MRKNEF
BEMIEF2H

fil4-1 LhEMBaseb8FRER
123456789ABCDEFGH JKLMNPQRSTUVWXYZabcdefghi jkmnopgrstuvwxyz

N T B I0BE 13T NN AR A < e E, Baseb8Checksg — i FIFELL
F¢ I H)Baseb84mfid s, ERF A WE R B IR G, KAl
Fe VN I 1 1EAE 2 ) P B3O8 A S RV AL A 775 o A A A2 M) 1 5B
RIS A E A 2R, B AT DU RAGL I 38 S 6 S R A N Hh = 2E 1O
%o flifHBaseb8checkgmiy, ARG E AR A BRI A Al g i
HE RIS AT EAT X B . E A LR R AT B R A, A XA
Baseb8Check (R M2 LR . — A4 i LU b ik sl A 2 R B AR
PR NG AL, WX AR G R e R K.



N T EBEE (B HHpiBase58Checkk& I, e FATE N EHE RN
—RRAE AT RIS, IR ANHT SR SR AR 70 i B (A 508 12
B, Flan, teRFmhhER TSR0 (F7NiEH] Z£0x00) , WX FAEH g AS
BF AT 2R 2128 (F7S3Ef20x80) o FRA-1EFH —E5 WLARA R AT

&4
é)g((i o

BRR, WADE “XeA" KM, BWREEXNZATMER (AL
MEAR 1817 1K SHA256 75 A5 H.%

checksum = SHA256 (SHA256 (prefix+data))

AR EH RIS AE (MKEAEE) 1, AT BGET4D 7
o XA FAT AR AT I A R AR B RS IR A . R AT 2 N N 212
PP

SR = ER: BT BRI, X5 K 2 i A
Baseb8FBER wiL. T EHfiid | Baseb8Checkdm 1 HIILHE



/ Base58Check Encoding \

Payload

0 Add Version Prefix
o Hash (Version Prefix + Payload)

Version Payload SHA256

SHA256
first 4 bytes

Version Payload Checksum

OAdd first 4 bytes as checksum
Base 58 Encode

o Encode in Base-58

\ Base58Check Encoded Payload /

FELRR TR, K2 EHEE A H P R K EdE AR 1 FHBaseb8Checkmfid,

A CASEEL R R 46, S H AR R .  Baseb8CheckZwmfit H 1At

AT 2 FHRANIE 5 T HEnl g0, fEBaseb8 H % X fEBaseb8Check
SRS B R P EE AL T IR e it . X LS R A P T LR A

AR 82 2 A 1) 50 1 SR TR DA R el s R EATT e B an AT T ml LA Z14AT)

FIA R, Baseb8Checkwhd 1) bbiss bk & A1 k1), 1MBaseb8Check
i I FABAWIF A& LIS Sk B o RA-1REIR T — SO RRCAS HIT 25 RNt AT T 5% 187 P
Base58#% .

#%4-1 Baseb8Check A H 4% MlZm i f5 1Y) 25 B



Type Version prefix (hex)  Base58 result prefix

Bitcoin Address 0x00 1
Pay-to-Script-Hash Address 0x05 3

Bitcoin Testnet Address Ox6F m or n
Private Key WIF 0x80 5 K, orlL
BIP-38 Encrypted Private Key =~ 0x0142 6P
BIP-32 Extended Public Key 0x0488B21E xpub

BATIa] it bb Ay ik P2 AR ) e B R, MWRAEA . BIAEA (IR £k E
FARD « BHEIIRIGA T HGE, 2521 Base58Checkdwhd, f54-3
FICHARS FERE VRN 7 T MFAEH 2lIBaseb8Checkgwhid 5 i) LL AR 1 Hi
bEfy R, AR 3.3 HARR Fin. BERME. THA 7 Ty
24/ 1ibbitcoin library sl sbts BhTh g,

#14-3. MALEA 61 i Base58Che ck g fidh ) bt 45 i Hhil:
link:code/addr. cpp!]

AEEAE FH F0UE S AL EAAE RS AT I = AR AH [R] AR EURR ik, 41
EIN

$14-3. 9w iz Taddr Y

Compile the addr.cpp code $ g++ —o addr addr.cpp $(pkg—config
——cflags —1libs libbitcoin) Run the addr executable § ./addr
Public key:



0202a406624211f2abbdc68da3df929f938¢3399dd79fac1b51b0ed4ad1d26
a47aa Address: 1PRTTaJesdNovgne6Ehcdul fpEdX7913CK

4.2.2 FERIKEE

NHAMBIAM AT LG Z kg e — AN BHEA R RS misE, 5B
IREERE KT, ERFH ST IFBA L. XEAR
P i i s 2 2 2 FHOR DT (8 A T e iRt A AR 3

4.2. 2. 1FFARIME

AR AT BLAVE 2 AN A RN, BT I S #06S BAH R 1256 fo7 (1 %X
To R4A-2JoR T AVHI =FE WA AR A F 137 5
N A NEERIAN R GG R R RS SRR A N B, AR RS
Ao WIFkS AR Z B E R A A TR —4E
iy (R

Type Prefix Description

Raw None 32 bytes
Hex None 64 hexadecimal digits
WIF 5 Base58Check encoding: Base58 with version prefix of 128- and 32-bit checksum

WIF-compressed KorL  Asabove, with added suffix 0x01 before encoding

®4-3 Pl FIFERIALER, AR 2



Format Private key

Hex 1e99423a4ed27608a15a2616a2b0e9e52ced330ac530edcc32c8ffc6a526aedd
WIF 5J3mBbAH58CpQ3Y5RNJpUKPE625Q5tfcvU2)pbnkeyhfsYB1)cn

WIF-compressed  KxFC1jmwwCoACICAWZ3eXa96mBM6th3TYzGmf6YwgdGWZgawvrt)

X R IRIEAR 2 RS R By . MR BIRAVHBIAS R 7% BAR
i J5 AT R B R AR, (EAR RS Az 18R] DUR 2 2 HifH
HEHe, HEE, “raw binary” RE/RTEFR4A-3 R, HRIEE X
A R AR i iS4 X, A Zraw binaryids.

HAMEHBitcoin Explorer fwif-to—ectnd (1EZ 4 [appdx_bx])
KB R PN WIFEEAC R AR R R EA -

$ bx wif-to—ec
5J3mBbAHS8CpQ3YSRN JpUKPE62SQ5t fevU2 JpbnkeyhfsYB1 Jen

1e99423a4ed27608al5a2616a2b0e9eb2ced330ach30edcc32¢8ffcbab26a
edd

$ bx wif-to—ec
KxFC1 jmwwCoACiCAWZ3eXa96mBM6tb3TYzGmf6YwgdGWZgawvrt ]

1e99423a4ed27608al5a2616a2b0e9eb2ced330ach30edcc32¢8ffcbab26a
edd

4. 2. 3MBaseb8CheckfiEhY



Bitcoin Explorerfn% (W [appdx bx]) [#159% 5 shel 1 JHIAF iy 4
ﬁ“ﬁk”gf@g XU Ty AT DAL PR beRF 25 8H, bS5
AT LIf# FIBitcoin ExplorerfEfn 24T I fiiEBaseb8Check#% .

A 144 Fbase58check—decodefi 2 i A [ 46 1Y) % £H :

$ bx baseb8check—-decode
5J3mBbAH58CpQ3Y5RN JpUKPE62SQ5tfevU2 JpbnkeyhfsYB1 Jen

wrapper

{

checksum 4286807748
payload
1e99423a4ed27608al5a2616a2bBe9e52ced330ac530edcc32c8ffcb6a526aedd

version 128

25 SR S IR N R, WIFRRCAS B 28 1 28 A B Al o

THER, RAEE PN AR Wi 7 JE401, FoxF AP E
R4

$ bx baseb8check—-decode
KxFC1 jmwwCoACiCAWZ3eXa96mBM6tb3TYZzGmf6YwgdGWZgawvrt ]

wrapper {



checksum 2339607926
payload
1e99423a4ed27608al5a2616a2bBe9e52ced330ac530edcc32c8ffcb6a526aeddol

version 128

}
JE AR FE e A Baseb58Check It

Ll Baseb8Check (5 E—irMi) , FAMEHBitcoin
ExplorerfJbaseb8check—encodefiid (1EZ:H lappdx bx]) , JF#Ht
FoNBERIALGT,  HORWIFRCAS BT 44 128:

bx baseb8check—encode
1e99423a4ed27608alba2616a2b0e9eb2ced330ach30edcc32c8ffcb6abl26a

edd —version 128

5J3mBbAH58CpQ3YSRN JpUKPE62SQ5t fevU2 JpbnkeyhfsYB1 Jen
FGANHRE ([EGHECEL) #H FyBaseb8Check s

B R 4588 I AL EA 2R S NBaseb8Check (Z ML “ R4k NALEH” —
), BATFA T SRR AN RS INE401, 2858 AR L ii—
FERY T 1

$ bx baseb8check—encode
1e99423a4ed27608al5a2616a2b0e9eb2ced330ach30edcc32¢8ffcbab26a
edd01 ——version 128

KxFC1 jmwwCoACiCAWZ3eXa96mBM6tb3TYzGmf6YwgdGWZgawvrtJ



R BIWIF S ik AR LA B “K” J1k, T RLER B 4 g i B FAH
q—AEg <017, HizAPH R B T ERE4 = at] (1
IR AT T .

4.2.3. 1A

NE AT UL 2 RAS RS HORE R, S Z R e AR R et 2
IR i A L PRI 2

BATINET ST, AFHRAEMGR 2 L —A i, B—X AR (x,
v) . APHIEE RN NATR0VERAE AN 256 LR g 7. Hp—
256 LR R 2 A I AR, 71— 1256 LURF S 2 y AR bR . HITZR04
e FARX B R4S A, B4k U A8 2 L0281 03FF 3k .

N TR AP A R A, AR BRI R

X =
F028892BADTEDS7D2FB57BF33081D5CFCFOFIED3D3D7F159C2E2FFFS79DC3
41A

y:
07CF33DA18BD734C600B96A72BBC4749D5141CI0ECSAC328AES2DDFE2ES05
BDB

A IR A LAG20 LU I8 (1304 7Sat il E ) SkR3RiA.
XAB20LLRF I AT 04 3k, BRHE Ax ey bR, AHBig=UN
04 x vy:



K =
04F028892BADTED57D2FB57BF33081D5CFCFOFIED3D3D7F159C2E2FFF579D
C341A07CF33DA18BD734C600B96A72BBC4749D5141C90ECSAC328AE
02DDFE2E505BDB

4.2.3. 2B %5 H N AHH

SINIE A% A PN 17D R a2 2 7158, Aol RLT &
LEIEAT IX BB HOE e i i e ). KIS e M s 17
B, HTFRAUEH 7 RS AT R . B2 520 LR (G
2 xMhn, yARR) o WERENXBRAGMENZS, BRAWT LN
IS oy )k, XHUBE B 405 AN K& A A -

EAEATAE “4. 1.4 2817 — T, — a8 MR 2 B
w0 y) o AR T 2R s bR — N R, ih2k B mskbr iz 0y
FEI M. G, WERBATFIE 7 2R xA8 s, it al DS fE 7 e
y2 mod p = (x3 + 7) mod pfREIyAL Fr. IXFhT7 5 AT LLLETRATH A7
NHRIxAER, WL yA—AR, ARG 2 B K/ NAIAE i 25 (8] 9k 1256 B
Fro Mo TENTHEAD 7i—F, BEENEHER, sk
A TIRZEHEAL A

RIS AP 04T 4, 1 R 4 22 452 BLO2 8R0S Dy Hiy
2o T EXPIFIANFEI TS RN ORI Znss it 2~ N A2 il
rey2 , WERWYRIEERE T TR, Al R 2 IE{E t Al fE e i
o TR, yARARAIBEAE <ARbREIH) BT elE M. AME4-2()
A it £ B T DUE . #EGR AR, il st GO AR 1 82 1 1

Mo I, WORIATNE vy AR, WL UE Ay rT s (R f

5D o BAIEUL, X T4 fxfE, AT ZERIEyE xR L iic2



N, BPOYEN R E th £ EARR A, IR A8 HEATE
AP A BRI A A A SR T SR B fh 2R I e, yARBR AT e
e ARE, o RLET T Uy E R IE RS . Rk, BT IX
yARFRE AR BEAE, BN IAE A R A% SN A IR, WRy R R
WAE 02 E RIS WnRyse w8, WIAEHO3/E VRIS, IXHEmt Al LAAR
E AT G ERIXE, LRSS XS Ry AR AR, ATIRE 2 B s 46
FEAG IR ith £ L i e B mi Al s . 1 EIRERE 1 A 4 -



Public Key Compression

Public Key
as a point with
xand y
coordinates
on the curve

Uncompressed
Public Key
in hexadecimal
with 04 prefix

Compressed
Compressed Public Key

Public Key in hexadecimal with 03
in hexadecimal with 02 prefixif y is odd

prefixif y is even

NHEZRRETI AR A, 72640 (66t EERIE )
At A Pt P AT S03 R Ry A b & — A B



K =
03F028892BADTED57D2FB57BF33081D5CFCFOFIED3D3D7F159C2E2FFF579D
C341A

XA ik T FH A FIFE R — A, X R E 2 HH [F AR FAEH
FirtE o (R R4t A PRI AR R Qi KA B K AR . HEER
F&, I AT P WG 7 Bk 80 (RIPEMD160 (SHA256 (K) ) ) K 1 ik A
AL R Tl 82 S AR T B e R XA 2E
foHbidk . X PR R NIRE, RO — N ALEH BT LA O MAS [ A% =X
A FA—— it AR R4t 3, T P Ao U A BH AT LA Bl
AR R bk HA2, XA A A EGARE ik R 2 —#F
.

s e 1 A AT O 1 A RS R EE RS T & i R BRI 20, el
PAR KR AE 5y BT W 2155, [ I b A i X RV P 75 FR R A% 2 )
AR/ o RIMT, FFARRTA 2 s AR SCRp R s A 8], T2 AR B8
R SCHRF 4 i 3 B 108 i AN A9 A5 FE AR AT AL B AR 20k B B2 1Y
ASCFF AR D 2 P i 5 5 o R BN R AT — MR
R FIAVEHE IR ARG C L, DRy (0w 244 X B BE JF:
B 5IXEY F AR KNI 5. LURF AR N Z At
R MiENE ? 5% 7 i AN RITE NAZAE PRS2 40 O ANl
AR AP AR R T, e I8 R R 4 ) A A Ry aE, P
AR EVAREURE L, AT AR 4, HR AT AR R
R Lk

N T IRGRIZA T, AR NERE R T I, AR RIWIFLE 08T
LRy R AL ER A7 AANF], R ZAA 25 FH R AL RS 4
HI PN B IS 4 0 P Tt ik . IX A7 S mT AR e S ATABR B T



CERREIC B B B A, [RI s 1 I3 2 B AR R B stk
7ok B T G A PIE R AR R 4 ig SN PR R L. e FrE e S
FXCBRBEIS, R AE A R Y EUARS T kb 25 B3k i F Ry ik AE X
REER PR AERIAL Gy o BATRAE T — W VER AR AL AR 2 an (] AR
6

4.2.3. 3EZE#% X FEH

SePr b R AR R ARR LIRS, BN — AR A
FAWIF it T iy, AMERAE K46, mHEE “JERgikg 07 K
H—NFN . XPNZHRN— DN RAAYIN 7 FEH01, HUERH
AV R EH T — B e,  HBEHHRE SRR AH. FAH
SEARIESER, WAREEYE . “IR4ErAVE Y Sehbr E R R FR “HT
A SRS AR, T “HEESats AR FSkEM “H T
A SAE R ARG A HINRER” o« BT Z kg, SOz R AT DS
B & “WIFEZEts 7 8l “WIF” , MRS MR “E4E”
i

KAl MHEREH, AP

Format Private key
Hex TE99423A4ED27608A15A2616A2BOESES2CED330AC530EDCC32C8FFCE6A526AEDD
WIF 5J3mBbAHS58CpQ3Y5RNJpUKPE62SQ5tfevU2)pbnkeyhfsYB1Jen

Hex-compressed ~ 1E99423A4ED27608A15A2616A2BOE9ES2CED330ACS530EDCC32C8FFC6AS526AEDDO

WIF-compressed  KxFC1jmwwCoACICAWZ3eXa96mBM6tb3TYzGmfE6YwgdGWZgawvrt)



TEER, oSl R4 R A AR BA — DM 7T oSkl
01D o Ei/ABaseb8%wAE hi AN Fif 450 T-WIFFIWIE & 4 20 AR A2 AH [H]
(0x80) , (HAEKF RKERIN—NFT = F2E Baseb8%L 15—
FEMB5AE HKER L, BRI TBaseb8iX /& 4w 1005 #1995 2 4]
IZ 5. T 1008— M FEK TR E, ©F gkl mAk
AT2%9. MKER , ©SWMATS. fEBaseb8H, HI5HAE MK
L, AR N —A 20

TERMNE, XERATEA LA LR . BT Egeig2la 8]
HIBCHT R T, R R B BKIZH 3 HOWIFS 4k (RAKERL Y
HIZ8) o X THREEHIEA LIRS AR, APTR A s
HAWIFRE L (RS RATED 5 the XA B 28 1745 F AKX L
AR BB —ME S B E LAY R X PR T 0 4 AR s 4
AL

SR AR MBS T IR At WA, A B RAERA 3 S+
A G AP o Bt T AL PR 2 48 FH AR A 26 b A2 A B
w BN AHRR PR ik A PR R BRI A AL 5 i
PR Mttt o = A —NSeBL T I s U A BT 10 LR MR &
AV, Bt P AR (WIF) BB BONWIF R Aatkl, izt
R AR Ja T B — A 1R/ JR 4701, B 28 ¥IBaseb8Check
I A A% ICHIALHBERRAEWIE € “IR487 O A8, PASBE “K” 5 “L” JF
o MEL “57 FFkHEMNBEE R BB A IWIF (HEESE) #0F
A

R RGE AL R DAIAE D AR RS . WIFESE
1% IR 2 8 R W AEATT I BEAR 2 1 I 406 ) 28 BH RTINS . /) B AR T
Hohit. AHBCHL,  “WIFESE” 9ifSHIAHIE 2 H— 7y, BOYIXRAL



WL TR “017 o ZRBERKX y “HAEESits 7 APAM “ kg6
%07 A



4.3 FPythonSZHL 2% EHA0 L4 o st ik

B4 LA PythonfE /& Vitalik ButerinBH) pybitcointoolss
FE4-50, FAMF HpybitcointoolsfE (AN N “bitcoin” ) K44
FSARN S 7 AN [F) A 3K 35 A AN LU AR i bk

#114-5 {8 Fpybitcointools)ZE i) %5 £H A LA i ik o6 282 sl A =4k it

link:code/key—to—address—ecc—example. py|[]
14-6 LB an k-

$ python key—to—address—ecc—example. py
Private Key (hex) is:

3aba4162c7251c891207b747840551a71939b0de081f85c4ed4cf7cl3e41ld

aab
Private Key (decimal) is:

26056323004843795759223255382666369644060675668592011747683229
9673293013768870

Private Key (WIF) is:
5JGI9hT3beGT JuUAmMCQEmNaxAuMacCT fXuwl1R3FCX1g23RQHMr4K

Private Key Compressed (hex) is:



3abad162¢7251¢891207b747840551a71939b0de081185c4ed4ctTcl3ed1d
aab01

Private Key (WIF-Compressed) is:
KyBsPXxTuVD82av6bKZkrGrWibglL.MahbSdNgbuftawDbgKa2wveS

Public Key (x,y) coordinates is:

(416373227866463252148878322695883969006633539325459129533627
82457239403430124L,
1638893512878123840552671046672474159376108512086433144906665
8622400339362166L)

Public Key (hex) is:

045c0de3b9c8ab18dd04e3511243ec2952002dbfadc864b9628910169d9b9
b00ece
243bcetfdd4347074d44bd7356d6a53¢495737dd96295e2a9374bf5f02ebfc
176

Compressed Public Key (hex) is:

025¢0de3b9c8ab18dd04e3511243ec2952002dbfadc864b9628910169d9b9
b00ec

Bitcoin Address (b58check) is:
1thMirt546nngXqyPEz532S8fLwbozud8

Compressed Bitcoin Address (b58check) is:
14cxpo3MBCYYWCgF74SWTdemx 1 pnGUsPw3



Bl4-77& F b —A B, A F /&Py thon ECDSAZE RS [ il 28 v &Hf
JEfH FHbitcoinff & .

link:code/ec—math. py[]

114-872 L3k BAS ) i

WE: \ Install Python PIP package manager
$ sudo apt—-get install python—pip

\Install the Python ECDSA library

$ sudo pip install ecdsa

\ Run the script

$ python ec—math. py

Secret:
3809083501595435886248113262888744390590620499591237827806016
8703580660294000 EC point:
(700488535318671794898577504976069662723825834713229354546245
95540007269312627,
1052622064786867431910608002634795893299202095272858039357360
21686045542353380)

BTC public key:
029ade3effb0a67d5c¢8609850d797366af428f4a0d5194cb221d807770alb
22873



4. 4 WP FIM Mk

FELLU R B, BATRE 2R PO A& bl & anin s AA e
JAM Z B A2 AL, Sk, A4tEkE.

4. 4.1 m#EFRE (BIP0038)

RV ARE . RN ETR SRIG U, 78S B AE 20 DLSEE,

RN Z s R S R E B ) 2 0 RO A S . UIRTEE N 1
TN E RIMATAG A, 2 R ILYES RV FA T M2 — 1A 2 A e 1Y
HiE. WD INEAE AN R TR E S — M, (R RN
TES . AR, Bl P RO R e E R R AR, TR A
AN MBS — . RHZMD MR R EAMEE4UK L (=
W “IEmAERE” —T) B NN E, v, B A
B ARG EL B R ? X LT JE )24 H st 7. 7. 1T
DA A 22 AN [R) AR A0 A HU AR T 2 7 s R ) In 25 AL B AR YEBTPO03S ) HE 5
(BIP-38TEA n] Z WM ER 70D o

BIPO038HE ) | — ANl FHFR#E, 8 H —AN 114 m & A0 4H 45 H
Baseb8Check Xy % AL EHIEAT S, XA N5 I RAEH i AT UL 22 4l R
ARSI TUE, ZaEsaaE, R H AT ] et i
LT Rt ENINEbRAEM B TAES, IXAMPRiEHNISTE A,
FET2 N T R AN ZE = N R N



BIPOO3SHNE 77 %At : M N—ANELAs mAAEH, B HAWIFRLT,
baseb8chek FfFEE IATLE “5” o BLAIMBIPO03SHNE i R g B — K%
MR NI 4, 8 2 A R e — BB R T B R R
BIPO038MNEE J7 I 45— H base58check S M5 A04H, i
ZEN6P. TRARE B —AN6PH LI, X R %5 A2 4
EiL, FRE-ADOL R (RIS 1% R 2 n] 8 AR
WIFHE A (RTZN5) o WF 2 8RB APPEILYERERL IR A BIPO03S N
AV, SESRA PR OSSN, FH=J7APP, &k
WP T RS ABIt Address , A DL A RAEISGBIPO003S ) %
.

B8 F A FIBIP0038 N (1) & H I e AR B —— 3k 4Rk & A
Ho REHPESE T 914, {§HBIP0038HNES HIAL PRI AV B i EL
r2eds, XM — MR LR B LAl 30 (CARIE “ 4
fii” ) o

fEbitaddress. org PR A-5F N HE, BHE WA KN ZEW LIS 2
hnas 22 4],

F24-5 BIP0038HNZ AL A 1

Private Key (WIF) 5J3mBbAH58CpQ3Y5RNJpUKPE6E2SQ5tfevU2) pbnkeyhfsYB1)en

Passphrase MyTestPassphrase

4. 4.2 P2SH (Pay-to—Script Hash) fl15 B 2542 Huhl


http://bitaddress.org/

IEMNIRATH A, ARG R LR M MBSk, RIET 28, 1A
RIZTAEH . BIRAEFTNAR AT ELRS EURE AR 2] — AUk m sttt
(B ER/RS T R BEAEE I AT N, 1 FA B 25 44 A AR e 7 4B A4 BETH 9% .

PLEL T 3T Sk i EORE TR M 31k 2 P2SHIB AL, 5 B M AR O FR1E 2 A4 )
Z ML A1 € ELRF T AZ 5 2 s A DE A BIIEAS, A2
NARIITE % . X MEEMEE20124E 1 F HBIP00165 33, HEIH N
BIPOO1642 (it 1 3 hn Ly ge 2t hik A B AL 4T 2 IR A8 ANF T
P2PKHAZ ) R 1% B8 4 BME G LS LuRE M bk, B SR 23 3L 10
HihbR, TFERAMU R — N AHWS A EN — NS L BN
FAUERH o EQIE R, X LLBR YR e EA R, BT X Hy
1k B N\ 4 X 8 SR FH R

—/NP2SHHHE M 5 AR AR, B HERETHFEX N St O
[l “P2SH (Pay-to-Script-Hash) ” —9ixtt VE4IRINA) . Wil
— NP2SHHHER S Adt FH — /N 76 QI LU AR ik A 215 1 00 RE A bR
£, IFH R BERN AR AT AR A

script hash = RIPEMD160 (SHA256 (script))

P A R IASHE 75 HBaseb8Check g BT S NS IR AN gwtd J5 15 2k
N3 gDk . —NP2SHHBIEG] T2

3F61i6kwkev jR7AsAd4te2YB22ZyASEm1HM. B LAf#FBitcoin Explorer
A AR gD 35%43, thlisha256, ripemd160, and base58check—
encode, ZEFIUTT -

$ echo dup hash160 [ 89abcdefabbaabbaabbaabbaabbaabbaabbaabba
] equalverify checksig > script



$ bx script—encode < script | bx sha256 | bx ripemd160 | bx

baseb8check—encode ——version 5
3F616kwkev jR7AsAd4te2YB2zZyASEm1HM

RRP2SH AR ZHBEAMNA Y. BEIRP2SHIBHEIE F AL 2L L
B4, (B RE D ARSI A 5 I AR

4.4.2.1 ZEZZHHAIP2SH

HAT, P2SHeR #i i WHISLILE 2 AR AL A . A B, JRE
AT EZZANBARIUEI AR, WA REER e, wittthym=
B AR AR NS IIND P R BN R4 (WAFRY “ ]
BH” ), BRAMNZEA, H PSS TEvN TN B, &
S B WMHE)E EBob i H 2 EAZ AL b 128540, — N2 JE Tl
Mg TR, A PRI b — 05 T AR EH 2 — 22
EBXA AR o XIRUATAEGRIT R — A “BREIKRST
HAp AR AT — D7 RO AR AT AR RS B 9 . sl R Bob Je A 1) WY T 3L T I
Gopesh,  BISZ—/Wuk, FIHENAIY S5 52— 2-3 254
fik, B ORERARE 2D PSS SRR RS E 224058 5 A4 AT AREAT SCAH
9o

PATRE A8 56 T8 IR ANl 38 P P2SHItL bk 61 2 28 5 HY RV 98 B 4

4.4.3 e mEl S HbhE

LS b 7 NIAT B B A R s Ttk i,
1LoveBPzzD72PUXLzCkYAtGFYmK5vYNR33 5t & 7 T Base-58 “FHflove
. s ok 7 2 A OB R 2R RERASTIN, BEI— A



BeAE R A T B R R LR bl . BAAE — et il 5 2 i
i AL KN R, AR, ER A R T
ik, ARG ST ENE S BEMILE, B2k, HEk
ML

— HIRF|— AR AT E R RS HhE, Sk B XANES bk ARV AT
DUFA H At kAR 5] 0 77 s & T e teRr e S bk AS b At
b B AT 2 5D R . EATTARKEE AN At o ki AR [R] T ECCAISHA
VR TCIE ECATART 1) () bk 56 25 5 B 5845 — AN B B 220 Sk 1 ik A

.

e —ah, RATA T Bugenia, — Rr7E3EHE s T IR 1)L 2 253 24
Wi TV BEugenial g T 1 oA T SEHRIESY, JF A A S L
5 T M B A S5 9B S . Eugeniadd 2 01—/ BAIKi dsTF 34
B2 SR ()L B 2 SRR . LR A kb
WO, XA kR Bugenia i i SR S A M R 4.

4.4.3.1 S HHE

AR B ELERE s A IS 2 HiBase 58 F MR I — MR JEH B 2
1. & “lkids” JFRRIEREBATIZ R BN
1Kids1111111111111111111111111111138)
1Kidszzzzzz2222222222722272227 27272772 )k . XL “1kid” Hk
bk Y08 BB K294 5829 bk (1.4 % 10751)) o R4A-6/R T
XA “1kids” RTZR M HLAE,

+£4-6 “1Kids” #EMITEEH



From  1Kids11111111111111111111111111111

1Kids11111111111111111111111111112

1Kids11111111111111111111111111113

To 1Kidszzzzzzzzzzz7z77777777777777777

FAHE “1Kids” XTI EAERY, FATAT LG LU bk i A
RIS LRI . IR e — G ERE M S I s, B AR TR R I
fEfE, DA KR A10 418



-

Length Pattern Frequency Average search time

1 1K 1in 58 keys < 1 milliseconds
2 1K 1in 3,364 50 milliseconds
3 1Kid 1in 195,000 < 2 seconds

4 1Kids 1in 11 million 1 minute

5 1KidsC 1in 656 million 1 hour

6 1KidsCh 1in 38 billion 2 days

7 1KidsCha 1in 2.2 trillion 3-4 months

8 1KidsChar 1in 128 trillion 13-18 years

9 1KidsChari 1in 7 quadirillion 800 years

10 1KidsCharit 1in 400 quadrillion 46,000 years

11 1KidsCharity ~ 1in 23 quintillion 2.5 million years

IEARET L, Eugeniaff AN REMLAIE H PL “1KidsCharity” FF3kH)
Al bk, B A ST S R E R A TS5 . B — AN A

SIS ITHEMERE . M BN R I B 08 TR B AR

Rep R, A P ERIEE 2 NEIEAHE R T (GPD) K& M.

JIR I8 H A TLVA RS AE LR A2 R R RIS L, g ERTIRK T T SR

LS IERAESS . HGPURGEAY R IS 11 & b FH 3@ H CPUZE PR 24
B,



5y — P A S 07 R TR SN s — NI RO T
01, S P B . — N R — B SIS GPURE it Ky
fils NI M SRS LR TR . NI A, Bugeniai bA
KRR TR R B R I O I TS, 7 JUA /N POt ] LA/ 5]
GER, TIARAAF—ANCPUEIZ 1 J LA A A 7 B .

A Bl — AN bR — DU S IR AN, R
A= BT HIE S B AT R R ARV, ER IR IR E BT RN
ko Bl4-92ANE S LHI6 T, HCHIET S KR SR E 5 Hubk 12
J¥o EAMFizs R 7 IRAE “HAREAR P, BRE. TR
— A4t f1ibbitcoinfF .

#14-9 Fl5 2R T
link:code/vanity-miner. cppl ]

FRERIFEABIT BN LB Hstd :: random device (IFEHEE:
std :: random_device¥ 5] An B H BEALE A s, P AERER S
PEREALED o RIELHETEIL, 7R MR EERE R G IR 4N
CSRNG.  FERPAUnix#E/E RS (WiLinux) o, BRA/
dev/urandom. IX B8 H FIREHLE A plds H TR, FEASEH T4
IO LR T, BRONER A DLES 2,

RIS FE B O e i B2 1ibbitcoin/E (MEF BRI N Z R
4) HATHwPE. 0] AT SEE AT vani ty-miner B 7] 4T CAF
(ZWH14-10) , EMSZAFKBILL “1kid” kB85 k.

1514- 1047 1% 315 4T vani ty—miner & /5 7~ 15



\Compile the code with g++ $§ g++ —o vanity—miner vanity—

miner. cpp

$ (pkg—config ——cflags ——1ibs libbitcoin)
\Run the example

$ ./vanity-miner

Found vanity address! 1KiDzkG4MxmovZryZR j8tK810QRhbZ46YT
Secret:
57cc268a05f83a23ac9d930bc8565bac4e277055f4794cbdla39e5e71c038
f3f

\ Run it again for a different result
$ . /vanity-miner

Found vanity address! 1Kidxr3wsmMzzouwXibKfwTYsbPauS8TUFn
Secret:
7t65bbbbebd8caae74a0c6a0d2d7bbc6663d71b60337299alaZ2cf34c04b2a
623

IS 8] ey B 7 222 A Redk B 45 2R

$ time ./vanity-miner Found vanity address!
1K1idPWhKgGRQWD5PPSTANGEDyfWpbyceXM Secret:
2a802e7ab3d8aa237c¢d059377b616d2bfcfadb0140bc85fa008f2d3d4b225
349

real Om8. 868s user Om8. 828s sys 0m0. 035s



IR TE 47 Uni x iy 2 Bl tH R AT IS TR s, s BIACHS 2248 ) LAD B
RILHVLHC “kid” =ANPRAARAISE R AR AT L= A i 4
searchiX —H# R, FH—FH WRZND TR EEE LA P RIHE R
M i 224 22 AR [A] !

4.4.3.2 Bl z4eH

LT M bk B Ay AR Nt m] DAHI 592 2 di i, A1 S — X Y]
8o T HeE 2 ERy,  —ANURE R (6 T3 L AT B 2
Mk FACIR A, UGS VR B ST AR B A2, #
THLhE B Al R AR T NERRERIEE — SR RE L AL b, HL &
FAE S L, TSR AR

Bugenia®] PALEARFNIRZR S S A i) — A BEALAE setdit: (it
1J7mdg5rbQyUHENYdx39WVWK7 fsLpEoXZy) o B it vl LA il — AN LA
“1Kids” JFRHJELS Huhk DUR AT S .

TEX RGO, AF A — e shht GA 2 eigaEk ] — e

Ahastiil) wy Rz — /M P e BRI s, AR E SR HY

BHEBAROR I, TR 2 aa i | O WRIREEAS R HTT A

A TR AR L, AR P RTEL FEAS 3 AT B CIR B A DA OR
XA PRAEAR I Ik . RAE AR B B B k2 A — A ZERERL

Ml 1j7mdgbrbgyuhenydx39wvwk7fslpeoxzy G T, iEH ) Al {E
AR E LN PR “1jTndg” 5 B HBEEDURC . 8RB kA=

AR, R LSRR A I e ARl bk >k 75 B3 I N AT AP A RS T LA

FPAHULAC bk, InR4-8TK

R4-8 L RITEEREHLb LR 2 A 5 2



e T S e

Original Random Address 1J7mdg5rbQyUHENYdx39WVWKT7fsLpEoXZy
Vanity (4-character match)  1J7md1QqU4LpctBetHS2ZoyLV5d6dShhEy
Vanity (5-character match)  1J7mdgYqyNd4ya3UEcq31Q7sqRMXw2XZ6n

Vanity (6-character match)  1J7mdg5WxGENmwyJP9xuGhG5KRzu99BBCX

BN 5 bk A ine e ? R Eugenia: ik
1Kids33q44erFfpeXrmDSz7zEqG2FesZENIER S bk, FI - m Be & 3EH
5B Z B RPN — S RFAE B, a0 gE kR 4 HhEE B T 1K ds33.,
SR o e = K L T e Y el e e S/ E AV T RS | N G el
Z2NFERT) , I EAe b Fugenia® 336445105 11, AJF I, Eugenia
FTHPI% 1 (BEEBLS AT H B BB EAEAERELT RS
K%, W EugeniafeEif i Al B8Rl 5 Holik, Bt <
P E B 10 AT, I N, E2 55 HE 51240
MLEGER St LA . XfBugenia il rl ZRFHAHE S Y, S & ok
UL AR B 7 VB ARIA S, e an SRR BT AE IR AN 2 LA AR
SRS Mk i =75 1 2% H

4. 4.4 KRB

AVEREL AT EEARIK LR ALV A AR By 1 7 (i W
FEF L Ry T, EIXOIFASR A ER, EOyHhkn] BUAFAH 3
o AUk — N EER A I A0 B 2 T A f e (RIA A
i) W PE RSB, —DaREetn] gtz ek, PADfER
IR . R BT B AN R R DL Mg R E I £ % E 8 —A



RAFERINLE], R AR AL PIFE LR T AR I K AANE RN R G A7
fift, ARATIEERDN Uy, B ICSAY, B AR £ FL i B B %
oyl

KB AHZARBIIR, KA, MG, EIRE FEA R RN Z
—NEN AL T EREAR K b 414/ T AR B R AR
o

RA-9 FURF MAVE B AL AT 2 B 4T BT 2

Public address Private key (WIF)

1424C2FAbCOJIdNJTUZ ChUxv6SaTMt62x  513mBbAH58CpQ3Y5RNJpUKPEG2SQ5tfevU2)pbnkeyhfsYB1)cn

WA TR, #inT DRSS Z) A seaektl, il A

bitaddress. orgMul % g Javascript A gy . 31X L AL 5 P
A A B AR B P A, BB AR S R A I L
, WA DL R AR AR B . BT, Je g HTML L [ PR AE A
il BB ANERURL . M Internet WZE Wi H, MMIEASHFTH . B
R, MR RSB, thin— SRS 3L inux
R AEMIERAUEN T XA T HEr A%, &80T Lt USB
RAEARHATERAL EFTER ok, il 7% H R AR ARk b MR AF
AR AR LI AUERE .. B iX U B B 7R B KRR N, K I%
PR 2] o N e bl b, ATSEER 1 — AN S E R A 203
FAER R TR . K4-8RE/N T iEidbitaddress. org 2E I 4RER



XA TET IR AR A 2R G AN AL A2 TR S 4 T B SR IR 5 B2 9 1 18
Blo — ARSI X EE AR A /My R 7 far 4Rl AT iR AR R
B, iRt px Lo s e KR . — MR R AUER A R
4t FHBIPOO3S N I AAEH . FTEREARER G b B e FABH I A5 & 1]
R — DS LRIPER. WA HA, XLy o &AW R 206 H
RERT o AHEAMSIRET MR, BUONIREEEH P MNRA AL, IF
H AR A B HAR PR 22 A7t S . Bl4-9fER T il
bitaddress. org A CHI N2 4RE% AL o



S BRIMRA] DL AR B AR B T, (SRR i — IR PR S B L T ol
AT e FOVIEARARSRE &80 T H PR eHn i, AREy
RER A MR F AR, IR H, URFT A R R ] BRSO R e, TR
LA AT REMEEE AL . — IRPESEE P AR AT LU AL B R 1R K
[, AERRP A e @b b, IR ATEIE R BUIE BIAH R 22 55 () — A
BRI B

REEAHZ AR, FFEFZAFPRE. FEEulmias
fN, ATV, RSN E . 5y AR Bk
FAAEARAT 2 Bl I R 7 USRI O OB AR Y, B P AN T 1Y
HEING, BCE I BB R AT E . E4-10EE4-12f8R T
JUAAS A 22 s Mg ThRE R ARER B 1 1) 57

K4-10 j@iEbitcoinpaperwallet. comE il RHEET S ER4L
S



Kl4-11 i@itbitcoinpaperwallet. com ZERKHT. FAEHBYE 25 BT 1O 408k
A, HAh T S HM R NE AN A, ST AR T A mT LR E
AR, ARART] DA 2 AN EIAR BB K 9k« kK B AT 5 AR 9 5

Ela-12 (& “FR7 EAZ DR PRIAR 4R



“ERE” —EERE TR A ZES L. T, BREE TN

Fe, MR SRBOCE A . BRI T Ur AR, B A M

b, BREFRBUASCIEMZEZ LS. B L, BINER Ry 51 A Bk

A, Bt M TEMME RN P EHREES . BATREA
IRE RGN AEPRAELANAES, —BOR BT St
Bl 7 B R ST



5. 15 BEARBEA

FEARTH, BAVEE: 78 EoR, efivH PR, “emR
I ) EERF TR

—AVE LR, R TERE RS AR . FHlk, BuUBEASE
PRL.  “ERM” BOlSRAE R MM R X SE . P st
WIS IR AL G, ITERIERI S EREkm. XM E X L, HRD
B

AR MR SHHH, mAZKT. SMHPAE M2
MEHN R, B AOESHA/ AHNREHE G520 [(FAHE
W o HPHEHZELLZ S, MNMERAATHESS Z% . Gl
Bif) o BB U G e AR X e GEF D Yvout Bl
txout) o

A PR BN EG, DKAE T eSS H2 N EHE SR
o

B —Fh R R AR E MRl (nondeterministic wallet) , HAPRA
ZREHER 2 M BEALEOMST A Rl . BRI I TR . X APER AL AR N
“Just a Bunch Of Keys (—#EZE4EH) 7, faiFRJBOKEREL .

SR RAE M e e B (deterministic wallet) , HAPFTH T

PEE N T HEHIRAE LR, EADEEHRAR T (seed) o &K
RV T i S A LR HG,  WURA AR Ah 1, ] DL A s



MEH . e BT TR AR E SR R AR
FOTEREFIPPARES ), FRON o P e 1k B BHD R (2

e VEER B AT FATAE NG . N TETAER, At o SO
i, WAONECA .

KA LT RIRAAN XK

5. 1. 13EmiE T (BENL) BB

g R — e bb R & Pt ( Bitcoin Core, BUFERRAEELHFMAZ L
), AR A REHUVE R HES . XM EE
BRI E .. 2017, B R AL 7 i TS 2E 1004~ BEALARA
B, MaIFaa st AL e 8 2 MALVEIT B S R AR — . Rk
BB E RO B, POVElTERVER, S0 LA
SE B B SR e SRR E AR Z A, AR ZRORAF e AT T AT [
Ao EEREX MO BT FEE hstr. B DEHARLAE
fir, BN BEBA AT Yy R, Bt Pz il i BT et i 2 ARt X Fh
15 00 B 5 St ik 7 568 P 11 i DU A h R —— R LUK o stk A g
k3 5 . bk B R A HPRE 22 A58 2 R hE SRIRAE —ikE, I ik sb
BSAh . = URAERE G S AR A I3k iny, R AR B E MR B B AN I (iR
B, POIREQNGESE 2 AV HERAEA]. BIRER mizo -
oS F M, E Ry MR DI R E FFA SR -

Ko-1JEn i) — AR E B, HE A MBS P2 MR a5

AN
= o



<§> S o]

A

RRER 1R I AN, AEAE AR E R . e T
AU PR LR BRI 1o A, HEFEAE B AT AR HEUHD R (2, RIEA
P Fh - Wi i 3847 25 4

5.1.2 e () &RE

e, BEE M7 RS I BRI R HOT T A A SR
PRV FhF 2 REVLAE R E T . XN A xR 5|
SHEGEE AR CBERS” (S ¢ 4y B A
(BIP0032/BIP0044) 7 —75) . fEffiE e B, FT eIk ENmE
M= AR, B DUR FHAERT A6 8 g i i — A ] B 54 il 2 LUde
E. FFHMTHERILROSASE S . XRIRE S RV HE K
AR (BRI




Fl5-2f7 T HfE MEER B IZ 4

5.1.3 4 EWaEERE (HD Wallets (BIP-32/BIP-
44))

T AR BT R 25 5y WERAS “Fh17 A VF 2 %40 eIk
AL ) B O SN2 18 IS BIPO032 bR & SCHHDER 0 . HDER A0 A0 25 DAY
IERIRTA ], (1R XA LT AE— R F 55, BT %5H
X o] UIATAE R —RYINEH, DA, TERRATAE. E5-3EaR 7R
45K
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Child
( Keys Keys
Master
Key [ ]

g

=>®
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FHECECRENL CARRENE) 4, HDEBEAMDFERILSE. H— W
IRGEH ] AP R IR SN S S Pt = — e 0 SR 13
PRI G T HAT 55— 3K 5 S B R 0 5 S0
Peo A SRV ERA ] DA IS, 300 ) PLSCECAS [F] (Y
AT TAaE BRI LK 212

0

=

@@@@

HDER 0 1 55 AN bl 2 e n] BL SR VA 38 5L — D A R
FITTAN T3 E 5 W AR LI ALEH o XA Fe VFHDER BLAEAN 22 4 R 55 4
i B AERR B A T T RAT AN A A LR . AR 7 B e
IR B SRATATAE,  MAERR 55 % AN 75 2] RS AL E .

5. 1. 4Fh-FF1Bhicis] (BIP-39)



HDEx (0 B A 8 B 22 A3 AT L A5 A LA o H— 2R A5 SCH 3] 2 R
e M E TS, RS TaERE TS, FHMSA, R
HDER B 51X RO A &, R EIA M. XIS AR Y Bid
i, PRUEFBIP-39%E L. SR, KEZERFMEE (LAl N b3
M) i ehsitE, I ] DU a] B3 0E B Bhic 6 S A A G b
TRHAT SRR

IEFATASEBRI A R LN IRAI R TR Sy 0ok Bk, FH AR
FANo

163k R R R T 0C1E24E5917779D297E14D45F14E1A1A
Bl i R on B

army van defense carry jealous true garbage claim echo media

make crunch

5. 1. bR B R AESL IR

BT EORE AR EOR T iz, Il T — 28 WAT I briE, 15
Frm a2 LA, BTN, e RIGIRE. X8 H
bR -

Bhichs, JE+BIP-39
HDER Y, Z:FBIP-32
Z HI&HDE L4548, FE£TBIP-43

Z MMMk e, ETBIP-44



X EEhRE n] BE 2 BEE AR M R B i, (HE B EATER T B A
PR, IXEEFOR C R bRy T3 SE B R BBt

IXEERAE A T2 B E AR EURS R ER A, (AT Xk B
e, HP TS AL — Mt EAERMBIET, PR H T A
—AEt, SEBKERA A 5, EYTRIHE,

P28 SRR IX AR AE R, B (BT HES)D
Breadwallet, Copay, Multibit HDFIMycelium. %1 %& 7 FrixX EehriE i
e L, BFE (AZF BT HES) Keepkey, LedgerflTrezors

LA # R PR AR 4 IX B RO

RN IR R EHES TR — e ek, A NAZM R E A — D
BRAL, — ANMFgmid A Bea I i T &4y, BIEBIP-32, BIP-
39, BIP-43FIBIP—44FrifE, FIHIZEYiH .

5. 1. 6fE H tbRF e &

fELH ST, BATNA T Gabriel, HLAFN 5 & —AE IO T
AR, MBIEAELE KRNI R A, A LU T A R T,
FAAIE 4K

Gabrielffi HTrezor tb4s MAEFERE (Trezori+4e: MEAFHDERE) k%
EHE MR R T . Trezorsg — MM HIUSBI &, HA M
M, IS (CIHDEHRIER) FHIZEEX Y.  Trezorfh CliE
ARETE R T E AT AR, K HGabrie AMEHE T T LA HoR 8 —
HERLRT MR TT 5



MGabriel U H Trezor iy, ek AN B HIREAFBEHLECE eas 28 Bl
AR XDV B, BB R R LI IEA R
i

WS NXAICAF, Gabrielfli | — &y (ZW3K5-1) , wILA
fETrezor 44 AR BUARIN G OL N TIKE . AEFT I TrezorEefl, 5L
FAE— MR AR AR AR R e, BdiE A e DU TR . 15T
B, BETFHREE, K, 121240800 7 EX AN A A T
Gabriel AT AR BN HIA g5, ULORFFIEF RN . 3R5-
1Gabriel FBI1E 28 &1



6.

army

van

defense

carry

Jealous

true

9.

12.

gurf:;ﬂge
claim
echo
media
make

crunch

R NTBEN, Gabriel MBAEER T BR T — 12406, =
sz b, KRB A R 224N A BC AR . Bhidial LLsg 4

FRRT 2GR, AE KT,

TEONME R 5 — IR 5L, Gabriel fE FIAB A Trezor e A2 Bl — A ELRF T
k. prA % AT A E bR k. BATREE R, XMUTIR
A2, AN AT A T HD B 0 HEAT Bt



5. 28R B E ARG

HUAEBATIRIRN 1 AR 22 LR TR i (5 0 B 2 AT A

5. 2. 1BhidhieJC (BIP-39)

B A S SR R AR (b ) FAEM 508 B Ve B
IREALEL . Finl 1 4 LEDE B0 R, IR HN Fhr 38 R EHr i
BEULPEAH. EEXREEEREN, WA Bcr, BiTieErt
BRGNS 2 1A s — N 122 24 A R . F
] B e B B R 2 o Bt ) AR FH R A LA B B 13 2 A
Fr MR TR B A B B 3 B . Bhic il n] BLALAE I8 R A Ee i 58
B2, DUSAH EERBEN LA I3 K5, e B A 5 A Pl 13 A 1
GELC

RaMndRAw 5 It BiE. MAIIA k. FEXBIE T
Bt i R B S R, AT 2 AR REN LB R, R 2
HA . RXAEER X BCE 4, ROy NSRS R HLEGL
e TREN T

Bhic i il 8 SCEE BRSO esdb 397 (S Bk 2 Bk T essdk oy
W[bip0039]” ) . FEJEREMIAZ, BIP-394& i idbruE i —AN Lt 7
Fo WA MAERERE, FH—HAAFEKEIR, Z&HElectrumElty
i/, HHFFBIP-39. BIP-39HiTrezorf £ 1 5 KA R R,
EElectrum) S AN FE R . SR1M, BIP-39HIZE & FEE 1+ v B #4F
RSB IR ERAT 1) 2 AT SRR, BN S S B AT AR



BIP-395€ X T B fFadAikh vy, AR BigiR 17 AP IE.
NTIBEEEN, ZFES NP ER

1-6: 2B, 7-98 & WBhidid 2Fh 1,

5. 2. 261 & Bhig 1A

Bhic i) 2 et FIBIP-39+ & X RIARHEALIERE B B ZE R . Bt
WIUETTA5, BEANAIS AN, R 5 R A5 i S 3] FL 3R] 413K -

1. flg— 12832560 IBENLF S CFD -

2. HEHSHA256ME A AT LA K/ 32) , mial PLBIiE —ANEENLF 1) 1)
B

3 RIS ANAS I B BEH L H1 IR o
4. BRI N RE 1A F R 77

5o HEARAML S TR A (KI5 — A LA IS X 20487 2603 1)
XV

6+ AE A R ) B a2 S B d i
P56~ 1 M e A= ple Bhid 1]



Mnemonic Words

128-bit entropy/12-word example

@

® Generate Entropy (128bits) SHAZS8
First 4 bits
Entropy (128 bits) Cf(lj(l‘;]l?ts:;m

©,

@ Split 132-bits into 12 segments of 11-bits each

BIP39 English Word List (2048 words)

@ 00000000000 | abandon
00000000001 |ability

00001100000 | army

11111111111 |zoo

Twelve word mnemonic code:

army van defense carry jealous true
garbage claim echo media make crunch

237 T EE B RN e ] R FE TR R 2R &R




Entropy (bits)  Checksum (bits)  Entropy + checksum (bits) = Mnemonic length (words)

128 4 132 12

160 5 165 15

192 6 198 18

224 ! 231 21

256 8 264 24
5. 2. 3 BhIC A £ i1

B R s K BN 128 2256 0 A M . E il fa ] %5 A SiE 1 K i PBKDF2,
B T3 HEK (512600 Fhvo RePraikh v F R g2t i e 1 2k
WIS R E

FYEHRBA WA SH: B M. b sh i H 2 g int i e
g AT BB R EHGR RN XERE . fEBIP-394r#E, HhBAHH—H
), BRYFEINEILHEIE (passphrase) , {FENLRY R R 0 4
NER, BATRAEBIP-39 n] i 3 AL e 18 35 15 PR Fa ik

BN BIIC 1A 2 JE I T-920 /& -
7. PBKDF2%5BHAEA oK FT) 26— NS 8 0E MWD IR6 A4 U BIE 755

8. PBKDF2EEHIEMH KB E — NS HEEE. BPEFRFH “Bhd

W7 5l P PR R SR A R R A

9. PBKDF21{# FIHMAC-SHAS5 12575, {1 FH 2048 IR S Ay >k 4L At Bl id £ Al 25
S8, PRS2 PHMEE N s & . X A5 1247 KB 5k & F
Fo



5757~ 1 MBI i fe] A= b5

6 Mnemonic to Seed

Mnemonic Code Words Salt
“army van defense carry jealous true “mnemonic” + (optional) passphrase
garbage claim echo media make crunch”

Key Stretching Function
PBKDF2 using HMAC-SHA512

2048

@ rounds

512-bit Seed

5b56cd417303faa3fcba7e57400el20alcal3ec5adfc9ffba757fbet3fbd77a82

\ ala3bedc67196£57c3%a88b763737338%1bfabaléed27a813ceedd498804c0570 /

RS AR R EL, 20487 mG A & — AR A R R, AT
B 150 B i B A R R B MGl . eSS AR & vt (A
WERME , fEalEd LT ESMECAFH S, XA r] fE
PRARI R R ECE R E R (27512)

#5-3. b-4MKS-5fEIR [ —Leic % B4 1A B A B BT




Entropy input
7

(128 bits) 0c1e24e5917779d297e14d45f14elala

M"ev:‘;::; e army van defense carry jealous true garbage claim echo media make crunch

Passphrase (none)

Seed (512 5b56¢417303faa3fcba7e57400e120a0ca83ec5a4fcoffba757fbeb63fbd77a89a1a3bedc67196f57¢39
bits) a88b76373733891bfabal16ed27a813ceed498804c0570

Ent i t
MTOPY INPUL () 162465917779d297e14d45(14e1a1a

(128 bits)

Mnemonic army van defense carry jealous true garbage claim echo media make crunch
(12 words) y Y 9 9

Passphrase SuperDuperSecret

Seed (512 3b5df16df2157104cfdd22830162a5e170c0161653e3afebc88defeefb0818c793dbb28ab3ab091897d0
bits) 715861dcB8a18358f80b79d49acf64142ae57037d1d54

Entropy
input (256 2041546864449caff939d32d574753fe684d3c947c3346713dd8423e74abcf8c
bits)
Mnemonic cake apple borrow silk endorse fitness top denial coil riot stay wolf luggage oxygen faint major edit
(24 words) measure invite love trap field dilemma oblige
Passphrase (none)

Seed (512 3269bce2674achd188d4f120072b13b088a0ecf87cbedcaed1657a0bb78f5315b33b3a04356e53d062e5
bits) 5f1e0deaa082df8d487381379df848abad 798798404

5. 2. 4BIP-39 {) v 1E 25 10 45 15

BIP-39%5#E B VFAEHE S Ah 7 I3 T e Y s A% A 1E . Jn SR B (6
fREiE, Bhicia 2 M E BT S “BhdiE” MR Eh T E M, N
A48 e B BC ] 7 A — AR E B L2410 W RS 5 i T

P E A R B R d A B &P AR M. FsLk, &7
— R EhidiE, BRI S SEA RN T



A BB “HEIRT RIEILIEE,  FrA SRS A A, el
FHEARMT, Rl KRR RIS . XA ARE 2
K (2°512) , (EHZ IR B BB I F A AN AT fE

RRBIP-30 I H “HIRN " BTV . A EIA S FEC
6, HRKMERNEE RN
T L VA P I e

CREAEAE R ) B R E OV 2R AR, A5 Bhic i AN A 5k
M, &5 1Bl U BRI . ERIEAHEHRCR, 8%
AR TR AT NI SRR, D RBGEEERE S, A ITESM
ARG M “HSL” Bt

SR, e EERRYSE, 3 YRS 2 51 2 SR A AU

W REREPTA & TAT MR JIESE T, B NFIIE RS, MR o H

1, FrAFERE TR SR KEER. Mk, WRITAERE
f R S A S AEAR R T, WS 7 BIRSE — AR A H A .
HREM AR A AR, (Hef A g5t R & g Ak i fE 4
M, FEEPaE N AR AT, NMiz e vF K NI
B

5. 2. 5% FH Bt fF S
BIP-39M i i BRI E e, SCRF 2 Fh gt 5
python—mnemonic

SatoshilLabs | BAZEPy thon F1 32 H T BIP-39%5 U 15 2 sz 3)


https://github.com/trezor/python-mnemonic

bitcoinjs/bip39

TENUAT HIbitcoin JSHESRH)— 7>, fEJavaScript 1 SEIL 1 BIP-39
libbitcoin/mnemonic

fENUUAT BILibbitcoinfESR M —#87r, FEC ++HsLH] 1 BIP-39

AT —ABIP-392E B AR AE ST A W T s B, 6T S B AR & A
e B5-8ffm— AL T, AT LA RRBIC A Fh5 A AL .

Mnemonic

You can enter an existing BIP38 mnemonic, or generate a new random one. Typing your
own twelve words will probably not work how you expect, since the words require a
particular structure (the last word is a checksum)

For more info see the BIP39 spec

Generate arandom 12 3§ word mnemonic, or enter your own below.

BIP39 army van defense carry jealous true garbage claim echo media make crunch|
Mnemonic

BIP39
Passphrase
(optional)

BIP39 Seed Sb56c417303faadfcbares7400e120alcad3echadfcoffba757fbe63fbd7 7aBlaladbedct719
6f57c39a88b76373733891bfabal6ed27aB13ceed498804c0570

Coin Bitcoin =
BIP32 Root xprv3s21ZrQH143K3t4UZrNgeA3wE6 1 fwjYLaGwmPtQyPMmzshV2ow\VpfBSd2Q7YsHZ9j6
Key i6ddYjbSPLIUAMZnBLhvuCVhGeQntg5rn7JVMgnie

e

BIP-3924E Bty nJ LA Ze A, R m] DUASE A 0> A 2 b bk, kA ) £
JL T


https://github.com/bitcoinjs/bip39
https://github.com/libbitcoin/libbitcoin/blob/master/src/wallet/mnemonic.cpp
https://dcpos.github.io/bip39/
https://iancoleman.github.io/bip39/

5. ST g &EHD B

HDAR B M BRI T (root seed) HGIEE, N128%25647 HIBENLE
B WHE, XM MNBEf = En, b —3 Rk,

HDER L ) AT A 2 P AR AT AL B IXMRFP 1o AR(TAHEAHD et AR A
TR AIE B . B DL L e A HD B B IR AR P LD
BEP SRR T ARSI R, SRS

P59 i 7~ Al 2 = 25 BH DA ACHD B B 1) 3= BEACAS i

Cryptographically Secure Pseudo-Random Master
Number Generator Private Key
* |sm1l
Mnemaonic Code Words (256 bits)
" van defense .." +
* 4
Master
HMAC-SHAS512
Root Seed . Public Key
(128, 256 or 512 bits) »|  (512bits output I
One-Way Hash (264 bits)
Function
Master
Chain Code
(256 bits)

A1 A\ FIHMAC—SHAS 1 2550325 7 3t I LAFS 21—~ Rl FI R 6138 AL
(m) (master private key(m) ) FIFHEfLHY (a master chain
code) WIMGHAT. FREH () 50 LUEAE H IR TEA T SL /& 20
AR A Hh Zem * G ARASKRARR M I E 2 QD o B H
T MEEE A A s T2 BH BB A R R SN . s — TR



5.3. 1RE FEHARMTA

O EREHERAMMFHCKD (child key derivation) A2 MEEZEEHAT
AR

TEHANTE R BUR B T G A R B XA RS A T
—/MNEERAVEHEE AR (ECDSAR B 4A8E)
—ANIUEERS (256 bits) KIRHT

— 55 (32 bits)

HERY A2 FORGIXA R SINT e HEREN LR 1, SR SIARETE AT
AHARR)TEH. Bk, A7 FEPIEARIEERILE SR E

W, BRAMRCad VY. Sy EES R CEEEMSR IR 2 H
LR AL R, BE A BERS A B A BEEERS AT AR B R

X=ATNH (RS, 518, K50 M & IS AT DLAE 25481
/I

BEA LR —— B —— DA R 5 56 I AE — i IF H FHIMAC-SHAS 125K
B 2 J5 v L= A5 1206 RS B AS RS Al B R 4 AP 43 B
FIAT 3 3 2560777 rT DASS T-85 M BERD . /o e384 2560 B w1 BA
I B INAE B FoRATA TARVH . ERIG-11, RATE 2 A
U —— RN LA R AR E 0N 5 GF—1Ed R
50




O 2R 51 0] PLLEFRATTRE KRR 25 DL K Al 7 41 R i HoAl 73540 . bea
10, F1, F255%. B— MRS LIAL, 147, 483,647 (27°31) A
TEH. 27 3B 32V aE T —¥, BN R 2 e A
A FMIRE R, BAPEAERTHET T,

ARG — R E R IR, BT A UK IR O B P 4k 5t
fligE H W&, HRTEMRAMA.

B5-11ER T 9 BF A FRATA T A PRI AL A LA .



5. 3. 2 AT A I 7 H HH

TAAANBMNARRENE (BENL S X Bk BRIOUATA R #i2
A, A LTS AR R R DU ATT R B . TP A RE
KR IARATT AR R R R ik % . IR IR SEn > T3, IRARER
BUEHTHE R En—1) B3 JRHEKMTEH (n+1D) sBEEER I+
HHAR T3] AR REEPILL S A BRI A 7% .. Wh T
BERS UL, TR A BT A AR AT VR B . IRFR E RN T
BALLLO LRI BERS A B8 B3 — N8 B0 7 SORATAE H PV 8

AT AHE ST AW ? & nl DL R A AT LE A k. 2
Ja e BRI LA AE AR s IE SRR 2B 58 5y RS AR AT 2R 78

RN T A RSB A K ey Tt ik #AS BE BB L B3 5 B AN
Hhhk R X R BESEREAIER TS, AERIEMATIDE R i
W AMRATI . — B BE R, BTl “ w7 #H—HE



77

5. 3. 3¥ R

IEANIRATZ /B BIET, B AHATA BREOT LA R G138 3 AH M EARA /2
FWTFHH. FATE="TMARE: —D5H, —MEE U AEZER
THEHRNRG . BHU KB EEZR s &5, Pl
¥ 24 (extended key) o KRifE “extended key” A NZE “HA
PRIVEH” , KON M LR RATAE 7548,

7 e w B m] LAl Bt AR fid A7 O ELR s Dy Tl B R R 256 A2 3 HH 55 266 1 B
f R IFERAIS 1200 P41 . AT RN R EH . I IR AL BT R DL A B he
W& . B HRITAE TR (FRATUATET 28D « 288
LAY A, Erl LR o, W “Elad” =
o

R AT R PA/E VHDER . 3 PR S5 B — 70 SCHIRR . AT A
A XA SR T A5 3 RRAVH T LLAIEE — A58 B 1) 4y
G AT AH R B IS — 2P 70 5.

R — M RREACOFE IR (BFELYD UL, — Dy
Jee i Al LLEE 73 10T HLRE QG th 3 P 5 i h B 0 5. 40
YR BT LAUT R AN 3

¥ % 4H il i Base58Check K gm D, MM HEHE 2 HLfE AR IBIP-323 2%
BAZEIFANZH. ¥REHARIL AN Baseb8Check d FFFIE MR A
5, XFHAEBaseS8RI AT, HILFTH “xprv” A “xpub” o X
FRATZE AT LAk gniD 5 58 R0 . RONY B 28R 25128 #5134, AiTbA
B HIRATTZ BT TR B 1Base58Check i il £ B K- — 14,



PLN T RAVEA ), HAS F ) &Baseb58Checkgw il :

xprvItylUQVe4 JToqs3RST JkXCWKMyUgoQp7F3hA1xzG6ZGububQ9VMN jGro7L
ctvybP8oyaYALICAWrUE916GoNMKUgabbiWoHx4tws2s1ix3b9c

K Ly A MY A, AR Baseb8CheckZifid:

xpub67xpozcx8pe9bXVuZLHXZeGOXWXHpGg6QvbemNfi7cShmt jJ2tgypeQbB
s2UARGKECeeMVKZBPLrt JunSDMstweyLXhRgPxdp14sk9t JPW9

5. 3. AN THENHHES

IEINZ AR BN, o R BB I — MR I FF gl vl BN E
AT B AILEEE PR AT E G J1. Katgs 1 AT
PIRPTA T AR T %, BB AV, H e e Bl B
Ho

Rk, IR DIEDE W A5 M i 7 SO, HRATZE BT A 1 2 8
(HAT29D

XRRGETT ST U R EIE AR H R R A A E . ERET, i
S E NP ANERERANH, B IAT RAHIEIA . X
FiC & R LGS H TE PR i 2 B DA S EERE itk . (HZ RIS 3K b
Ak B AR AT LU TAANBEE T o SUEIRI R 57— Fh S ORI 1) AR 55 4%
B, FTIRALVEH T AT AR tH T S B ) 258 58 By DL R AEER I AL o

RN S LN AE 2 R A~ PR I P 28 e 55 4% b 2RSS
e ME XN AT AR E S E —EC y (nE a4
Q& —ANFr i EURy bt (O 7B tietar, MIZSHARSS AN AR



. WAHDERERITE, ME— TR A R ) 24 ik 55 4% B Alid
T B3R ik, 2 Rt EAE B R Ak oS A B XMOTVA
beas BB B R FFEL 4 R R i RS s A “HDE” A8,

X ARR T ZE 0 T — A WL L FH A 2 sk Bl R AR B . AE X AR O
T, ¥REMAHAT U AU s rh B AR & R (Eetn
Trezor A , HIFENY B AHT AL IRAF. i HF Al IR
R EANE B kA H AT DL e A & S R AE . N T SR
B4, AR AT DU Y O FABH B 2R 25 28 LURE 2 7 Bl o el A2
R8¢ (Lbin Trezor) 5B 5o

5. 3. bIEMEF AP B A (xpub)
P :Gabriel )5S, 1LFRAMNTE B Gabriel & W FHHHDER Y .

GabrielfE— W% L IFEE ARS8 L — M PR I WordPress 7T
[, YERNMEM LG, ERMEIER TR E, SA LA —ykHdy
AR bk T

Gabriel ff FIB A Trezor i # A2 L 55 — A EUARF T St bk A DAy A i) e s )
TERF Mk, XA, Pra A s R S A 4 A Trezor i F
B PR

% IR LU RAR S S 1T 8, Il Gabri e 1 & A Y EL Ay ik A& 4]
F bRk — B, KA A GabrielMITHELAHE B . & R L
MTH, XD RGIBITHIRE .



SR, XA T JE AR AN =T, R S] TARZ Ok B Zithat X
HIIT #o Gabrie RPN E G, o+ Frf 1T A SO R A st ik,
RIEAR XE IR R UL FCIT BRI AE 5, il /2 S IR — HOm i 2 T R
JCEI

HDE AL A LAAEANFNTEFLAEH IR0 R 3RELA L1280, 1478 J1 NGabriel
PRALT ELF MR TE . Gabriel ] AZEAR I MSL_Fn#— AN A
BH (xpub) , XAJPLHFTNENEFA TR SEE—FHAE, Gabriel ™
PIAE SR At fE Trezor BT 4, (HINEAE %G I xpub R Be A stk ik
B4, HDEREMIX AN IIREIET %4, Gabriel MG AVEL F AR (T AL
B, AT EZ =2 et

AT Fitixpub, Gabrie T Web Mkt 5 Trezor BEMHE B HL A
o 2036 NTrezor W& A BE S HI A R, R EKIEAS
FHAY], XEEHRAREA RS L. E5-12878 [ Gabriel 1 7
HxpubHWeb F1H



8 Basic Cal Homescreen o Advanced

Label Gabriel's Change label
Trezor
PIN protection Enabled Change PIN

Total balance 0.00 BTC

Account public

xpub6Cy7dUR4ZKF22HEUWVq7ep
keys (XPUB)

RgResoXfLZMKTREB1CSvp1ZySy
SoYGXkS5PUY9y3CcSExpnSwXyi
mQAsVhyyPDNDrfj4xjDsKZ JINY
gsHXoEFNCYQ

Be careful with your XPUBs.When you
give them to a third party, you allow it
to see your whole transaction histary.
Learn more

Gabriel¥sxpub & il 2I4th I} 15 () EL s YA b . A A 34 A2
Mycelium Gear, & i&—/NRIERFIFRIEL:, BT SMRKITE NN E
PG Mycelium Gearfd F xpub BRI SEAE Bl — AN E— itk

5.3. 6L T HEHKIATAE

MI N RTE — DI AR RETRAR B E Y, (Hait— K.
VIR A HIFA R RV T AHNRE. He, AT RAHE
EABERS, AR TR RS B R 1T, Bl AT AR ORAT
P A AL ] SR R A RA T DL S — A BHEERY, R DLRRER
FTA T340 SERERERE, TR S REBEAY P LUR SRHEWT BERAEH



T R A AR, HDEe AL s A —Fh il 54437 4 (hardened
derivation) WIBMATAEREL. Xk “FTH” THREAHU L FHEEZ
AR AR . XMCAT A BRG] 1 B BT T8RS, A S B
N RXAERE/ TP R EE 7 —E “PiokdE” —— A BEEEIFARE
5 FOKHE 5 G ML . AT SRR L 55— i
TR ARVHAMIE, A E 2 BRI FH R 5 A e b A 2 B
N, WE5-13R .

SR ALANT A R B P, 73 B AL DU BERS 5 (5 — AT
LB RN R AR BRIEY “030” Al g kA
NGB T A, USSP E IBERS AN BERH R IT R Bl ik
A A RTAE BRI E E— 2, RT R AR E R
FeliE “TRIBE” .



fay Lok, dn RARAEER e 2 B SR AT AL 2~ B 70 S A
Refr B O R A M B i RS X R, AR SR BERAVEH AT ZE 22
P, MARMN— R ERIIRATA . BT, v 7 kb 1S
HEFY, EEYIRTER S — R 1 & P i s e T

5. 3. TIEEATAEM BT AR R T S

FTERTAE R R IR 5 S & 320 8. N T X % 8 2 N IEH AT
A BB AT AR H R A MERAAT A BB e Y, XN R G S A
ANVEHE. &5 SLE0M2731 - 1(0x0 to Ox7FFFFFEF) 2 [A] [ H 4 FH 8
WIATA . RESE2731M12732 - 1(0x80000000 to OxFFFFFFFF) 2
[ R AR A AT A PR, RIS/ T2 3L ERE T &2
), TR T EEZE T2  S1RF 24 st 2 st AL ) .

N T LRGN SHEEREGHFEEMER, BAETEHNRL] S MN0FF
RN, BRA AR —AIMES . B NE TSR R R
R0, (HEF A (F5]1'580x80000000) H# R~ HNO .
AR HIR T A T & 5150x80000001, Hu R mAN1T, LA
o MIREFHERBRT S, ZXHEWKRE 2731+,

5. 3. SHDER B FEHIRANFF (B

HDER L B2 “B/R” ), HEANFONZ AR (/) F
FrkFon (LR5-6) o HEFRAMTEBMFAFRE L, “n” $T3k. H
FERNARTEM ARG, “M “FTk. B, BFEHAERRE —N 7R
Hien/0. H—PHEM 0. FH—NTEHANTFEHRZn/0/1, Ll

A



AW AT —MAIM AL, BHIWREER 7TATAE R RE R T 5.
BB, FRRRM/x/y/ 2R ) T 5/ x/ vy Fz N T HH. T
M/ x/y XoEn/xHI vy N FEH . m/x X S x T2

HD path Key described

m/0 The first (0) child private key from the master private key (m)
m/0/0 The first grandchild private key of the first child (m/0)

m/0'/0 The first normal grandchild of the first hardened child (m/0")
m/1/0 The first grandchild private key of the second child (m/1)

The first great-great-grandchild public key of the first great-grandchild of the 18th grandchild of the

M/23/1T/0/0 5 4 child

5. 3. SHDER IR S M B A1

HDER EAIRES SR I 7 BRI R B — R R HIH 401247
Y 20[0FE R EAAR0LA A T E . RN TEH A
A0 T IF HL AR HE . HBRIERE, X S5 m] LAJC PR S
BIEFMN B2, XdHTA TENRIGE, WIERPIRE T T
LR AR TS 5 H N . XS TAEA R RHDER A Z TR EAT #2285

X9 N ERZH AR 2 A F 0 S LR 0 SR AT REPE A2 TE 55 1o

PR ELAF T ESGE R (BIPs) $R4E axX AN % o) ) gk pidi—— i
i JLNHDAR AU B FR bR vE . BIP-4342 HifH &5 — N oidb 7% 5
TEARFR PR IR T R RAIREE M “purpose” o H:1-BIP-43, HDERA
Rz B RS — ZRIM 53, B AR5 568210 4 I
H A 48 7S 18R 8 TR i B . 2551, HDAR A RS 4>
xm/i’ /7 N TREBME RGNS “17 8 LR H b,



FEBIP-4345E T, N 1 SE AN FFAR AT, BIP-44421 1 2K 45
¥IVEN “purpose” o FrE GJEBIP-44IHDE B AR HE N A PR AR 28 —
I SCRIERM E X m/44’ /. BIP-44385€ T A& 5 HiE XHHIRE
A GOET AR

m / purpose’ / coin type’ / account’ / change / address index
5 — 2 Hpurpose a2 4 % 44

HZEH “coin type” FEfE AN H o VF 2 ou T MHDER AL Y 18 Th A
FAEE N A CRRRE . HETA =R 52 Mg X Bitcoin
is m/44° /0’ . Bitcoin Testnet is m/44’ /1’, PLJ Litecoin is
m/44° /2" .

WIS =22 “account” , XAJLAFRVFEHE A T oitaid 2 H
1, 1 EBEM A TR R R ML B R . B, —
HDER AL R RE LT AN ELAF T “IK ™« m/44” /07 /0"

m/44" /0" /1" o B ER T H SR HIR .

FHWED A “change” o & PHDEREA ML, — 4K
etk — A2 PR B R T bk . VE R TSI SE AT B JZE 4 1538 F sk
firds, X RS R H AT . X2 T VX — =R I A]
IEA 43R5, fthy a9

PAHDER L ATAE ] bbb 2 BB VU E R+ 20, W2 58 T G i)
“address index” o tbll, Z5=ANZEZHEM WS LR M SCAS R
HEE R M/44° /0 /07 /0/2. F5-TRER T B 26T



HD B8 % TEH R
Mi44'0Y0"0/2 E=MREARERGEHERRS
44701311114 ETAoria AENEN RS
m/44'2'/0'/0/1 ATEEBRZHERFTERFHE= 174



6.1 &4

PLARF T AZ 2y 2 LURS T R G h B LB A 0 o AR EURS T R G it J
B, RGPE ALK E S TR OR LU TS 5 nT AR A il iE
£ LIRS T R 2% TR 45 DME SR AE R 300k, IR BRI R R A2 5
BEIKEE CRERF MIXBEE) o HURFAC o A R Bl 450, X Ee s
P S AR ML S 5EMARBIMRGER . R M X REE2
—AREERE A K, BEAS EURS T A2 5 R AR LU T X B B
AP IR TRe

EX—=, Kttt mae a2t rasgnEL.
TR EIEE S An AT A 98 Ul LA S U] jsli oh i AT B T 58 2 7K e s ) — 78
e HEAVEREREHARE “Betd” I, FAIRIZHEL S B
i, AR 3 B I 230 2



278 Sy 4T

ELE R T, AT XIRRNEAREE T Alice @A AE
BobHImmMELE (Alice5Bob' s CafefIAZ %) ATWNMHERIAS & o

X Bl Vi 8 N AR P s MATice ) “sihk” FBobfy “Hihk” HIAZ
o XEAEERPIZGPEERAE.  SEhrl, Eﬁﬂﬁiﬂ]’{ﬂ
FEARZRNE RN, B ioRE (5 B A B X P Va1 2 i,

bR EIHAEZ G

Transaction view information about a bitcoin transaction

0627052b6f28912f2703066a912ea57 T12ceddadcaasasfbdBab 728603456022

1GdK9UzpHBzgzX2A8JFP3DidweBwggmoQA

. i - (Unspent) 0.015 BTC
1Cdid9KFAaatwezBwBHQowXYCpvK8h7FK (0.1 BTC - Output) !
1Cdid9KFAaatwezBwBHQowXY CpvKBh7FK -
(Unspent) 0.0845 BTC

97 Confirmations | 0.0895 BTC

Summary Inputs and Qutputs

Size 258 (bytes) Total Input 0.1 BTC
Received Time 2013-12-27 23:03:05 Total Output 0.0995 BTC
Included In 277316 (2013-12-27 23:11:54 489 Fees 0.0005 BTC
Blocks minutes)

Estimated BTC Transacted 0.015 BTC

K1. Alice5Bob’ s CafefIxX 5%

6.2. 1% 5 - B4



FERE I, SERRHIAE 5 F ke ok 5 B 2 () X el g 2 4R A A 22 5 AR AN
Al FHsL b, BAVERF RS TN RSy - 5 oA 2R 2 Mo
RN PR EFFAFAET LR RS

FAT LU FHBitcoin CorelIir 24T M (getrawtransaction#Hl
decodeawtransaction) KAGZEAlicel) “JRuR” X5, XFHATE
W, HFEECEEHAR. ZRUWT: AlicelIA H#ifidnd 5 21X
M



"version": 1,

"locktime": 0,

"txid":"7957a35fe64f80d234d76d83a2a811a0d8149a41d81de548f0a65a8a999f6
f18",

"vout": 9,

"scriptSig":
"3045022100884d142d86652a3f47bad746ec719bbfbdo40a570bldeccbb6498c75c4
2e24cb02204b9f039ff08dfO9cbe9f6addac960298cad530a863ea8f53982c09db8f6
e3813[ALL]
0484ecc0d4611918b30928fa0eded99f16a0fbafded735e7ade8416ab9fed423cc5412
336376789d172787ec3457eeed41cP4f4938de5ccl17bdalofa336a8d752adf",

"sequence": 4294967295

15

"vout": [

"value": 0.01500000,
"scriptPubKey": "OP_DUP OP_HASH160

ab68025513c3dbd2f7b92a94e0581f5d50f654e7 OP_EQUALVERIFY OP_CHECKSIG"

}s
{

"value": 0.08450000,



"scriptPubKey": "OP_DUP OP_HASH160

7f9b1la7fb68d60c536c2fd8aeaa53a8f3cc025a8 OP_EQUALVERIFY OP_CHECKSIG",

}

BB RIEE AL B H NP> T8 A R0, L. AlicefytihbrE
WREL? BobUMBBEAENRER 2 Alice KIER “0. 17 AT B %0 A AENR 5L ?
EERF M A, A BRI m, WA KIEE, BaENE, AR

W, BAA, AR Oy T ERE A, DU R 5
i, P XS AR E R R IR .

PR AT eIt 2 E T BIR 22 23 PRI AE OB A 7= B BA S 7Nt i 4 5
ALAEL, AERG A AR B PR &8 B



6. 332 5 B % N\ S |

s A8 o AR R o A Z Mt . A8 a2 LU s T A AT 45
BIFEEARHE, ORI E, HBBEANME RN RR.  HRrme
B RERER A I ER BRI R, O8O R TRINAE S
H”  (unspent transaction outputs) , BJUTX0. JFrAUTXORIES
AR NUTXOSE, HETEEE JIAUTX0. X IUTXOR: B4, UTXOZE 5L
AR, HUTXOBVHFERS, UTXOSESFEED /. B— N Z#BRER
UTXOSE AR CIRAHHD .

AEATBH B EZE “iB)” R mE, RATWERE, SRtd
el 2 7RI HUTX0. B Bt izl 8, B Tn] DX e
UTXOfEH 5. Ik, M RGEEARD “807 2l S el H
UTXO.S A, TAtATTn] BE 7 BB A N ag X b, “— NP L
FrmaRa” , XA Mt N S IR 2. Ry Tk
BB X OB IF IR 8 11 M P IUTXOR T S - B R0
o REZBRBLEY— A BiHhs 12 Bl A HI 20 P2 Al 55 R A7 il T UTXO ) 4R
WS, IXEUTXOM M - B & YRR H AT 8.

—ANUTXORT BAE1 “BR”  (satoshi) BMMEEfEE CEHUE) . miigE
TG AT LA 7 B ECGER AR AL /NS “ 7 — R, BARs o] DA 40 31 s\
RNy “BE” o REFUTXOR] LA EE, (H—BgianE sk, RIA
a3 El. X RUTXOE S A i — N EE R UTXOZHE N “H8”
ESEL CAELD BAR EIMMMER TG, —PNUTXORBRE—IRL S
N — AR AE




R A UTXOLL —BRZ i &R, eVl — BRI AL
i, BN SERLSTEREL. G, RfF — DU ME20 R
UTXOFF HABSCAF L EERe 1, B4 R 52 5 b 50 FE A B AN 20 B ARF 1T 1)
UTXO0, JFFP=Emi gt — st TR Mg BN, 73— sdfh s
I9ELRF MR F IR E . XFERYTE, HTUTX0 (B Hfit) 1)
AR EIREE, KB BRI Z AR B F

BER N, A E L1 5ouiUort. dhdl B I Fal B AP a s i
PP IR R — PG RZ T E AT 5 Jo. AR Al RERTE, b
SIENINIGF I E . CEean—sK 1 e4RmAms A —FAE M) 53 2 /N A
e (L3 A HBMEM) o WRAMATHIE, dha KK
VIR, HLnsyoaRim. R ibts oSy VR, M 833, 5Tk
%, R E A R B ABEAR R 2 2

FAN), —FBHRF A5 o] SRR e, (H 20 ) i FJUTXO
UK. P ABEFEUTX0BE — D47y, MUEAREIE —Joa il
TEIMTAREE 2 0T A —#F . A7 RO BB N I8 & 2 WA Pl A UTXO
IR R PFE E — DK TG T A I HUR T &

VBB LG o — R, EORE TN T AT DA — 28 S0 SRk 2 Ak
K HEHT/NHUTX0, FFE AR T, B — s 5%
KEJUTXORJG #4740 %F . AT XL B %0 i m 7R 2R UTXOZH i ) 2
&, #elmANsRE A e, AN, R SR
77 NHUTXOR M IR IR 3 i, XA H5IRA K.

— R GRS Ol (fRAE) HIUTX0, FFEIEH IUTXOLA
T ARKRIIAE ZiEFE. IR TR, — EEE R LR mAME A F B
HE R, FFAEARZ G5 EFEMBIZUTX0. —2E i mAs it



{5 P T 8 1 4 RARARUTXO, 333t 5 PR 7 O A 24 40 Lk T S
A5 301 EUTXO.

WA Zy st S ANBEA ERE, B 050, RIAEAE —Fgic oy

“M#EA 57 (Coinbase Transaction) [4FHRAC S, BB IX B
R — 2B Ty, IXFNAE Gy A AE B SR R AR X 20 I 2K )y, B HY
AT R AE TR LR T RSO S “m” 0 Lo X2 vt 4 HukR
Al D2 AR g A ok, FATRAE “9207 X —F AT

B

AN AR, T MR ERIR? ST RS SEA
VE? PERERIE, SR, BN LSBT TR
57 BATHIN, AEE AT BLE A

6.3.1 X G%H

R M GG, FFe iR IR EILR TR, BRR
ZAh WL “HedEsm 3 AESS” (OP_RETURND D), JLFATA % H # BE
GG — e B EN P T AT LERE T, L2 UTXO0. X EEUTXOR A
28R, BITE 2 ATAE AR SR I AE 2 RS EAT T

UTXO7EUTX0%E (UTXOset) HfE— N5 fbbir M P omiEEi.  #r
HIZZ 5 MUTXOZE P VEFE (FE2%) — A EZ o .

A2 Gy A AL

o —EmMLLEFM, MEA “IE” (satoshis) , /MUK
AT,

o BT TR RN e (cryptographic puzzle)



XN 05 X A R B e A (Tocking script), WAERIA
(witness script), BUHIAANEH (scriptPubKey) .

HRA A & RAEIR 1210000 28 SMARIRIATE 57 — 457 i
i it

WAL, BATREFE Alice WMLy (ZHIMETT “5 - &E7
N, BEBRMEGTLKEIHRMEE . £ JSON Zmig, %Az
T4°8 vout HIEUH ()5 .

"vout": [

"value": 0.01500000,
"scriptPubKey": "OP_DUP OP_HASH160
ab68025513c3dbd2f7b92a94e0581f5d50f654e7 OP_EQUALVERIFY

OP_CHECKSIG"

}s

{
"value": 0.08450000,

"scriptPubKey": "OP_DUP OP_HASH160

7f9bla7fb68d60c536c2fdB8aeaa53a8f3cc025a8 OP_EQUALVERIFY OP_CHECKSIG",

}

WIBET W, ZHEEWAN . B0 % & —ME R — 02 3 8
KEX. 1E Bitcoin Core EI/RHIZmALH, ZAHE/RPL bitcoin N
AL, HEZLGARGH, EHdk AL, satoshis NEALFIEEEL,



AN R AR R WE S AN XMES . Bitcoin Core ¥
7~ scriptPubKey, FHMFAIER T — AR HAERR,

AR A& (Lock + Unlock) At e A B UTXO MY 3= 7
1E ScriptPubKey AT 4% A I I AR S = £ & T Transaction
Scripts (G IA) FiScript Language (IAIES) Fitit. (HE
PN TR FOIX L TE B B, FRATTTREL 1A 2 Y N A0 H R A 4
P

6.3. 1. 1IXX Z P54 - Hth

258 by SIS P 2 A S e SN R e Z TR A, eI Sk, A
PIERE A 0 e 45 M RO B 0 o m] DL — ORGE — A 7 A%l (B
MO IERE. 8 i i F T g it ) 2% A4 4 al FH 32 AF
A B A . 32 Syt K PR AA RS S0 R R B -

Size Field Description
8 bytes (little-endian) ~ Amount Bitcoin value in satoshis (107 bitcoin)
1-9 bytes (Varint) Locking-Script Size  Locking-Script length in bytes, to follow
Variable Locking-Script A script defining the conditions needed to spend the output

RZ RS T R B MBI A AE N FBR R B A7 N 70, U
IR 22y o) AT BN, ER T BRI A . v 1O AR, b
'R T R B2 K5 58 7 N BB AR AE R i OB S T TR0 5 B ) 540
F1s



MAZ Ty ()7 i R s e D R 002 1) PAY B 8080 45 R o R R AR O Je
Fe AL BAZ Dy et o e e[ 7 I LB L R 2% A% 4, i Ak
(hashing) BRAFMELEREEE BRI RERONFE St . K2 B RS T R %
HA M T 5 P 5 RTF 5G] P B R

BBl A UM IMER N AP e iiis Alice IR, &
PIFATLARIE DI — 28 n e A5 PN A B 202 1 T 2O 2
2

0100000001186f9f398a5aa6f048e51dd8419a14d8a0f1a8a2836dd73
4d2804fe65fa35779000000008b483045022100884d142d86652a3f47
bad746ec719bbfbd040a570b1decchb6498c75c4ae24ch02204b9f039
ff08df09cbe9f6addac960298cad530a863ea8f53982c09db8f6e3813
01410484ecc0d46f1918b30928fa0eded99f16a0fb4fde0735e7ade84
16ab9fe423cc5412336376789d172787ec3457eeed1c04f4938de5cc
7b4a10fa336a8d752adfffffffff0260e31600000000001976a914ab6

8025513c3dbd2f7b92a94e0581f5d50f654e788acd0ef800000000000
1976a9147f9b1a7fb68d60c536c2fd8acaa53a8f3cc025a888ac 00000000

XA R

o NFLE RIS B WA, IR Z /R AT 7 751
1

o 0. 0154 M AIMME 1, 500, 000 satoshis. X NiEEHIHI16
e3 60,

o TEHATHRGH, 16 e3 60/ (KA KT 715
N7 34T g tS, i LE B R R1460 e3 16,

o scriptPubKey KB N251NF4T, BLT Nl s N19 545 .

6.3. 2% Z#i A\



LG ANUTX0 GHEE 51 H) Frid K gy o, i ke A 2 4t
Fr A BGIERH .

B =N S, —ANMERANEEE FUTXOH & £ 2 0% B E R AT
PAERIIAT K. AR —AUTXOB 205, HAmBEA E—1~ X T4
FH T3 AT A RN UTXO, AR A — M e mUTXOR 4 A, AL
FH e A i 8 8

IERATE VRN — M AR AL . SN2 — &R0 & —MERIUTXO
e Er, JEIL R FUTXOIC 3 AE X BREE 1 BITE 1) 38 2 I e A (B AR 51
ORI B T RS, BB e Y BL 2 BUE AEUTX0
HISCH 2. REEAEOLTY, MUURAZ — N UEW] BRy A B3
TRAMAY, HEEIFAZIANBHRARROEE. H=4r%
Feols, MHJE R,

FERAME L W2 Z %t Jr B IR BB 1. X MANE— 4N vin
A (B3R -



"vin": [

"txid":
"7957a35fe64180d234d76d83a2a8112a0d8149a41d81de548f0a65a8a999f6118",

"vout": 0,

"scriptSig" :
"3045022100884d142d86652a3f47bad746ec719bbfbdo40a570bldeccbb6498c75c4
2e24cb02204b9f039ff08dfO9cbe9fb6addac960298cad530a863ea8f53982c09db8f6
e3813[ALL]
0484ecc0d4611918b30928fakeded99f16a0fbafded735e7ade8416ab9fed423cc5412
336376789d172787ec3457eeed41cP4f4938de5ccl17bdalofal336a8d752adf",

"sequence": 4294967295

anigpT L, R R — Mg (B —ADUTXOEL S 2 88 K 52 ik
A0 o ARSI ITER:

o« — N 5ID, G| M E IEEEHFIUTXO0MZZ &)

o —MEHERG (vout) , HTHARIRKHIZA 5 HWEAUTXOR: 5] H
(FE—MRE)

o —/ scriptSig (RBUHIA) , W EIEUTX0 LM, Mt
BT

o« —MNFHIS HEIHS)

1E Alice WG, HiANTRIFMIAZ S 1D



7957a35fe64180d234d76d83a2a8f1a0d8149a41d81de548f0a65a8a999f6f18

fr R 51520 (RIHZAZ Z BRI EE —AUTX0) «» BUIIA HATice
B, HRRRIIHUTX0, fad B A, M5 H Bk
S P s AR AS DA A2 L 25K

AFEX A, Rl eaiEss), BRI NESEsI RS2
b, BATTEN T IRIXAUTXORAEM A% . BATNRIEERIME (20
satoshig#i) , FATARITE R E SCH AP0 A, Bk BIIX L
B BATAGE R R B S Rk e RS HIUTXO0. HER, BT
S N BEAR B AR U B, DR I 3RAT 3 0 2045 I 40 51 FH RO UTXOK SR
Lo SR (2RI ETD .

AU AT ce ERE T Z A R A 5l FIRIUTX0. — B i385 )
BIMZE, BEAIRUET AR F ERR R A S A 5 - IUTX0, PG IE

%55

BUNER Z E5E, ARG UTA R, MATERm A+ 5 HUTX0, {H2&
WA ZRBUTXO, FRATICVEFIE N A BB € 2% . 4% S Lhkr
MR, VAT RS 22 5 LAGIE & Bl 5 9 FH sl 2 il A
RS 1 S A AN AR 2R 5 FHIUTXO, DA R SRR T
EINHIUTXOS| FI TP B SE . flan, E ST BB %%, Bua
FTER AR AR SR, (R, WRARRBAF 5] HUTX0, N
AFEENTE. B, fERANAE G Rt B 5 3 A s, se
B B I 2 ANAE G 2 A D IR



FATAT LA 5 Lo Az DA R a2 7 41, G RATE R R A L ice )
225y (getrawtransactionfldecodeawtransaction) W —#FE. [Ki,
FATTAT LIAS B 7E /I 1 1% A\ H 5] FHIWUTX0, JHFEF:

N B IR EAALice VARTIIAE 5 HIUTXO:

"vout": [

"value": ©.10000000,
"scriptPubKey": "OP_DUP OP_HASH160

7f9bla7fb68d60c536c2fdBaeaas53a8f3cc025a8 OP_EQUALVERIFY OP_CHECKSIG"

}

BATE X AUTXOMIME 0. 1IBTC, FFHTEH —AES “OP DUP
OP HASH160 ...” HI8iEHA (scriptPubKey) -

Wt J9T I T RALicelfI3s 5, AT Gk Z 31 AR %
SR, Fa2 DART 058 53 RIARAE 3958 530t 0 B MO
TN, I EAFAET L TAGA LA I B B FIAPT o

6.3. 2. IXHFIU—THHEA

G S LI R 2% EARRRI, e AT S A S BT R, A
RPN



Size Field Description

32 bytes Transaction Hash Pointer to the transaction containing the UTXO to be spent
4 bytes Output Index The index number of the UTXO to be spent; first one is 0
1-9 bytes (Varint) ~ Unlocking-Script Size  Unlocking-Script length in bytes, to follow

Variable Unlocking-Script A script that fulfills the conditions of the UTXO locking script

4 bytes Seguence Number Used for locktime or disabled (OxFFFFFFFF)

S —#, BALKEERATE ST ARSI Alice KIZZH)
FIBFIAN . B, KA

"txid":
"7957a35fe64180d234d76d83a2a811a0d8149a41d81de548f0a65a8a999f6f18",

"vout": O,

"scriptSig"
"3045022100884d142d86652a3f47bad746ec719bbfbd040a570bldeccbb6498c75c4
2e24cb02204b9f039ff08dfB9cbe9fb6addac960298cad530a863ea8153982c09db8f6
e3813[ALL]
0484ecc0d4611918b30928Fakeded99f16a0fbafded735e7ade8416ab9fed423cc5412
336376789d172787ec3457eee41c0414938de5ccl17b4alofal3d36a8d752adf",

"sequence": 4294967295



N N S A =] N i YOy N A Y — —
BUE, BADREF BATR A A LR R K 28 DL A7 3R ii R
7B
0100000001186f9f998a5aa6f048e51dd8419a14d8alfla8a2836dd73
4d2804fe65fa35779000000008b483045022100884d142d86652a3f47
ba4746ec719bbfbd040a570bldeccbb6498c75c4ae24cb02204b9f039
ff08df09che9f6addac960298cad530a863ea8f53982c09db8f6e3813
01410484ecc0d46f1918b30928fa0eded99f16a0fb4fde0735e7ade84
16ab9fe423cc5412336376789d172787ec3457eee41c04f4938de5ccl
7b4a10fa336a8d752adfffffffff0260e31600000000001976a914abb

8025513c3dbd2{7b92a94e0581f5d50f654e788acd0ef800000000000
1976a9147f8b1a7fb68d60c536c2fdBacaa53a8f3cc025a888ac00000 000

R

o G IDLAREEFATINT 7 HI4L, UL (F7SiEd]D) 18913k, DA
71945 )%

o I RIINAFIHHR “0” , K5 IHH

o scriptSighIKEE NI FH, it it A8b

o J¥H)'5 ¥ B NFFFFFFFF, W25 iR %

6.3.3 X5 %

REBZ GRS T WL, KRN T RS 224 28 LR
A" LR —Fpkh ez A S BIE e, s EAKT
KB Wi 28 7 R 4 X 1207 st AR AR, £
T2 — B HOR A SE VR TR

X — RS 5 B e AT L B AE — NI A Gy i . R 2
BRI AL 5P B2, WERIRCAGRAE T KIIEAL 5, B E
FI AT FH I, AR IRTFBh i ST N IX LA



Lo BN TITE (207 — B 52 T — A XHerH i — R

RN Ry — M R R, I A28 3 WU INA S PR BT LR X &%
SR o RINTZ R IX B TR AR X A S I 15k, IR
Z XS0 2 X B

Aoy P RFET G T R 5L, AN Ry A2 & i
. BRI, 5 PR R gt B T I B e ). BT
KA VF 2 AR RIS EXS 2 Z AT e by, SRR, TR
A REEIREERFE R I R e BB oy o (HRZHEUIEDL T, 28 5 D FE
REEROLSE SR, IXEMREA R 2 5 = S Al ge g d T Btk ~—7h92
HE X 2585 9 A R B R 28 5 P28 5y ] e TR,
BT RIJMONHRNZE T UA X B 2 Jr i hb B, 28 m] REARAS AN Ak
B 2o ARG, 0 HR A5 5% 5 o i A ] RE At
B, (HE, THofitmtEisied.

St TR 3RS, 32 2 9% BOTE BT S RA K AE A 7 A BRI e 2 B S
Q2= E A, 'YL, K mPOERIER, ~ME A EE R
o W, FEEMSEEMI S ERARA, JFalae2 Rk AT
W 71ERI N, BRI IR . B AR D20165FFILIK,  EURF T
P 2% 25 B B IR 1) D 223E A 2 Z IR 56, NI R EBCE =R,
WX HMRBNL LR TR RA AR Z i D g sb 2, H
I H A AER 2 EAL SR .

£ Bitcoin Core 1, FWHALIHEK Hminrelaytxfeeltix®E . H
BTER A BIminrelaytxfees2 & T F 0. 00001 Eb4F B Emillibitcoin
1%, Ak, BOARESL T, 52 K0, 0001 ELAF T AE Z e R 2 1,
HRAEENFE T RN A 2K, BN, SHEFT. HHRHI R
A LiE I i B minre lay txfee WE R ma BRI B F AL SR B



R QA G IR iR S%, AFEERE, 250, TENHSE, #f
IS ZASU D o BT n] DLl 55 =7 9 Ak S50 A 55 sy L1 9%
PGSR WREATE, IR =T S5 e, W R
i R BRER =7 MR, SN ST BT RERE B DA AR .

SR R RIIARYE M 2 e TR “3E 57 22 5 SRR B I SE S 10 5
o XEEEARTEE A TR Cieia — B P B e el Az
HO BARE RN (Guitorth) YA E . IR (B
THONEALD , KRR S ARG R ] BETERORFEIF 4T it —E
oM. KBRS AP RME. B IR L. =
ALY FHRE R S ERIZ 5 %, (B 5 Al et 8T it ~—
AR, R RILSE R RE T SRR 5 5%, B8 5 AT RE T 22
SIS [E A RN -

V22 68 SRR PP 58 7 TR 5 AT PR . — MRAT RO TR 56
http://bitcoinfees. 21. co, EfRMt 7 —MAPTAI— ALK, DA
satoshi / byte NEALE/R T AR LIPITEH -

MG FRSTRRAEUR IS EAERAT . B EAS T A
W SEH P RIAE, W HEESE “RE” , A
Wo A TR M MBI P A S “RAE” T/
He, DIMBITONE EERRE TR E.

T FE RS bitcoinfees. 21. coPF I EEFE Tox 710 satoshi /
by tefh & 1 9% FH B SEHdTF, LA SCREANTE [ 2% FH A 2 1 P BA A DL B
B CrepAdsD o TR IRIEE (Flhn, 61-70 satoshi /%
T, AR R R 224/ (102, 975) HORTRIASE 5 &

(1405) =L 5 a4, TRHEZGEN. RIEER, iR


http://bitcoinfees.21.xn--co%2Capi%2Csatoshi-766vda42eea55os0c67fk9zuseupej1uet2akw3c1e6o6ji/

e N80 satoshi / F, XA[RESHR HE N — N (EHhiE
IB) K. #REFAN, —EE AL Z RN 226577, R
FAZERS B B F 18, 080 satoshis (0. 00018080 BTC) .

o AN S vl DLd i 4] B AHT TP REST APT
(https://bitcoinfees. 21. co/api/vl/fees/recommended) KA5Z .,
wlan, fEar 47T P Heurl iy 4

iz 2 H Al SEAPT

$ curl https://bitcoinfees.21.co/api/vl/fees/recommended

{"fastestFee":80, "halfHourFee":80, "hourFee":60}

APTiEIE AL B LA satoshi per byte MJJ7zUiR[Al—4> JSON X4,
MITSEEL” Bl “ (fastestFee), PAMRIE=HL
(halfHourFee) 754N (hourFee) WHFIA.


https://bitcoinfees.21.co/api/v1/fees/recommended%EF%BC%89%E6%9D%A5%E6%A3%80%E7%B4%A2%E3%80%82

Fees @  Unconfirmed transactions | Transactions today Delay @ Time

0 11-Inf  70-Inf

1-10 2-18 0-240
11-20 1-18 0-240
21-30 1-16 0-180
11-40 0-11  0-180
41-50 0-6 0-80
11-60 0-4 0-60
61-70 0-1 0-35
71-80 0 0-30
51-90 0 0-30
91-100 0 0-30
101-110 0 0-30
111-120 0 0-30
121+ 0 0-30
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IERABEEAL o LB AE, BN E L, DOVIERIREME IR E O
551, AR ORAR AT IR R BAESE By R I — BB KA o 971K K
P> TR AT A S, X TR IR AT A AN, AT
W E3E, AR, SRPUERSE T LA 57 55
P!

HBRE, ANRAREFE 720 ERF T AJUTXOK 56 i1 UKy i i AT
RZNEE — 19 MR F B RIIRER R . S, AR N AI19EL
R M AlEg H v, PR RIZHIR 5 Iy THoE . RERESE
BN R, JFHAE— A T8 AL, (HRXR AT 2 IR
6

2. MRIRSIC TEFIIERAE Z g mRENimL, R4
S EMER G Pk, “AHEK T 7 IFARIREESE
=

EFRATHE IR — T ALicefEMIMEIE 158 2 >k E B £ L b e gk
AliceREA€0. 015 LLEE TG SEMIEE. A T i {RIX 2B AL 5 Red ST B AL,
Alice®NIN—2E2C % %%, LU0, 001, XA SALTHE ST
0.016. PEHhh e T BT 0. 0168 £ UTX0. W FHE, K
I EIRE . AV KA EREA —0. 208 fRIUTXORT H . Al e
LR FIXAUTXO, A& —ANEr 0. 015895 H 45 Bob I MIHEEE, 5
— 0. 184LLEE 4 HAE R T E BIA L iceMEREL,  FHFB FARAHCH
0. 001" 2R N EFHEAL G

DR BATE R 57— FiE Bl Eugenia, FATIEIEMZEN)LESEIHIH
TE, ST RN TSR B B 5E 8. i S A i
B THF LT/ NEIER, SAUES0 LR M. B DA B0 263 1 AR
/NHJUTXO0.  LAE I AR EEARS T AR b AR — 52 L e T S T L AR08



HAEEugeniaff) Bk N H A ZE G — N BB KA 3 Ty, BT
F . HAR 2 /N ) R FIUTXO4E & Hh FoRER R I . X Bk
A2 oy 45 e I E A/ NERUTXOH AR D9, B R — N H HRAT
i . MABERXABERMZ S —TFWELR, BIFE R
RIBRINE=T 7. SRR R TEEPENRL S ERHFZ L
%% o

Bugeniafek i Hl 2@l S22 5 WK/, 3R ARET7 719 5 22 10 5
KRAEEINZH W IRBEB BRI S %, iR H15E
LS AR . BETE A8 5 B AN 2 A NBugeniaff IR 2, 1T A2 KDYl 1) 38
HIRE I HIGTER—— 5 52N 7 B s AETE A .



6. 4 LUK T AZ & A R AR =

FERF MAC A BARTE =, FROUBIA, 2 —FhRAFor thf 8 7 22 R IA )
ETHRMPATIES . WRINERANRPT =, RIRA RSB 2120
HLL60FE MM MIETE S, ERBRR, HITHAEATHMHREIX .

JCEAEUTX0 L BUE A MBS AR LI AR S WS . =3l
R A IR UERS B — A P BRI AR 15 JEx L A Bt BRI AR
IR CEANTH0H) AT, DA E X 2B 58 5y =2 15 2 SN 26 A

JIASE —FARE R RTE S, SO OV ESATIE B BRI, nE—
BeRE A BT, ATRESIRAGURE R . e N ZE MmO AL
B, V2 BUHEETE 5 rT DUSTEmE IS e AR A RE M. (B 38k
AR M, X —NRIRBAER 2 e,

%5, KRB URs MM LB SR L “Aliceft4iBob” M
HAE, FET—FFRN “P2PKH”  (Pay—toPublic—Key—Hash) JIZA,
B, WRMAZHARIRT “SAT2aBob B LU fHbhk” BIIAC, L
b, BUE AT DAY e 5 R IA & PR R SO, N T BRI L Oy
FIRMAS, FRATL A0S e 1 W58 2 AR A ASTE 5 10 25 At AR

FEART, FATR 2 s Ry a2 o BIASE 5 S [, 3K
AT 25 s AR AR A P e 25 3Rk ] 0 ) A5 FH 2 1 A B a3 3o gk gt AR AR
F IR LAY T ok A
At PR T AZ By SAIE I AN TS A 2, Sl A s S
FIPATRSEBLT o IXANE T R VRIS LIRS A . X
e URF AR N —Fb “ Rl g2t m ™ Friia i



6.4.1 BRIEERME

PURF AR 5 6 5 VF 2 B AF 65, (HAMOE IR ey — M L E R AR

—— bR TR ASh, B B SRR R ST, XA
TRUE T IIAE 5 R R AR &1, XA A R A S 2% PR AT A] it
WHHAAT R JATEAE — R TR &, XS PR A OR 208 5 A
T 813E TR A B e SRR R R A o8, IXRE X 8 T A AE —
B G, SHERE R Mg “Iadiikss 7 Bodr. e, &%
Ao WA 2 T ) 4T e, SEPR TR = RER 122 SR UEH LA
AR — IR T AR

6.4.2 EHOALKIUE

FORs 22 2 VAR TE 5 e tho oL AR, A AL ERReR S
THIAZ B, Ao ERSAAERARHAT 5 AT /A7 . il
PATIIA P T 5 BA OB S ERA . s IR, — A RELE
A 2 G DRI AT WERER Rt RAE 1 — NS, med
R 12 A ELARy T X 28 v ) oA R S B R 3R b I JRIAS, X TR
H AN GBI E #2200, A NERIEIX
o IR S AT UL S U T AR ST T SR F B RAEAFIE

6.4.3 HAME (Bix5B80

EUARE T 5 2 B0 51 SR T P SR BIAS SR B8 IE ELRF TR AZ B B0 BRI AS
FEDIAIAS o



BUOE A E — N ICE AR BRI ek i TSR RIXE
b B A AVEL R R I S TS AT S A — AN AR R R
e CRBARSAAED , AP B SRR IA A 4H

(scriptPubKey) o HHTINRBIIXFH AT RS o8 2 KA g
PE, EARB, AT ERA “BGiEl4A” (locking script) o 7
KZH R MNP, IRATIRRE “ 80 B4 ¥
scriptPubKey B U IRAEVRACES o S8R 24 0% DR A
(witness script) MIBEMA (ZILIFGE W] &) , 8 HE—
Wb, ER—PNINEMEB (cryptographic puzzle) . XEEARIELE
AR R JZ IR E AR R [FI R 2R P

BN HIA R —AS “fiak” B0 2 BUE A TE — AN B isE A ok
FAFRIEA, BB RV O . MBI A R B — 2 LR T RS B
ANB—3# 45y, mHAESE - AHEA MR mERE GaIH P R
P AN TS HTHSIHAT S8 — 1 8FEs, Hike
R FREScriptSig. 7B R ZE bLRE M N A FEARE S, ScriptSigfd
RN RIEBA . RSF B MEABIRAIE “ WAE”
(witness ZILIFBEIIE]ZE) o fEATY, TATEEHN “MHi
JA” , AU e AR 7 kA 5 e . (HIAEITA AR
AH—wE =A%,

B FURF MR 2 38 3[R I AT B A BRI AR B8 IE — 2858
Tro BN S —MRBURA, FEEIH T ZRIFERUTX0. S0k
BAFR R R OUAAS, R B ARSI RIUTX0, FFMAZUTXOR i BiE
JAS . SR E R IRIAT RBDTRIA e A . n SR BB AS T A2 B0 e AR
FAF, WA GBS RBMPAT ORI BUE A ) o B
NEREISLIRUE AT, AR N 2 SR BAE R — 8 57



EER, UTXOM K A KA X s, Rt AR, HHEAZE
AL G B R 2R s m . RA ER S5 A RS 5
A EeK s N CITFERIE” 4k R B N R TE 3R A2 Z Y
££ (UTX0 set) .

B A 2RI ELS T as 5 (P2PKH: 5 A M 75 AT 0O R4
e AR RG], Bon T 7E IR ISR 2 5 A AEERN B A 1) IF &
FEA R A A AR

Unlocking Script Locking Script
(scriptSig) + (scriptPubKey)
<sig> <PubK> DUP HASH160 <PubKHash> EQUALVERIFY CHECKSIG
Unlock Script Lock Script (scriptPubKey) is found in a transaction output and is the
(scriptSig) is provided encumbrance that must be fulfilled to spend the output
by the user to resolve
the encumbrance
VA Ny,
6. 4. 3. 1A AT HERR

EEARE T IR BRI ASTE 5 PO B T HERR IR 5, RN E AT F — MR o M
BB SR . MG — N EEE R SRR S, nTRIg oy — B R
Fo BRAVFPIDERIE: pushMpop (HEIEAMIFE) o Push (FEIL) 1E
HERR THERES N — AT H o« Pop CHAHLD  MHERR A B 5 Tt PR T £k
R R R E A TR m T H o HERRE R S5 g kv« Ja ks
7 ( Last-In-First-Out) B{ “LIFO” BA%I.,

AR S E A B AR BRI ORATIIA . By CBdl i &)
Wit R HERE L. #/ETD (Operators) MMEREHHEIE B H — oA
SR, WHPEATIRAE, JFATRER A REIA R AR L. B0, $RAE



OP_ADD #f MHEAR SR PIADTIH , WIEAT, 45 R B S ANHEX 5|
HEM b

A EERYS (Conditional operators) Xf—NaAF#EATVRAL, 724i—
A~ TRUE B FALSE HAR/R&SHR (boolean result) o 4,

OP_EQUAL MMEREFRSRHI PRI, N R AT, JIHEEJy TRUE
(B 1%7) . BMELY FALSE (HECR0FRR) . HAS TS
A 3 4 PR, DA T B KR 2 5
TRUE %%

6. 4. 3. 2— ] B ) B A

PUAELEBATIRS 52 2 5% T BVAS R HE AR (10 S0 R B 21— 2 ] LR 7] 1
Frs

mE6-4, fEER MR UES, PATHRIBERES ISR, FA « 2
3 OPADD 5 OP EQUAL 7~ Jia~ T HEARYLEIEIERS OP ADD , iZ#R1FEi5 1%
I INCFRI, RGP R B, ST I 7

OP EQUAL Z52575.2 FilIEZ FIE LT 5 o K9 T LS, Fidk
OPIE—0 30 IR IS FE HOB A A i o A 5% ] FH BRI AR B R 0 A0 o 2 ) B

ZHMER, HSWIZHHA],



STACK

STACK

STACK

STACK

STACK

TRUE

SCRIPT
2 3 ADD 5 EQUAL

EXECUTION
POINTER

Execution starts from the left
Constant value “2" is pushed to the top of the stack

SCRIPT
3 ADD 5 EQUAL

EXECUTION
POINTER

Execution continues, moving to the right with each step
Constant value “3" is pushed to the top of the stack

SCRIPT
ADD 5 EQUAL

EXECUTION
POINTER

Operator ADD pops the top two items out of the stack and adds them together (3 add 2);
then Operator ADD pushes the result (5) to the top of the stack

SCRIPT

5 EQUAL

EXECUTION
POINTER

Constant value “5” is pushed to the top of the stack

SCRIPT

EQUAL

| |

EXECUTION
POINTER
Operator EQUAL pops the top two items out of the stack and compares the values (5 and 5)
and if they are equal, EQUAL pushes TRUE (TRUE = 1) to the top of the stack




RAE YR 2 B BAER 8 17— D2 I A (8 A BT Bt EUAR T
k>, DRI an R AR A B e U R SRR A A AL, (ELRIACAS B IR AN 2
IR A% . AR BN BUE A R & AR E5 ROV E (TRUED , MDY
A AITTHARBATH T Ul W BASE 5 10 ) B SR B R RS R AR 02—
A IBE A, Z A B H T 80E 22 Z e -

A5 FH 38 0 S AR AR BAAS A D B s BALAS B8 < 491

3 OP_ADD 5 OP_EQUAL

ZMABE R AT M B BV AS i N (1) — 228 5 T /2.«

BrUE B AR AOE AR B A AL Sk, 25 R BIAZ -

2 3 OP_ADD 5 OP_EQUAL

e BRI AT B, ABARATES, 45 R20P_TRUE, XHH
Mo ANUZEESZ Hy W AUE AT R, RIS UTXO W BE# AR fr AN giX
MEEST GHERET2) WAFEM .



N G RMERR TS R 45 SR B NTRUE. Chrid v { {0x01}))

RONAEATHE RS, SOURARAT SRR NS IETE, WL 5 E 3. W
SR HERR TR BB A 25 B B~ NFALSE (O 5438, Anic v ({1 }) sU#
APAT W VERSG BARfRZE 1, 0P VERIFY. OP RETURN, BiA %1t
2 1 NOP_ENDIF, WA % To4k. VL[ tx_script_ops]HHRH A,

LR 2 —PMMWME S — S A, BT IE 247-3+1 o EE, S
AEF—ATE TSGR, RS — MRS REE R BT~ —
MRS AT o

2 7 OP_ADD 3 OP_SUB 1 OP_ADD 7 OP_EQUAL

THUE A AATES A, A RAT 2B, RSEHERAS SR
IENERE

6. 4. 3.3 FEBUFIEH e A i) B AT

FESRMIRAS I EURS Th 25 7 S e, AEASURI A AL AS 52 DLEB A (A%
£, IFPURIRPATI . HTZERNERFHLE, 12010 F R TIT R EA]
BT XAMRHE DDA “ SOV RS A R HeE AR I H.
T5 AU I eI A S AT, XA A /2 B o5 HEAL
HIAE L 7 AIBAT I NIRRT 4

B, AT S EPAT R BURA . AR B AE AT A
ARIEE (B A =R B, WK R (A%
HERD » FPATBUE BIAS o SR AS mh 52 1 T Ok Fr) AR 0 A
AT BIUE A S5 ROy “TRUE”, A8 S B BAA 50 G D s A2 1 B B AS



Prisc BRI, B, iZ8 e — N REAE FXUTXOR A AL . in sk
TEAFIHAERIGERARL” TRUE “ LIRSS R, A2 T
[, Oy EABET R UTXOH Bl st B A AE A IZ2E 5 1 26 1

6.4.4 P2PKH (Pay—-to—Public—-Key-Hash)

LE Ay 28 A B )R 2808 G AR AR 2 L “fTREAHGA (8L
P2PKHD JAIAHE M5, XA S A — Mol A, HaAsie
A= NN HSAE, RIFRATHE Ui bedr bt . BHP2PKHIMAS & e 1) f
A DLE I SR — AN A RN A R RA SR B A ) Bl S A SR A (e
D o 2 WET2 AECDSAMH R N 2

B, FATAT LA R B — N Alice R BobMHELE LA 2] . Alice
I8 1 [ BobMNMETE 1) Euiss bk 324570, 015 EEHF M AT H8 2, (2T
s W% N 25 LR T SR B e AR

OP_DUP OP_HASH160 <Cafe Public Key Hash> OP_EQUALVERIFY OP_CHECKSIG

JHIAHH) Cafe Public Key Hash B AMNMEYE G4 Mk, {HiZHh
A &3 FBaseb8Checkdmhd ., HHsL b, RKZELLAF bt 1A A A
BB AT oS GG, AR RS T A LT Sk i 3 T
Bsaseb8CheckZwhid 1) Ll A4F M ik

R E RAVAS AR L PR g B R A

<Cafe Signature> <Cafe Public Key>



R PN BAIAS 45 45 2R T AR it 21 & SR UE AL AS -

<Cafe Signature> <Cafe Public Key> OP_DUP OP_HASH160

<Cafe Public Key Hash> OP_EQUALVERIFY OP_CHECKSIG

WA AR OUA 5 DU A U BOE 2 PEARILECHS, AT AL & IR b pA
A = WoR a5 RONE (TRUE) o #AJilhid, R S aiiAG 2] 7o
MR A R, KA PITERA a8 (G5ERNED , W&
A5 N 2 S A AR UG C A e TR A AL A rh Pk B . El6-5A11&16-6
PR SR TG R — B R I 38 o 47 Ak L AE









6. b F2544 (ECDSA)

BIHACONLE, BATEBARAN TR “B54” M. £,
FA PR FEHC 7244 0 TAF R, DU AT E AR ARG DL T $2
FRVH I P BUE .

by T rp s FH R 38025 44 BV RV [ fh e 25 4 L (Elliptic
Curve Digital Signature Algorithm) EYECDSA. ECDSAEH T3#T
A 15 it e AR/ A BN BB 725 44 B LY, nAv [ il 2 25
[elliptic_curve] fri&. ECDSAH] T JHIAS % $OP_CHECKSIG,

OP CHECKSIGVERIFY, OP CHECKMULTISIGAIOP CHECKMULTISIGVERIFY.
B AR E AR BIX LR, fRBURIASH 204 5 —ANECDSAZE 4

Hermaa by mhE =M G525 MmpmE) . 8-, &4
WEAHARI A, B EH, E%&ﬂiﬁL%ﬁﬁ B,
FEGEM ARSI (ARSI .« BB=, BRIUEMR S (B
SRR ) AR T Z R A A REHUE R B2

WHERE, SNSRI AN, X— B REE, FANAE
B NEA D HIF— “PrEH” . HL L, —PMaAN
“CoinJoin” WHRFERL HTHR (ZHEELTE? ) B HIXARHER
B 2 0758 2y RART B AL



(BRI B AN AT R S AR 28 44 58 ST AR AT
MBS . 2T LIMEREAS S, R BRI

HROFIX “HFHEE 7 HEX:

7R Tl 57T BB P B S I 50 5. A AL
HIECFEELT T — 1B G2 PEH Z /1 1) %782/ EH]
HIRIEZ (GO BIER): 20 KX TAFER L ERZETH
B NG 3) HEE R ARBE L GEBEED .

B
el
&
s

S¥E: https://en.wikipedia. org/wiki/Digital signature*

6. 5. 1 ¥4 4 el TAE

B A PR R T R A R AL (2
LD MWEE (55 BIERSLINEE, 5Bl R AR AL
HEZS 4 I, 2 B A .

6.5. 1. 16| FEL

LE LU M JECDSAB VAR SEHH, BB XR “JHE” B 5, siEY)
b1 2 A8 5y HRE i FOE TR A (SIS AR
(SIGHASH) ) . BEXZFHLEH P IAY, SR EEH:

((Sig = F{sig} (Flhash} (m), dA)))
X B

o dA LR
o m Ay (BHFAD)


https://en.wikipedia.org/wiki/Digital_signature

o [ hash™ JEHA| KL
o Fsig FEZEHEE
o Sig LR

ECDSA% 212 B 1 56 22 411715 7] AZEECDSA Math® 15 4k 2,

R sig T PR IMEA IR 4 STg, R A RLS:

Sig = (RJ S)

WA AT & T WAMERIS, EAT I AT 00, S —FFR N
“OHFrgmtg N (Distinguished Encoding Rules) BY, DERFE Px
PRUEGRIS 7T R .

6.5. 1. 284 %4k, (DER)
WA KB BAlicefIRINL . A5 MNTHE —/MRBA, X
FAAEALLce BIERE H I PL I DERGm DS 44 -

3045022100884d142d86652a3f47bad746ec719bbfbdo40a570bldeccbb6498c75c4a
e24cb02204b9f039f108dfO9cbe9f6addac960298cad530a863ea8153982c09db8f6e

381301

A4 AL ce B AL B HIRFISE B e A AL - i, Uk B At A A #52 A
sz R AR B S U9 e

o Ox30FRDERJFHI I 46
o Ox45 — JPHIMKE (695F71)



o Ox02 — —/EHHE

o Ox21 - BEHHIKE (33571

o /-
00884d142d86652a3147bad746ec719bbbd040a570b1decchb6498c7
bcdaeldch

o 0x02 — HNKE— AL

o Ox20 - BEHHIKE (32F71)

o S5—
4b91 0391 08d 1 09che 91 6addacI60298cad530a863ea8153982¢09dbs
163813

o JGB (0x01) ¥& AT FHIIE A 2R (STGHASH ALL)

EEE R DME R L H R TS Alice HIFFI4L (DERZRAD) %4,
BB RS BdE ) =R E8 5 & DERGm L 7 R — 5B 57
6. 5. 22 44

LIUER 4, WAH%% (RFS P A AH CIRTH T
QL) - AL, BAMRIEEWE “ HA LRI A
WA &, A RIS ErrAdss s . 7

BAZBAFEERAEE (5B IEAE) « B4EAHM
24 (RFISME) , anRZEL %zl B AE R, WiR[El TRUE 15

6. 5. 3B LM AR (SIGHASH)



BB AN HTHE, EHRmd, SRS . ZEABWRER
F NSRBI AVE ( commitment) o {EBE AN F, 25
GIERTEAR S, Mi&A#E (commit) FraHIA, i FAHALSE 5
FB. B2, =N —NEATTLLRAE Ccomnit) —PNEHE
T8, ZXTEATEAERTHERWTFZ 5286 HI.

AR T8 4 LA 45750 5 MO W — 3640 6 & ZE 8 T SIGHASH bR (1)
HBI R4 TS T 7728, STGHASH 4775 J2 I B2 4 1 A5 15
(N 4 AT — STOHASHER A, %76 26 AR I\ 4 7T LR ).
FUA SN AN IRE 59 1T DLV R IS TGHASHER -G I =2 4, F3
BB GRS 28 5 IR 4

W, ARSI AT S A B, BE 24
g NTIAZE 5 0] LA B A FISTGHASHAR -E 2 4%, X ek -5 78 45N
NG GRSy . BEER, ST S aeE Sk A A
“PTEE” WA, MATES SR CRIERD BIAE 5 ] gei &
—ANIN, ki S A PMEREE L ENZA GRS VF
Z SIGHSASHAR KM, RAAENEEA M2 S 5EALRF MM
HMIEEBIME 22 BE R 28 T 5, A BAEE L.

H = ANSIGHASHARZE: ALL, NONEFISINGLE, 1 F &,

SIGHASH
Value Description
flag
ALL 0x01 Signature applies to all inputs and outputs
NONE 0x02 Signature applies to all inputs, none of the outputs
SINGLE 0x03 Signature applies to all inputs but only the one output with the same index number as the

signed input



FAMNEAE — MBI F5 R ESTGHASH ANYONECANPAY, ‘BT UL -5 /i i (145
MrEdHE. B EANYONECANPAYR, KA —MAWEE4L, HAer
(MEFERS) FTIFLL#EAT 150 .  ANYONECANPAY (18 50x80, Ffilid
FAIORIZH, BRI R ARG bR E:
SIGHASH fl)a.g Value u Description
ALLJANYONECANPAY 0x81  Signature applies to one inputs and all outputs
NONEJANYONECANPAY ~ 0x82  Signature applies to one inputs, none of the outputs

SINGLEJANYONECANPAY ~ 0x83 Signature applies to one input and the output with the same index number

STGHASHAR G AR 4% AN S6 1k T 5] N FH 11777 3 A2 N A2 5 1) AR
PRI T B (RERKEATIFGE) , SimA s a4 5it,

STGHASHbR EMGA N B P A AL Z S5 R, PR RIsA 1L, S2I
MEAAEA S ED RS “WHE” o ZETSIGHASHAR G, 25
ISR B T o TS B R e A (L B+ 52 5 h Bl i AN R 1 5
FEM A ACHT, STGHASHE NG — DSBS AN, B4 HaXSIGHASH
REBATEE, DIUAGE T e (B, A1 .

/NS BT STGHASHEE AU X NAZ FinLocktime 7By (152 [
[transaction locktime nlocktimel #F4) - WAh, SIGHASHZE
TR FIEZ A Z WM IR 5y, R — B LA BRIERE .

fEALicefIZZ 5% (B ILFHIMLEE4 (DER) HIFER) HIBTr, JATE
FIDERW AL 25 44 F) He Jm — 3 0 3201, X AESTIGHASH ALLARE . X24iE
Lo, AT ce 2 ZARE R T A B A RS . X2
5 LIRS A T A

HAIKEE HoAh—LESTGHASHIE AL, DAL fm] A Sz e v 48 A EATD



ALL | ANYONECANPAY

XA AT AR SR “AE” 225, WREIBET &M AT DL 8
HRE—ANAE S, BRI “Bis” S8ASAAZERKEN X
A 5 AR TR, PRI . 2P H A A 0T DU 7
I E SR AENTEE KRB e ], ATTHALL | ANYONECANPAYZE &
HamIAN, BRI R i A LOX B e, 51530
TAEM R — I “HL1” , BHEISFEBEAD BRS04 58 H SR AR
B

NONE

ZESH A TR E R “ACA SR BB ESCRT . e
M NTEAT 7R, BT VR BUE A B AR AR AT EURS B R
PSR T bk "5 N e HH B BVAS I 58 B o PR, EHAELAS B 4055 44
BiE o

NONE | ANYONECANPAY

XA P DL R IE — “IRAEs” o 7EAATT AR B R A

UTXOHIH P eik e dx a2 H, BRI T-2e 9 HiEId 11X L4/ NUTXO /Y
il . EBIIXFRAIRIZA4, FUNUTXO ] DUNAT A N8, DL Ff i
[ i AT B RV 9%

AL o ay FESIGHASHA S i« 1FE VElementsTil H i) —# 77,
— P IXFERR R EBlockstreamt)Glenn Willen$g H HIBitmask
Sighash#ii{. X &7EJYSIGHASHRM AN — R IGFRI M, O
YRR, TSR TRl USRS SRR R A IREE (R
W72, Blan &7y Bl i 53 77 A2 e oA AR B IR 35 44 IR AN



R ASTER PRGN R E BISTGHASHAR EA/E N — A
DiRe 2. ADEIAL, BRBESHEP2PKHEIA, FfEH

STGHASH ALLAREHATZE 44 . BT AR FISTGHASHPR &, A2
D 5 N R IE NS B AL Ty . BEENAZE, SIGHASHARE A LAY
P ECRE TN AR A R, AT SEEILHT R0 FH 3%

6. 5.4 ECDSA%( %

WRETHTIR, 2544 B A B ME PR S SO 25 44 B B AU sig Al
o AT, RIS EEREF sig” MEZHY.

B EIEH SR — ephemeral (ulf) FAAEAXT.  1EW K24 FA
AR G A AR 2 Ja, I B S A B o h SRR ST

i by 2 G 3 B LSk, AR RO A Ak, BT A bkl I A i e
NP (VAP = k Gif 57, GIRAEHAF T A99/7) 2 [pubkey ] 2
) o FOCFIEL NIRRT Wills 20 5P Hxx AL hp o

MHBE, HETH RS SE, 15

S =k (Hash(m) + dA * R) mod p

Horp:

keI i FA%A
REEWGIT A AR x AR
dARE 244 R
AL Gy 5

e AR 1] 26 1) 3



WAE R A R B B, AR, SEMAHRIME—/MEP, %(E
Fe IR 2 ER)—A R (B AN IR 28D

P=5"*Hash(m)*G+S"*R*Qaq

Hp:

RS2 44 1H
QareAlice) N EH

mE 2 E WA 7 B
Gre W[5 Hh 28 ke A 4 o

IR S AR AR hR S TR, MBS UEE ] IS H 4518, 2544 72 AU .
THEE, ARUEEAN, AABEAME B AR,

/IMEL . ECDSARIECZ IR E 4, MELIFRME., W A —IRERTE
P REE F . THE “ECDSAMRE” B iX A
http://bit. 1y/2rOHhGB,

6.5. SRENLIEER A PRI ER N

INFRATIAEECDSA Math i T 26, 2544 A2 VA I BEN L 3 A1 D9l
R -~ AL & FEAREZ, HEEREEHN. R
MIFEPME & EAFRHEE G5 EAEmANLEs, B aR AT
AR N THR . AR FAT EMMER & Ha BRI 58 |

B MREMNDARRL ST, A FEPEHMERE &
JUIRARH R DA S5 5 R 2 1


http://bit.ly/2r0HhGB%E3%80%82

AR —NEE BRI RENE . RATE A H B A [ S SO N
PIE LU T R URIASFRISE LRI A 0 kb & . AMITHT 6
ETMESMH A EmREST . B A AR ERE IR SR R
HIga I BE AL A B s o

N TGN TR, b A A S AN 2 R SR ) B AL A R A ik
kAR, AR A 8 R A S R A A LEERR . XA IRFEANAL
Pt EARIN b H. EHEECMN TF{ES 4 (Internet Engineering
Task Force) KAWHIRFC 6979715 T & {HHIWHE R A4 AT ML AR
R

G SR AR S —Fh ] FAE LR T R 228 5 Z S, L 20 HIRFC
6979 BRIALL K B e PERE ML SRR B RN BN Z LE A FI & 18



6. 6LLAF bk, RV H AR ZE

EARTEIG, BATKMLZN a7 Bk eERE. XY
s A e T ) B R AR P R I AR AN . SR E BT LE RV
Z BRI AR NS, Wb MRk AR A, LTI 5 450 P A AT
o FANVERRZ G A G IFAEE R Mt ht, M8 e Attt
Ry MR BE R AT BRAE . XA R G HAR AT T #RANF AR,
MR BN A P AR A B B A s 1 P AR B R A

BUERAT DR 17— AR A o PSR S N g, JATA] Bl
A JE R R AR R A8 U] AZ 5 (1) DU SR G PR AL Rl o IR 2 HY
KA o

HATH KRB FBALiceFIAE ) A& AT AE — AN 32 W i) X B e gs - CHij TH] &=
TAlice5Bob’ s Cafe & %) H 2L




Transaction

0627052b6f28912f2703066a912ea57 T12ceddadcaasasfbdBab 728603456022

1GdKaUzpHBzgzX2A9FP3DdweBwggmoQA

. . ) - (Unspent) 0.015 BTC
1Cdid9KFAaatwezBwBHQewXYCpvKBh7FK (0.1 BTC - Qutput) ) D
1Cdid9KFAaatwezBwBtQowXY CpvKBh7FK -
(Unspent) 0.0845 BTC
97 Confirmations | 0.0995 BTC
Summary Inputs and Outputs
Size 258 (bytes) Total Input 0.1 BTC
Received Time 2013-12-27 23:03:05 Total Output 0.0995 BTC
Included In 277316 (2013-12-27 23:11:54 489 Fees 0.0005 BTC
Blocks minutes)
Estimated BTC Transacted 0.016 BTC

FERE SN, X He) i 28 Al ice i EL S Tk R “RikE” .
HEEAMEEARG ARG . MBI T aR R B3 5,
IR RARMA T G AL S, HMZIAZE 5 b5 BCE — AN
o FEZEH N2 — NMUE A, KUTXOBUE BIALice ) A ARG A
(P2PKHRIAS) o BBl W gs i I A BG4, FH1¥ FHIBaseb8Checkdw il
X H AT IRID, DAAE RORD B R R R 1Z A EH I Loy T b dE .

[FIAE, a4, XEEgs B 1 AN 25— 2IBob 1 E AR it
b, A E|Alice I ELRF Ml (FENHE) o Bk, N T AL
beAr ik, XS ) a2 Rt P R U JAAS, o FL R Dy
P2PKHIIAS, JF NN IRILAHIG A . fefa, PUBEX a8 Jopgmbd 1 16
FiBase58Check 1) 2~ 8H MG Ay A2 B AN 2 7 LU Ry T b Ak

I R A i diBob Y LA i, JUTBRAE2 N0 U 28 K5 2 2 Bob Y EE Ry T
Mk R AR



Bitcoin Address
Summary Transactions
Address 1GdK9UzpHBzgzX2A9JFP3DidweBwggmoQA No. Transactions 25 i

Hash 160 ab68025513c3dbd2f7p92a94e058115d501654a7 Total Received 0.17579525 BTC

B

Tools Taint An - Related Tags - Unspent Outputs Final Balance 0.17579525 BTC i

X P ) 5 28 27 1 Bob (1) LUARE M bk IR AR A0 (HR2 LURr M RS h 213
A CRE BIMS . ZXAUIE, X B R P RAUH SR i X ek b
aedgan N 7 R R A -

R TR BRI BE, XEUEEN YR AR B S AR LR M Rk 1
Baseb8Checkgmfid, LPAKEZR gwid(EHuht H [FIBob 1 A A1 16047 1G5 18 -
SRJE, DXHBE I A1 R A G P, % AL & Bob A MG Ay [ P2PKH
BUE A TR ol S I e H BOE, B SEEs AT DA AR R
ISYIER

SERMEE AT AR (B “RERH” ) FEEZH LE. XHgE
P A A AR SN PRAE N — > B K e o ——UTXO
o N THEFIRXANEIEE, XHEEN WAL AU AL ELRS 2%, AN
PRI IIUTX0, JH7E O F UTXOH BRTE R SN IIZE 5 TR, 51
IR EA T X — DR ARAI R, AE ZE SIS PR R AT 5) £ R 2%
ERERE, RN GEERRR 5 EOR R gg B3R, R ORAE IR A 8E b
A I PN S A R BERFFIRI D, R BOLITUTXOR M ER EA il AN 52 B
BN IEAA

I T BUTXOSE, X BN U 2% EL 45 1 51 FIBob H) A BHMG 7 i BT A1 AR At
R RO, IR AL Bon ) “RE R BH .



N TESGXGKRE Fr, RIS “R” , XHUEER U a8 0 20 51 JF
BRET. HAa 2B IS

B, BN R X s ) N A AN At b Ay i P S 28
SHPMEREFETESEXRNY, B8R TZARNLS, ME
HANB USROS AR S s. A7 23 e m
A Gy AT HRAT SCEEMRIE N BN R P iy AL, I 26 F 2
PRV 2 R ZM T . A E BT WA 5K A A
[ HASIGHASH ALLZS 4 IP2PKH. [Kitk, HEARLLAFmNHERF ST
G K2 IATE 1780% LA EMIAL 5, (BA MRSk 2 1 FLm)
Ly MfE. OEHEERKBEMA, SUANFRISIGHASHARE, BN
AN 58 55 B 7 3% e dh 52 i 17 S AT 55 A

BERAAE A N AE S P2PKIH H )38 7 AE B A4 ik.  blockchain
ML E AT M B ESEE, RoRLiEMSHhE. PUN %
BERFTEEMSR B “AEL S -

https: //blockchain. info/strange—transactions.
IENMFATEE T —ZHERR, XEHFA—ETFREMNLS. Bl

LA PE S DL P2PKHEE B 2% B € AR IAE & o AT 52 2 Qi el i A
TRRFE SR B e SRR N AR T



7. 14H

£ R, BN TR MRS EATTR, JFHEER TRE L
HI2E Zy AR, RIP2PKHIAIAS . FEAZ Y, PATRA 24 58 = 2 i)
A, LR AR A B R AT R I R A2 5

B, RNTKEEZEZAHA, Tk, RN RESE A EE I
(1158 7 A Pay—to-Script-Hash, "B FF T —/NE J& JHIA 3~
o WRJF, BATVEREFIRAERAERT, @i RS0 5 Ly ths i
IS TE] 44 %



1. 28B4

LEBAWARE | KA, HPNDAHPOERARA S, JFHE
AN ISR BERE AR R B o IXFROOM-NTT 58, PN
EE, MEIERT R NS A R . B, 2/3M 2 EEA =1 A
WHVNEAELZZ AN, BV ERNEAA Gefe i tie. W, FrifE
2 EBVARRGBERZ DI AH, KEWEETLINIE152Z
) (1) 22 B85 44 B0 N AR T AH S AT AR AE . EARF R AT 2
A, BREVISASCATH P Al fE = 9 ER, MG & isStandard
O RELIEE AT PSRN .

BEM-NZ B2 4 26 AU A 1) — i U2 -

[SLLI)

M <Public Key 1> <Public Key 2> ... <Public Key N> N CHECKMULTISIG

M AL Bl fan t P 5 O 2 B, NS AR S E.  WE253%
AR AT W BUE A U0 R s -

2 <Public Key A> <Public Key B> <Public Key C> 3 CHECKMULTISIG

EIRBUE A ] S A A AP BA T DU B 3 M7
NHFRER2 A —BIAHALHHE T UM PR SR
TR IR UE AR -



<Signature B> <Signature C> 2 <Public Key A> <Public Key B> <Public

Key C> 3 CHECKMULTISIG

MHATH, RA AR BEREA S ot A B 25 AHUL R, dE
JIAA BR1G R R NE (Ture)

RGN R BRI RBAAR S S A3 AP IR
2 ER LRI AL B A R85 44

CHECKMULTISIGHAT # HIbug

CHECKMULTISIGHI#ATH A — 1 bug, 7 ZE LRI 7% =5
CHECKMULTISIGHUATIY, EMIZTHFE itk (stack) EWIM + N + 2410
HENSH. R, HTiZEH%, CHECKMULTISIGK #H (pop) HEH
PR ME B —ME . FRATTRE B IXA R /438 H LLAT Y /38 1k
i

<Signature B> <Signature C> 2 <Public Key A> <Public Key B> <Public

Key C> 3 CHECKMULTISIG

56, CHECKMULTISIGHAH fx BT H, X&N (FEXM+HNZ
“37 ) o RIFEHHNDNINE, XA UBARIAH. FEIXAMF
Hr, AEHA, BMIC. )5, et —AmiH, BIM, ik (FEZDNE
) o iIXHEM = 2. i, CHECKMULTISIGM 3 H A KMANTH, Xk
e, HEEENESHE R


https://baike.baidu.com/item/%E5%A0%86%E6%A0%88/1682032?fr=aladdin

SR, ANSERIAR, St P RS D% 3 B CHECKMULTISTG F- 3t — M H
CRIEM + 14 o WA EAN, AFEBEIMIIH, KXt
CHECKMULTISIGA B i&H EALm .. 1BiE, WAUFAERINIME, BEovan
RAEAE, M ZACHECKMULTISTGE s e HERR I, &> S SO AR
FHIARIG CEAZ B ARt TR0 - RONEANI I E B 20, & r] LU
FERIZR T, (HEE 0.

KNI A bug BN R RN R — & 53, Bt EABILAE & b AR Sz 45 2 A
B, IR IS SRR A R Pl

0@ <Signature B> <Signature C> 2 <Public Key A> <Public Key B> <Public

Key C> 3 CHECKMULTISIG

XA BUA BN I

<Signature B> <Signature C>

I 72 :

@ <Signature B> <Signature C>

MEFETF GG, WRARE B — A mul tisigfEBUA, JRROZIASEE ] —
ANHONIOITAG, FHME— 1) H R AR R — 1 bug, FIMBEIN— R
M TS, CEFEE: BRIES a3 MR (g
WA, HA 1A ROMEAEES) MB3NAHATREZHEA, N
1 RAUE A AN Azbug. ]



7.3 P2SH (Pay-to—-Script—-Hash)

P2SHAE2012FEAF N —Fipi B L 5K, HLRER KT R 2438 5 JAS 1)
ZGHHEIMEIN Nk — D ERP2SHI A BV, 1A F — AN 5EBR
HIB1 1

EEE1EF, TATE HidtMohammed, — Ml FERH = it DR,
Mohammed ] 3 =] K FH EU e T 2 B S AR N A w2 KR E LK EK
ZHEZVHAZ LR S AR vE WRisH —, &—MEAM
YRFCM JJI A . B0 A IR SCAT PRI ERD 5 Mohammed
PIANFIERRHAZ ERZRT S T 2 EZAN], R AR AT
s 2 B DA A REAREE, — K HMohammed, F—AMKEHA
KN B S SR AR BEN o IXFERY 22 S5 A AL e 0 A ml va B
PR, FRWEEA e S IHAE R, RARIEATE R
K

2 <Mohammed's Public Key> <Partnerl Public Key> <Partner2 Public Key>

<Partner3 Public Key> <Attorney Public Key> 5 OP_C HECKMULTISIG

BRZHEZL Tk, BHAHERELZHEAE. T Z AR
A, Mohammed WAL R P AT AT BHZ I AR Ik A —NE P, mE—
A7 DA 5 . DA 2 AT FHARE 1) (4 e = A2 25 A8 B JRVAS 1) L e T R L A
A7 A A 2 2 qnr] ) FH B AS SR 52 138 5



BEAt, A RE A SRR A, IS 5 AR T RE R B A
Lo AR EMSEL 2 o BHMCENIIACR 45 % & a3t FH 7 dH. i
Ja, — KI5 AR — EAC AL A 1 5 BB LAF il 4 I UTX 0%
H, HEIZERSEAEH . R IR R A5 A A R SEBRse 2
ARSI A

P2SHIE &N T i thIX — S FRME 4 5| AR, B B E AR HAN 2
Hae 5 B8 M EbRr bl SCAT—FEfRT 3R, 7EP2SH AT H, B ARm8ie
P AR HFFR ST IR, H ISR R &L 2= A WA A1 .

A W SCATUTXOR), BRSO IAS, B ZiEa 5 Ayl
VLECHIBIAS . P2SHI & XAE, [A) 5 ma A UL BC A BIAS A, = 4
ST, AZBIARGE JR S

FEP2SHAZ By, B B AS e A5 38 B30 207 1 B RAIME AR, B AR
ONIBERIRIAS o RO EAE 2R G b R AE TR BT L BT A 2 PLBUE BIAS AR 5
L. RT-157x 7 AEP2SHIAIAS, 3R 7-25175 [ P2SHIAIAR

RT-IAEP2SHIE 24 JHA
Locking Script 2 PubKey1 PubKey2 PubKey3 PubKey4 PubKey5 5 CHECKMULTISIG

Unlocking Script ~ Sig1 Sig2

F7-2 P2SHE ZeJHIA

Redeem Script 2 PubKey1 PubKey?2 PubKey3 PubKey4 PubKey5 5 CHECKMULTISIG
Locking Script HASH160 <20-byte hash of redeem script> EQUAL

Unlocking Script  Sig1 Sig2 <redeem script>


https://camo.githubusercontent.com/0466f2e77b6862ccd1932bab41da4c8bbeddb6f7/687474703a2f2f75706c6f61642d696d616765732e6a69616e7368752e696f2f75706c6f61645f696d616765732f313738353935392d613837333336306133323631383339642e706e673f696d6167654d6f6772322f6175746f2d6f7269656e742f7374726970253743696d61676556696577322f322f772f31323430
https://camo.githubusercontent.com/c3b576b613944ba34de2c4f5b2087874c025ea7b/687474703a2f2f75706c6f61642d696d616765732e6a69616e7368752e696f2f75706c6f61645f696d616765732f313738353935392d386132303263613930356333633836652e706e673f696d6167654d6f6772322f6175746f2d6f7269656e742f7374726970253743696d61676556696577322f322f772f31323430

MEEFRTLUE H, X TP2SH, FRAHE 7t OBBIRIAD K2R

A SAEBUE AT s, M, HAENBEHEEDUE FIA
R, I H IR AACA B 2 R AR R BUIATE Sy A e 5 R — B
MOl XMEREY THIZE 5 % N RGETT ¥R BINGHKTT, R E
TARH AR TT #e 7 BN

(1A VE] R IA (Redeem Script) H1H) “2 Pubkeyl Pubkey2
Pubkey3 Pubkey4 Pubkey5 5 CHECKMULTISIG” HINZS, WA HIILEH]
EMIAS (Locking Script F#HEE —ATHE) #, B “2 Pubkeyl
Pubkey2 Pubkey3 Pubkey4 Pubkey5 5 CHECKMULTISIG” (£H520%
) BATRABEER20F B ERRZ, REkz C“2
Pubkeyl Pubkey2 Pubkey3 Pubkey4 Pubkeyb 5 CHECKMULTISIG” ) JiX
BB AF (Unlocking Script) o XfERLH THAL S T AMNK
ETT R BIWGKTT, 37 H A AR TAR M IE T7 e B BICK
J7 o

EFATEAE FMohammed 22 =] I 5, 528 1) 22 EE 2544 BIASRIA] L 1
POSHIAIA . 4G, Mohammed 2y w5 FrAG B2 1T ¥R H 22 BEA5 44 JAUAR -

2 <{Mohammed’ s Public Key> 5 CHECKMULTISIG

AR AR SERR A ST (BLOATT L 520775) BAX, 1RE<F 2
A 2 AR H



2
04C16B8698A9ABF84250A7C3EATEEDEF9897D1C8CO6ADF47FO6CE7T3370
D74DCCAO1CDCATIDCCHC395DTEEC6984D83F1F50C900A24DD47F569FD
4193AF5DE762C58704A2192968D8655D6A935BEAF2CAZ23E3FB87A3495
E7AF308EDFOSDAC3CIFCBFC2C75B4B0F4D0B1B70CD2423657738C0C2B
1D5CE65C97D78D0E34224858008E8B49047E63248B75DB7379BEICDAS
CE5751D16485F431E46117BIDOC1837CIDST37812F393DATD4420D7EL
A9162F0279CFC10F1ES8ESF3020DECDBC3C0DD389D99779650421D65CB
D7149B255382EDTF78E946580657EE6FDA162A187543A9D85BAAA93A4
AB3A8F044DADA618D087227440645ABESA35DA8CHB73997AD343BESC2
AFD94A5043752580AFAIECED3C68D446BCAB69ACOBATDF50D5623 1BEO
AABF1FDEEC78A6A45E394BA29A1EDF518C022DD618DA774D207D137AA
B59EOBOOOEBTED238F4D800 5 CHECKMULTISIG

FEA PR ARES AT F AR 204715 I B RE G A BT HAR 8 26 R FH SH256 15 Ay
Bk, B e %S FIRIPEMDI60&VE . 20535 [RIBIA A

54c557e07dde5bb6cb791c7a540e0a4796f5e97

—2EP2SHAT 5y da F B e RAVAS R i HY 5 5 4 SR IBG, T AN 2 5 i T ARp ) 1
HIRIA BT oC Ik A5 A B BAIAS Oy -

HASH160 54c557e07dde5bb6cb791c7a540e0a4796f5e97e EQUAL



BRI 2, XA AT KA 2 7. BUR “1izs4
ZHEBZGASIAT” , XAP2SHEER T “ W& izia i KIRAS AT

i 25 £ [M]Mohammed 23 7] AN, R SR H AR 2 I NI AN HEH T
B ARIAT . 24 Mohammed2H Z21E R IXZEUTXORS, B b J5H 4562 [A]
JIA (SUTX08 € a7y ) Al E ARSI B m], 4.

<Sigl> <Sig2> <2 PK1 PK2 PK3 PK4 PK5 5 CHECKMULTISIG>

PR Z P SEI AL 5. B, R IRE[R A 5 BE BALA BT PAA
WHEBA S ILE:

<2 PK1 PK2 PK3 PK4 PK5 5 CHECKMULTISIG> HASH160 <redeem scriptHash>

EQUAL

{En I [Pl BAIAS S5 5 A5 UGG, RN A 2 e AT AR JURE ] AIAS -

<Sigl> <Sig2> 2 PK1 PK2 PK3 PK4 PK5 5 CHECKMULTISIG

A RRGR K LA A R e CAP2SHIIAS Sk szl . EAIIARE B B2
FEUTXOR 8 e A

7.3.1 P2SHHtHE

P2SH oy — B EARIE 2 & BEW LA I A5 2 PR N — N HbbE (e SOF I
BIP0013 /BIP-13) . P2SHHuhEZ I T Baseb8ZmiLH— NEH 20N F
TISA A, g LR Mk & 2L TBaseb8Zm G it — AN 204~ F



THIAEH. HTP2SHHHE R FHSEARTIZ, X 52 T-Baseb84w AL iyt
HERL “3” Hko Bltn, MohammedHfHIAS, F:T-Baseb8%mAd T FryP2SHHK
HEAS K “39RF6JqABiHAYHKfChV6USGMebNsr66Gzw” .

UL, Mohammed A] DA iZ ik Ik LA A2 1, IR R AT LA SR AT
] (1) LU AR TR AL SEIL AT B S04, iAo 2 — N EeRe ik — A% . DA
“37 NEIZ L TR X2 — MR R R b B I R, izt S — A
RS AN RE T HE5 — AN AR R, AH 2 B ) R8CR 5 LR otk S A
A 3. P2SHbERSsER 1 A R 4%, itk i3 AT A
NEAZERIHA .

7.3.2 P2SHEIME /5
R A A DL e (T SOk B, PRSHELAT DL T A
o TESZSHHE, GBI A R TR LU, R 5 AR AL AR

T

o WIAREW SniE ikl SATHE A B H A S 3 1 B R TR
AN TR B R TPk v] AR AT P2SH.

o P2SH¥F AR HA M E IR BT, MAEKIETT .

o P2SHAEKBHIALIE Ak A W BT 77 (76 TUTXO04E, 52 Py
17) ¥R BINTT (FAAEEXHEEETD .

o P2SHHE K JHIAKIGAAAE M BN LT GO BRERK (38
W)

o P2SH¥KJHIA KIS 5 B AR I 7 /e #e R H0T7, U EAEE
FH %28 0% G I Db 20055 A VB2 [ BRI AR

7. 3. 30 [B] B A AN bR AE R A



7E0. 9. 2/ FLAR MA% 00 % P i 2 B, P2SHAN PR T-Fr it b T a8 5 AR 2K
A (RE bR R BRSSPI A X EREF T ZE R SIS
I [ R AS I BE AR AL P2PK . P2PKHER 2 84544, 1M 3ERETURN
FNP2SH,

TEN0. 9. 2/ EEARF A% 0% 7 3, P2SHAZ 5 B 00 S AT A R IAAS
XAEAFP2SHARE By R, Al LA 2 Fiog (s R 2 R 38 5

THICEARERSP2SHIE A\ P2SHIER [ JAIAS, - [ROAP2SHANGE H 3 . HARTE
R B DURFRETURN AL &5 72 IB2 [ JAAS A5 ER R0 o 33 A7 SRmes BHLL
AT BERAE, DR AR S5 UE T TR) SHATRETURNARE 3 8058 2 b ic N e
R I AR .

T B E R, A R A R AR R B 2k —ANP2SHE HE B 42
FELCRE T P2 I, B iR i 5 — AN RN AE G e A Bie ,
B SHE ANE . IZUTXON M I E , H2 IR A R I %

&, PUASE G G T RIAS, Z B AR 2 — AN TG R BRA T AN BE A
ez XFER AR BN RATA H— A B, VRPN B ARy B e £ —
NRRASBERE AL TR IP2SHA o PRI N EEARR 1T [ 28 A By 252252 1X —P2SH,
B A5 8 55 TG A% R TR [ A i o 82 (R A 122 6 ] A AR s 5 Y52 o FE 2
TERI A2 HAE 2D S

TERE P2SHEUE A & — NI I BAAIS Ay, A BAIA X T B2 [ JAI A A
S AREMAET IR . P2SHAZ & RIAEAENEE (Bl JALATE R IR DL 40
N RALEAD, GrREx Bl A, BIRAE By ma] e
POIEAEP2SHIX AN i, P EIR LR BB A BEAE X 2 EUARF T

I



4

3

7.4 BUECF %Y (RETURN#EIESS)

EUARF M ) 25 RO R sORTES TR B A LA, RIIXCBRBEROR, iz H]
R RS AT V72 IF R B T8 0 KA 5 AR 5 1K) % 4
VERRT IR IR S, BT 2RSS . UEZRIEATE RE &2
A AR 2 RT3 A EERS T I Rh B AS 2 B TR X B
EREORIAT TIRZ 2K, B, SCPRE s TR AR A#R
A LA iz AL AR R i T STk SR AR T AR

iz FH EEARE T 11 DX B BE RO AR A 5 LA T ST AN AR SR B O Ao — A
ARG V2 IR B VO AT o gkse, DAl E 7 DU
1be o —Se TP R MG 2 A9 X LB R s R ThRERIA JUAERT, AT
ST RIISCRF o AL SO AR SOATAH IR, FH T 5 B I O REACRE
SIEC “IXYUBEIZAR ", RO B DXCEREE TS mUERs DAV FERE £ A7 it 2
[ RAS, LRSS B IS

TR E P, MIREE G UK LR bl S E B B4 A r20N 11
i, M2 ARG T2 2 IUTX0. KN ELAs stk H @ w4 1
A, HASRAMILA, Bl FEUTXOAREH T4 5, W
M2 — R SCATAT . R, XA B KBS, BTk A
2 WNUTXOLE R HIBR, I3 EUTXOEHE ) Kk iz 3 ek “ Rk ”

7E0. IR B be s A% O P b, JEIE R FHRe turn A ERF i 445230 1 %
e ReturnRVFH K& 1ESE 2% i 38 n80= 1 HHE=E 5 Hidls . 28

Ja, S5 HUTXOAFE, Returnflig 7 —Fh A A] B & AHESS
Sk, WEREE LT A TUTX0%E . Returnfiy g% 10 8 78 X Bk



b, S WREA TR, WSS RS, H eI
EAEUTXOE G, Rt ASFHUTXON MK, BFASUEEAN &
B N A AR 4T S BRI EE . RETURN JEIAAOAE R

RETURN <data>

“data” o #RRHIA80FTT, HZUMATTXEI, 325171
SHA256 5 H o V22 3 FH A2 FL Fi i fn_E g 28 DU B e . ol
L TE IR S5 BOIE BA A BR8N F 5 I T 4% “DOCPROOF” , fE+/N itk
HIEEA, AN JASCITRG Y 44 4f 43 50 52 4f 4f 46,

15184F RETURN AP R vl FH T 3 AT i et A IR 4F 250, RETURN ANRE
A T E K 4, R e i A D B O SR A 25 SV A R
AUTXO%EH, FrLh RETURN SZRRE A KA .

RETURN " N—N&HUN0MI LR T,  BRONARA 51250 HAH X R [
b ek A 2. B In—% RETURN #EN—2EZZ SN, [
ARBGUE 5 B 2 BH B I UE A AT, B ARIEAE 5 N TEAR . AR AR
¥ RETURN By AR N 7 — A Z 5N, WSS 5 & Jo U .

—2EMnER S (GBI T isStandard () EREAGIGH)) REEHR —1

RETURN #ith . {H2 5 PRETURN % th A 540 = 2R 8 14 th A8 2y #4744

AN
= o

Bitcoin Core®¥sin 7 AR B AR &ATIEIT. & Widatacarrier
FEHIRETURNAZ 5 R gk 4248, BRAARE N “17 DLRdFeEil. #EI
datacarriersize X H— 1M EF S8, 8 ERETURNBIA B K/ (BA



FHONEAD , BRIANSIFEN, AFE 80 HIRETURNE M n |
— /N I RETURNAEAE AL A A AN 2715 B PUSHDATARAE 15

R HAIHEH TRETURN, PRHINS0F™, 1HZ MThAEMoRe N, R
D B40EF . 20154F2H, #EBitcoin Coreff]0. LOfRA T, R
fil e m B80F 1. 1WA A] LU A 4k B EE 3 )5 ZhRETURN, B3 H i
Ak RN 2 380 7 2D 180715 24l IRETURN.



7. 5B [E)8] (Timelocks)

TR B e R RVAE — B TRl S A e S AE 5o boRe T A— 6k
AN GHBIN R E DIRE. & B 5T fnLocktime B SLIL. 1E
20 154F JIEAA20 L64F A HAFHE Y 1 P9 /38 BRI [) 40t e D Re, e HEUTX0Z )
FR)FF TR S T BE o X 482 CHECKLOCKT IMEVERTFY Al
CHECKSEQUENCEVERIFY .

i TR B 5 8122 2 A 5 S BUE 2RI H R A H . EEER
&, BTESUE LLRE A RN R f 4, AE N2 2 65 1F
FTH 7RI

7.5. 1 G Em 8 (nLocktime)

LORS i AN— TR — DN S R TR ThRE . 58 2 BUE I (a2 52 2
HBE HBARETHH)—DFBO B XA AT B
], 3 FLAT CASE P45 b rp 4k 57 N 21 X B

BUE I [ AR JynLocktime, 72K H TBitcoin CorefUhd 2 Hdi F ()38
B, ERZH G T HERENE, UIRREIEAEFAIT. W
EnLocktime MNNE, KT54, NEHHEMPENREE, XBEWRERL S
TR, HAETR I HE BE BT AR 4 B S AE S

IR, EWERE NUnix4E ok TR (H Jan—1-19702 5 H#
O , FHZGATEEN 2 BT 788 R KB 8] fnLockt ime
A2 B BIAHIE R KRG E, FH REEE UG A B ROER LR



Y%, WIRAE S 1ETE E HnLocktime 2 BiAEH BN 2%, A —ANT Ak
2Ly, FHEHASH AR HAR T f. I nLocktimeS A —
SR AEHA 5

7.5. 1. 13 58 xg it 8] BR 1]

nLocktimesff & — PRI, AR IERRIES:, (HEFIAENIL,
AR EAT. FADRMERE—T, BT,

AliceZ5E | —%8 %, AT BobIHibl, F¥AE FnLocktime X BN
3N H. AliceiliXZEAR 7 KiE4Bob. A JIXANAR 5, AliceflIBob%i
15 ;

o [E3MNHIL I, BobANBETERAS Z BTN o

o Bob W LATES N HJFER A 5 o

e Alicen[PLBIEES —A22 5, MEALHAFE RN, MAFEY E
FlEl. BRI, Alicen] BAFE3AN A it 252 BiAE 2% AH [F IUTXO.

o Bob ANEEARIUFALce NEiXREAM

THRAZ GimLocktime PRI EHE . #fE— K {RIEZBobE3 M Hid £ 2
Rk e . AREPRUEBob BB . N 1 SEOUXFERIRIE, B[R]
FR 1] A AR AEUTXOA S |, I o BUE BIAS ) — &5, AL -

X B I I TS — R A i T e R SEER T, FROVAS 2B g i) TR) 56 1E
(CLTV) »



7.5. 2K BB e i ) B ECheck Lock Time Verify
(CLTV)

20154E12H, BIN T —Fgi e A R BT HeRE o X+ 2% . 1R
PEBIP-65 - [ FLYE, JHIARTE S0 7 —> 4 ACHECKLOCKT IMEVERIFY
(CLTV) HUHTHABAERT . CLTV RN e a8 E, A= &EA
A2 G IRV E s HinLocktime (- —Hf . IX RVFLENL FH I A8 1 7
N EAE R RIEME. Ak, 8 7e f H A s [E] B AS B s
CLTVIAERD KRR il Far b, AT R BEAEFi 2 BB TB) et 5 A A

FEEE HUnLocktime & A8 5 2 i (A8 e 1,  CLTV & 3% H A% B[] 4

CLTVAZBUinLocktime, T2 fRHll45 € FIUTX0, FfiEidKinLocktimik
BONTE REAHSERE, MIMIARITE AR RA BeAE R IX L H 1.

CLTVEAEID R H— NS HAE NN, RN Snlocktime (B Ek
Unixd ol [a)) M A Y o GVERIFY R4, CLTVAIIR &5 &
NFALSE, W - PAT AR R EAERDR AL . SR 45 R NTRUE, 4k 24k
1T o

N T AEFHCLTVE R S Y, 4 Fodd N 2 ) 4 122 2 A i 4 H 1 62 [
fAH . Fltn, fnSAliceSC A Bobfr bk, i E 4 A — AN IR AL
(RIP2PKHJEI A ;

DUP HASH160 <Bob's Public Key Hash> EQUALVERIFY CHECKSIG

BPUE B al,  Eenid3 N H UG, SRR —APesie 5, Kb g
BB R A



<now + 3 months> CHECKLOCKTIMEVERIFY DROP DUP HASH160 <Bob's Public

Key Hash> EQUALVERIFY CHECKSIG

Horp 2 MAZ G G832 0 B RIS 13 H i B i BE Bl TRl B . 4 RTHm
FE+12,960 () B 4HETUnix2 ol [a]+7, 760, 000 (Fb) . HIAE, AE
$H.C>CHECKLOCKT IMEVERIFY 2 5 HDROPHEAEAT, T AR it & i Rs .

Bob AL B AMUTXOR, bt T — 5 FIUTXOME A 122 5)
f 5 P A 5 44 1 B2 2000 A ORI, D458 ShnLock time e
J9% T8 K AL ce % B [ICHECKLOCKTIMEVERTFY I [E]4. $AJ5,
Bob 7E b 17 R4 11 358 53 -

Bob A Zy VA& a0~ o aniRAliceis B CHECKLOCKTIMEVERIFY Z H/N T
BT A G nLocktime, JARPATRAREE GREFEIAT “ IO
fE” BINOPERVERS—HE) o &, JIAPATIFE I, I HIZAZ Z A v
. TEAAYIHLEE, CHECKLOCKTIMEVERIFYZRWCIE(E (EHAT, ARicaE s
ToRh CRUE: BIP-65)

1. HERR ST E A

2. HERRH BRI T0; A

3. TEHEMITAINLocktime=F B I8 xg I 8] SR A (g B Bie 3 A ] )
A B4

4. TZHERRDUK T2 fnLocktime 7B ; E4

5. F A HInSequence B NOXT LT,

HRE CLTVAInLocktimef FHAH [F 4% XoR IR R R 8 w, Toiteihm
FEIE 2 HUnixZ8 0 AR AR LR TS I B ] . BB B2, F—Ef#
B}, nLocktimef)ag 200520 5 % N ICLTVAS AR ULHEDS, &I 41 Lk



PO BT 51 FH B i B T o

PAT G, W R CLTV, WU H 2 BT (R ) S B SR E A HERR A R TH 2
T, I H nl g7 2248 FHDROPEEATMIBR, 4 e IERHAAT J5 S A £ 4
e A, R 1A F & 2ICHECKLOCKT IMEVERTFY +DROPFE —
AR

Bt ¥nLocktime 5CLTVES &AF FH, 32 28t s st 8] BR 1] o Fi i R 15 40 %
AR, RINALice®iE T UTXOA &, A PAIIAEBobE Al icefE3 N H I
B R I TR B3 2 AT A AT REAE 2R E

T A4 1 T A BB S N B 3, CLTV R RATIF R — 2%
FEEBRIERMA ., ZirHEEBIP-65 (CHECKLOCKTIMEVERIFY)
X (I

7. 5. 3FEXT B a] 81

nLockt ime FICLTVHSE LA I Al i€ , e A 146 e LaXS I 1) o 32 F R
PN IR T B E T RE, ARG B 25 A I T A0, RO E A TR
FEHAD HE (0 25 A i R Dy ANBRAE e ) A R R A RS R e i T

FRXTES A B2 E I, B EATT SRV AN 81 2 AN FE B 1) 52 &)
FEAE—kd, RN RHRM T M SE R A S AR r &1 iR IS [ i) — 32 5
FENAR ]2, #rA)TE 3, FEUTXOB I AEHOIRE 2 7, BB A 15
T XA TN BEAE XL m) IR A 08 A N R 2 e B ., FATEAE R
&1 [state channels] &2,



FEXTEF AR, angaxy il (a8, AR BA A5 gD Re f A g i 4F
o 32 5 RN (A BE R NN S S N R BB A 5 7 B
nSequence B AT RFN STI Y o BEIAS A XoF ek 1) 48 e 7 FH
CHECKSEQUENCEVERIFY (CSV) #{ERGSZI.

AERTH A B AR PEBIP-68 5BIP — 112/ 0 yE dL [F] se Il Y, H A BIP-68
T 55 A o} B () s B — SO i i i B e A1) S2 B, BIP-1127 /248 H
F| 7 CHECKSEQUENCEVERIFY X AN AE AT S F

BIP-68FIBIP-1122 ££ 20164F5 H AE Nk 43 X T+ 2% Bt gl i i 1) — AN 4R
S

7. 5.4 nSequenceAH Xt} 8] 45

FEXFIN T B T AFERE M AN R E, HONARER M A TN

—/MnSequenceFE .

7.5.4.1 nSequencefJ4s X

nnSequence 7B W) O 2 RELEAS 5 REEAE NAF B, IS 5 E
MAz T, f#HnSequencelX NFBUT, WM NEIZZ 5 B FIME 7S
F2732  (OxFFFFFFFF) , iR/ MA “HiE” K3 5.

XFEIIAE 2 B AE WA RAT, BRI 57— AN Z THFEAE R NI R
A KnSequencefH M . — BB -5, HIFAKInSequence
EN2732, MACKBEMA “m&MHxE” K. nSequenceff) iR iH
B SCMARE IERRSEIL, I HLAE AR A I 8] 8 2 128 %) HinSequence HIH



W IRE N2 32, M T EAnLocktimeBCHECKLOCKTIMEVERIFY [ A2
5, nSequenceff Wik B N/NT2732, DMER A4 E S E %K. B
B N2°32 — 1 (0xFFFFFFFE) .

7%.5. 4. 2 nSequencefEN—AN Ik R FRAT B A XT B 18] 84

HT-BIP-681 3, Hr HFL IR HNE B TR B & nSequence E /M T
2 3IMIHININAE 5y (bit 1<<31 is not set) . DAwFET R, XEmk
EMREAEBER =AM (bit 1<31) , ER/—NER “MHXTHE
[B]” BibrE. A0 (bit 1<<31set) , nSequence B #{x 8 H T-H At H
i%, 91408 FHCHECKLOCKTIMEVERIFY, nLocktime, Opt—In—Replace-
By-Fee LA K HAB AR SK 72 b o

—EANT S, BN AT nSequence ld /NT2 310, 2 AHXT
[ BUE FISIANAL Ty o IXMAZ 7y HA 2 1 AR 8 € I 8] fa A A= 2. )
, HA30NXEHInSequenceH Xy i a4 1 — N A BIAE 2 RA 7EM
b 5| FHHIUTXO 48 I ) S 2 /A 30N ik A 2. i1
nSequence e NN FBL,  RIAS 55 v e 8L &A1 4n) 2 & 1 B A 81 2
AN, A X EEH AR 05 B[R] LS AE 258 R

A2 Gy LA FE R EH N (nSequence <2731) AN A AR A 1148 5
(nsequence> = 2 31) HJ#iA. nSequencefd PABRELFD NEAIFEE,
{H5nLocktime " FH Bk A A A . REPREH T X o0 Fdhpnit
et e (LA AL fH. REPRE S E AR 23R Zfs (R
H1 << 22) o REE 7RARE, WnSequencefE4#E R Jy51280

P E . IR RIEERMIRE, NnSequenceld # iR AL



Y¥inSequenceffBE VA XTI R BUERS, RFBI6ANRICA M. —A
WAL ThRE (f7328123) , nSequence B iE Y L6 HERD (454
nSequence & 0x0000FFFF)  “Bfiik” o T B/~ HBIP-685E X I
nSequencefd A — 3 #4705

BT T T T T T TR TTT 77T e
31 22 15 0
Disable Flag Type Flag Value

Figure 1. BIP-68 definition of nSequence encoding (Source:
BIP-68)

FFnSequenceff ) —ZFAT I AR X B (8] 8 8 ZEBIP-68H . b @ A
BIP-68, Relative lock—time using consensus—enforced sequence

numbers.

7. 5.5 iy CSVHIAEXT B 8] 8

AL CLTVAInLockt ime—#F, A —MNEIAEAEMS H T XTI E80E, &
FIH A F FinSequencefti . % 4E 5 & CHECKSEQUENCEVERTFY, 1@ ¥
I FRNCSV.  FEUTXOM) e [m] A rh PP A B, CSVERAERD AN SR VF ARSI A

nSequencefll KT B85 T-CSVS AL 2 hit AT i #E. S b, X PR
JUTXOWJH#E, HRUTXOH RIS [BIE 1 — & B f B EAD .

5CLTV—#¢, CSVATHIME 215 #H MinSequencefd H A% SAHIL RS . 4
HCSVEMIES I 2N, I4nSequencet 2t s LLFD K EAAT ¥8
ECSV, HB4nSequencetd &t


https://github.com/bitcoinbook/bitcoinbook/blob/second_edition/images/mbc2_0701.png
https://github.com/bitcoin/bips/blob/master/bip-0068.mediawiki

HIN (BRI REE) oM iREN “WisE” i, QML LA
(BRI REE) 28 BEAERER, CSVAIARXT I TR aikema . fERAL
o) O AR, ERIVHFESSAEX BUERTE], AR 5. XA
H— MNP LifEstate channelsfllightning network/iE 0 &k E:
TR ER. CSV 4BF& 0 BIP-112, CHECKSEQUENCEVERTEY,

7. 5. 647 B3 FMedian-Time—Past

VE N IB0E AR IS T B E ) — 3870, IFIRIE (A AARRS ) f) i
)7 J5 Atk A T AR AEELRE T, g ERTE] (wall time) AMJLIR
I [8) 2 [RGB AR B B2 (2257 . BURF T — AR 2%, X
EWENZHEEHAG H KN Mg BRI A B Bk
Ao WEIER ARG FERIREN T R A . 2%, Iy A H
&, DGR — LRI 280K POy e R AFAE I 70 RMCIRES &
1073 B il — BT I 3R

X ek A i BRI TR CE o FRIRBN FO 4 — € B R 22 R AR
I ELC R RIS pORG FE R R SR, IXPERR T LA i, DAEIE
LA IEANTENE B N I T 32 Z RGeS M L5 . A3 R TEAME 2.
HZH LR &Y

N TR TUE T,  RSEA [A]2e A, 7R AT D)4 ) Bt _E SR
T—BIP, XAEBIP-113, E& X T —"MN “Hfpirffaid % /

(Median-Time-Past) ” HIFTHIILIRMENLF] . @G 11T
INRGIE S B o a MW eV iva B e SR VAN 10 Rl e UL (S N e e A I N K )
SRR T SLRINTE],  FRH T A IR . 1 22PN R


https://github.com/tianmingyun/MasterBitcoin2CN/blob/master
https://github.com/tianmingyun/MasterBitcoin2CN/blob/master
https://github.com/bitcoin/bips/blob/master/bip-0112.mediawiki

], AR — AN BRI TR R 1o WX AR,
B A] RURFT I TR) B B AT 13 A A I TB] B 28 5 ok iR 1
9o

Median-Time—Past 5 { I nLocktime, CLTV, nSequencefHCSVH]HS[a] 1
HHSEIL . HMedian—Time—Past v BRI [A] & 2 K2 7E 8 N [H]
Ja— /DB WRGER AT ), B4 EAEnLocktime,

nSequence, CLTVAICSVH#EATHmmL )il Frf{ER, MizHEREE.
Median-Time-Past4H¥5Z W.BIP-113.

7.5. Tt # FHJHF (Fee Sniping) HIB}[EI&NE

P — AR MG R, T Ll ARER BB (Phik T 21984
HAL ) BEE R, SCI “HE EREAENE S, PR

JZ 3t v LA e

B, AR AEALE (R R R He # 100, 000, 1SR AS 2R &I # 100, 001
SH XY KRB XEEE, A4 —y LA EE B2 # 100, 000,
X e T ] DL BEAE fi ik B # 100, 000 ALFEATR A RAE 5 CGEATT
K)o MATABERAMFERAE G Rk E . H5L b, MATHES) ik
ARMPTE (emfikBB) WIAZ 7 kB & H . BT L FE b T
“IH” He# 100, 000 FAEAIAE Ty, BLLCR B 41T WA FHERTAE 5
HARATE B H # 100, 000/, AbAT 1A B R LUREAS 5 I “BIAE” i
WRESH “Ek” #.

SR, EMREIFARAFFEAMITE, FOYEERER (ROvEAE—E
HOE R LRy M2 ph ) dziz i TR XCHU R 9 o (HAEAROR AN
f5, 285 Pk R RE 7 (2R EHRA) o BRI FhE


https://github.com/bitcoin/bips/blob/master/bip-0113.mediawiki

DUAAFANATBE SR T

NTBE “FHIATE” , HBitcoin Core /4kE GIER SET, BRIMG
LN, B AnLocktime¥ EATIRM Y “ N — P o FEIRATHIAEE
H1, Bitcoin Core /EELHAEARTEIETRIAL S FRnLocktime i BN
100, 001. fEIEHIEM T, XnLocktimeEHARTHME - 525 Rt
FAEH 100, 001, X2 F— X, (HR7E XS X RIS
LT, HT A X A8 5 FR A 4 T[] 40 BHL L #E # 100, 001, fir DA™ A7)
TiENER SR AL 5y o AT R BEAE 24 A R IAEAT 52 5 B
ZH7#100, 000, XFBOELR EASTIEHHIHRH . N7 LI — 5,
Bitcoin Core/Btl¥ BrE #12C & MinLocktimeix BN, FERFTA A
EHInSequence i’ & NOxFFFFFFFE DL J5 FnLocktime s



1.6 EAMEEHIKHA (FHFTH]

(Conditional Clauses))

PR T B () — A S i K D RE e T B, BAKDu SRR Ak &
REAEALTHIMETF ... THEN ... ELSEFI&FRhRFRTE S I m izl
PR T 26 1 25 KR EE R RANR], (BRI A R R 454 o

EFEAR T b, PO S E S R VR FRAT TR A — A B P Rh i 7
I Rl AT, X ER TP AR 25 - TRUE / FALSEZS . 4,

R xNTRUE, UL [A] I AS )yA, ELSEWSE [H]IAS B, eAh, LA sk
FKIEX LR “iE” , XEREXNEMER VA S HHF
BRI —A %A, AR E A5 5E o Bitcoinl
AT TG R 2R A, BAHA L2 TR R
TR . IREVAA RS, (HP0m — 20T AR ) 55 KKy (BL
TONEALD PR .

Fad M FHIF, ELSE, ENDIFFINOTIFHEEA/RRD sl Eism]. Hah, 4
IR ] LB & A /RIS HARF, UWIBOOLAND, BOOLORFINOT.,

FHEZY, ErRea KRy M E I H A NN 2. T2y
PURF B A — R HEMTE 5 o FIRERIT 3, S 1E K “H)e 7 2%k
7NNL 1 ADDI, LB I rp B i S s AR “1a e
(backward) . {ERZHEALSG REfp) HWEEIES . &SI
N KZHEGRIEE S AT Oy A0



if (condition):

code to run when condition is true
else:

code to run when condition is false

code to run in either case

ERTHERAIE S, LIt mAS, B FAF R IAETR 2|, X
R EEEAKE “AE" , W hzR: BitcoinflA iz

condition
IF

code to run when condition is true
ELSE

code to run when condition is false
ENDIF

code to run in either case

BiBitcoinfI Ay, FHiCE, PRAE B REIFEIENS 2 1.

7.6. 174 VERIFY#-/E RS i) & 14T 4)

LCARS 1 BALAS T iR o) — b A S AR ArT AVERTFY 25 R I3 4E 6% . VERIFY )G
ZRARINUIR VP B SR AEANTRUE, AR AT RALBI 21k, JF Hazsg
DN TERL . HIRAEAIIT AR IF T AANE, VERIFYJRZE5E =
Ry A), HAR CATEF IO N 4 = 4Rk,



Flan, LAR A 75 EBob 244 AP AL s e e A AT R (R L)
PRATI a6 205 A2 3K P A 2 A

1) B EQUALVERIFY R -5 i) I [m] fH 4

HASH160 <expected hash> EQUALVERIFY <Bob's Pubkey> CHECKSIG

N T AL — 53, BobabZREE — M BUIAS, ST 2 A R AR
%

2) — AR AS LU A2 L IR I8 [m] AR

<Bob's Sig> <hash pre-image>

BARTEIME, BobJoik Uy e & HAx 4 B A ER 70
AT DU IFRE . B TFORIP 55K A i A
HASH160 <expected hash> EQUAL
IF

<Bob's Pubkey> CHECKSIG

ENDIF

BobHUARBIMIA & —FERT . ARBUIIAS LA A2 L3 St 4 AR

<Bob's Sig> <hash pre-image>



i FH IF I BALAS 55 48 F BB VERTFY J5 8BRS AR [R] Al AT 4 S O
skako PRI, VERIFY[URIE A RCR, B HERIEY.

M2, BAMT A BHEAE FHVERIFY, AT A B FHIF? G SE3RA TR 24k
RN —AN T (RYEFO , ARIERELG. AW,
REANEER ZMPATERRE GRIERD , BLARINTTE—AIF ...
ELSEViL#2 1 1] .

PN WUWEQUALZ BRI 24 45 R (TRUE / FALSE) HfEix ik
F, B FeEHTRESEEESRES. Mtz ~, #/EEQUALVERIFY
JEBASTEHERR T NAE V8. 7EVERIFY b 45 o) BB IS A 2o 25
SRR E

7. 6. 27E JAIAS o 45 FH Jhn 4

EUARF T BAUAS PR B ) i — N R R @ 2 i — N R A2 3R
AT ERAR AT (BT BAAS - AN BVAS AT — R AS [F) O 8E [RIUTXO R 5 2

WALRE ARl 1, BATEWANZEL N, AlicefBob, PAH
A —ANEAT DL o de, FHZESY, KRR NLI-of 2 ZEE
ZA . N TR, BATEAE PR R S

IF

<Alice's Pubkey> CHECKSIG
ELSE

<Bob's Pubkey> CHECKSIG

ENDIF



BRI A, FRaTReaiE:  “FIFERE? 7 IFFRZATRA T
AL AR R A ) —#7

B, AZMFBIAR SR A%, feVFALiceMBob “IEFE” fhi1AE 2
HIAT B A2

Alice FIBBIUIIAS Wi 13X A

<Alice's Sig> 1

B EIE RS (TRUE) , BAFIFFA)HUTALice 24 18— A
AR

N T R HIXABob, AR AUE I 45 IF§ 5] —NFALSE{E SR IBFE 26 — A
PATERAT:

<Bob's Sig> ©

Bob F B I AS FEHER HE — N0, FEUF AT =4 (ELSE)
A, X7 EBobHJ2EA o

BT AT URETIF 78], PrRABRATAI LB —A “IE8 7 3T Ekit.
fEBIAIAS o] DR (I — AN IR F AT B SE PR AT I “ I



IF
script A
ELSE
IF
script B
ELSE
script C
ENDIF

ENDIF

EXFER T, B=ENPATEE (EARA, BARBFIEIAC) . @
A PATRUEEEFALSEAE A R AL %47

BIEFEMIR AR, B0, fetIA L2011 0 (TRUE, FALSE) 55,

X A L B MERR, DU SE —AME (FALSE) 455 T HER I TIER
HNERTFF+) 58 HHFALSEAE FH- 84T 56 — MNELSEFH). - 28 )5, TRUE(EAZ3)
BIHER TSR, JEEE NS GRE) TRRHY, @EEBHPIATERZE.

AN SR, FRATAT DU+ 808 B NPT B AR L [m] AT,
AT T — M E 7 SOk SLHUTX0.  BAE TR, JATMWE— MR
BURA, e fEREAN A E T ] S HEAR T8O N TRUEFIFALSEAE >R
FHIHAT BRAT



7. T8 =W A 7~ 51

AT, EITRAETRFZBMESEIFH D7 BB 5 1L
T it o\ i B Mohammed ) g, AT IEAE 2R B 3k L ML 55

FERXAMI T, Mohammed iy B2 Y R A REIUEE 5728 7] BEA K oAb
TR T EA RGO, BARRR I TR BUE -

ZHEAMT R 2 54 Mohammed, Ahf¥) A~ G Ik £l Saeed fil
Zaira, UAJAATIRIATEITAbdul. = ASEEAAEAR I 2 HOM U E
RE, R =F PRI DLAIE R . SR, G RARATTH B &L A ),
fibAl 17 AT A RE IS I = SRk 2 — iRl B . A
GNP A AR AR — B T AN ] FHECEAT N RE T, Al I4 B2
CAUASRA=EERNEA YR

X seMohammed Wit HIHIA:  HAREEIE (Timelock) AREH)Z HAS
%



IF
IF
2
ELSE
<30 days> CHECKSEQUENCEVERIFY DROP
<Abdul the Lawyer's Pubkey> CHECKSIGVERIFY
1
ENDIF
<Mohammed's Pubkey> <Saeed's Pubkey> <Zaira's Pubkey> 3
CHECKMULTISIG
ELSE
<90 days> CHECKSEQUENCEVERIFY DROP
<Abdul the Lawyer's Pubkey> CHECKSIG

ENDIF

Mohammed [ JEIAAE Bk B TE ... ELSER$HF A3k LIl = AN HUT 8

/,
1%

TR NPATERAR T, IZAAE N =S R A ) 5 /2-0f -3

multisigPrfE.
ZPATEEAE HEE AT A EIT AR . 3T Hmultisigh @8z B N2 (2
- 3) o]

GPAT AR AT L R B A R FE W B TRUE TRUESKIERE: e
FENMHATAEHIHA (2-0f-3 multisig)



@ <Mohammed's Sig> <Zaira's Sig> TRUE TRUE

R~ AR AT S 1042 K N CHECKMULT TS TG HA [ 48 15 M HE AR HH
H— AN . BMEE Y CHECKMULT IS TG Z %, 75 I I A 2% 42 %
KW, IR0 GEH) M ibughtJiik, WICHECKMULTISIGHRAT H
FHRE TR

BT RS R BEEUTXOB B30 KR J5 A Refdi . JRIHE, B EA
FAbdul (I FM=NMEEKEZ— (ZH02—)
XA S TAT LI, ZATE 2 N E L. BRI
TR, fRATAG LAFALSE TRUEZSTR: R4S TR A R A
(Lawyer + 1-of-3)

0@ <Saeed's Sig> <Abdul's Sig> FALSE TRUE

RN N ASEFALSE/GTRUE? ¢ 7 U2 31X 2 R oI M 1 31 M
¥, FrllZtpush FALSE, #RfSpush TRUE. (K, SE—/NIFER/EID
25 H Y S& TRUE

A, HB=NPATEAR O VFERIT AL 2 B . (HEHREAEIORZ A
TRFIPAT AR, RBURIAS LT AFALSESS . fRANEE =T i
RS CBUE )

<Abdul's Sig> FALSE

FEAR LIS AT AR & B EAEHERR (stack) ERIAT N,



B FIE TS R L SE . BRIRRERBIE R ?

o AR AT LR I 38 3 E AR B AR S FEFALSESR S48 58 =>4
e

o FEUTXOSFKJE 70947 22 DA AT A2 T LA TS, 355 105K ?

o WIRAIMREYIRL, Waehiik? WRIRLELT, RIER

R S
o BN TATAZO KABOR “HE” — K, AR LT
o

o LI I H ) — SSCHECKS IGHERE TS A VERIFY [5G 4%, Th oA
A ?



8. 1 P2PN 4% 2214

o 73R T EFR B (Internet) [JP2P (peer—to—peer) ¥
288K o P2PIR B T [F]— 4 T (B & TR LR N &5, &A1
LRITRBEN R RS, AAFEAERR “HFIR” Rl AT AL “
P (flat) 7 WIRING WA B . 7EP2P 48 ANAEAEAT AR AR 55 o
(server) . RALIARSS . ULRJER LN . P2PIZE 11 fi 2 [A]AE A
EAE. PhEARE: BT RN AR A R 55 () [R]  HH,45f FH ) 26 rp Ho A
R TR AR RS . P2PMS A A I EE . ot UL RIF
TCVE o F I ] o 3k DX st A2 P2P ) 2455 B A () — AN M RS R 4] . TP 2%
&N REE TS D5 BB B 0 JZ 480, (B2 TIPHX
TSR OREE T - AR b RIS M . AELRRE T2 At B e K B i DI I P2P
FEAR N A X 5 4. Napster & iZAg st %, BitTorrent
72 H IR ) BT AR

ELARF T iR FH (R P2P I 22 ZEAA AN A 1L FE IR AN S5 F XA TR FL. ERRR T
WL N —Fh O BT IS R G, 8N 48 ZE A B R X A A L
PR S, SRR R AT . F O A T I AR R,
v R BRI 4E MR A, O AL BIP2PILAR I 28R S

“EERFRZR 7 AR LERF MP2PEMSGEATH — RANT AR S . R T
FURF MP2P MM Z A1, EURY M X 25 i A5 Fe At e Bl S tratum Pl
VO N T2 AR E R alin LERr Ak Z . W58
(gateway) BfHIARSS A X e 8, (EH] LURF TP2P M LEE A LT
2%, FFER LI 21T AR PR A1 . B, Stratumil
Sl StratumPhBCR ATE FStratum$Z e 7 fUEHE 28 LURE i 3 )



2. R StratunfpilrE: (bridge) ZEEFFmP2PIMN e F. FRAIAE
H “Y RRELFF T NE (extended bitcoin network) ” FBACHTA L&
FedsE P2PT L. A W2 H P . Stratum HHiSC PA A HARIERE LRE T R
2R 1A AH O I LR AR X 285 2544



8.2 THAKAEAE

JE EURF TP2P R 2% F () N1 R L 4%, (BRI TSR AL i e
A, S WRATRERAARBME. AR AE R X
Pl 1207 BRBRSHIRES. P21 A (full node) 4K
I EI8-1Frn B DY A>Ty g

etwork

Routing Node




BIS-TELRF MINE T i, BARTAIATIRE: B, b1, CBXER
e BRI 2 R I 2% i e

A S S M I T RE, N TR A TR, A
WS SR B 5 R K ., RIS 0 45 A e
B, TEEIS-LFTRIA SURBIR, 40«8t i HORs & R e
SRE N BRI

TN R M S B ORI IXCBVEERE UL, XA SRR Y
“ETRT o AT RBE AL B B TA A S, AT A BARAT
SMERS IR I NEA — BT G AR T XHEER B, el
Fpda oy “fa KA st (SPVY 7 |7 FOKREHE Z Sk . IXAERY T
MR “SPVITRL” , Y “BEHT R o AU EEPRR AT R
IR, 420N 5e B X DL EE R B Pl - B “B” RISRIR 1 47 s X Uk
HlEEThRE. FEKIS-3rh, SPVH A LI GRE, IoReElitsa X
ERBER) e 75 L

P20 RIS AT AR R e B TAFEUEW] (proof-of-work)
Hk, UAMESSS R AR RIX B, — 232y 35 [N 2 4y
mo R XEREER) E B L b — S 55z 1 R 2R ER
TR AT IR Ak 55 A E T 10 2 S AT TR ET A
B, 2y ThgemnE Ay 9L R G E R N7 PR,

I AR AR AT DR N &0 i) — 30, IR AE S0 EUARy e o B
WL AT, EOBE U P AREE RSPV AL, R R T TE I
BRET LA B SZ BR et LA HUARF AR B R A 5 103 LB AR A5 O
Wi, FEREIS-1M, 404 “HERA” MsktlRE B ‘W AR IR



AELCRS TPZPHICIY, R T M TR ST S, A — Ol 55 5
B AR T SC L, AR IS Wi, B R
i R

EI8—24t38 19 & LUKy T X 28 v e g i DL R4 R 2R 2






824k 1 47 i LUKy M 9 48w die o 5 DL = s 2R 2



8.3 YR MML

1247 HLRr MP2P BRI HE AR T 32 I 2% H K £95000-80001~8 4778 AN R AR
KA HIZ 0% i (Bitcoin Core) HIMAWTY . LAJLANIBAT
A IRRF MP2PHMM AN H] (FlUBitcoin Classic, Bitcoin
Unlimited, BitcoinJ, Libbitcoin, btcd, and bcoinZ¥) 7T &i2H
o EUARF TIP2PIR 8 Hh i) — /INER 40 9 A2 1 5L, BN IS4 20
BAEAZ 5y FRAVEFT X B, V2 1B R B LU T NS I KRB A /is T
T Bitcoint% g P m B4 19 2 P i, e AT TR X BRI e
UL 28 i, (EARRIZ0 KRG TiRe. XL g M4 )i 2
MH#E (edge routers) , JEITEAIRT UFHBEHABRS, HU05Z 5
Fre . XL R4 (merchant payment

processing) %%,

GARTSCRR, 3 LRy MM 28 BE G 45 11817 EURs P2P IR M %, X

EIBATRPIR PP 48 1 5. EURF TP2P 148 LB V20 I
S5 as LRI, EAIEE AT HAR PSR RGE R . X A
WEHGEYIZ R (S ETD D RERBROR i, e
A3 5 AN B2 XCHBE 1 58 B 1

FI8-3Fiik 1 T LU MM, S 7 2 RERET L PIERIRSS
wes WG BB i LU E N T EIER T 75 15 2R 00






KI8-3 SR BRI SR, SS9 e LR T R 4%



8. 4LbRF AR FE P 2%

IR LR TP2P Y48 iR 55 T 25 R e AR R 1T RR AL I — MR K, (BT T
PORS 2381 AL TR R, B R K B M2 SR

FLARF B b2 m) IR AEEAT I TR BRURR A) 5 5, DUR O AR UE T R 7, I
PREXYEE (A2 15T o A£SINLIRR, R My T2
KIR P AR R SR B L3R 5 T — 3 USRI IR Z [B] (IS 18] AERB T
[, PRZEHEIR 5 R R B G

FERS A% 38 WX 25 2 — Fh 2l /M L2 (BB S B HREIE B X 2% . Jit
GRF ELRF AR FE M 28 2 A% O T K FiMatt CoralloF-20155F I EEHY,
PAE REDS AAR AR AE IR AL L2 [APPRIE [F] 2D . 12 R 2% it 5 45t
R By ik Web AR 55 F Al 20 _EFBE LA LTI dl, IR HERK
2R TARA

JEUE 1 LA AL FE M 28 AE 201644 B e N Fast Internet Bitcoin
Relay Engine or FIBRE, W HZOIFKEMatt Corallofili. FIBER
s —FhIE T-UDPR H 4k 2%, AT DAAR gk s s X4 N 3. FIBERSZHL 1
compact block, LLgE— 5/ fan i e 5 A0 X 4% SE IR

R IR KM R 7 — D gk 2% (EER R & Falcons
Falconffi ] “EEMGH” MAE “fAiBie K7 K/ EiR, @it iL ik
BrIEs oy, AR SR BRI R e B


http://bitcoinfibre.org/
http://www.falcon-net.org/about

Pl 20 A2 LURE T IUP2P IR 2 B B A A o AR, e e B M 4t, 1E
HARFIR TR R R TRl R LA AT 11 AR T 2 B AN T AR T 6 1Y
PG, S sl AT R R 2 TR PR GE T 3, S ATD IR = /NI B
[CIpLU/A =



8.5 P& KR I

ST T SR s E, 8 T REN S 5 RIEE, B AU IR 4
FO A LERF T e BT B X287 i AL ZBUR I 22 D — A WA 28 AL Y T
ROFEENLERE . T EURF P48 B3R 1 W%Tﬁ?w5WM%@u
B, PSR RS B g e k. R mOERR, nIL
BEHLIZE 6 W 2% A AR B B T R A

T S5 H R FHTCPPR . FI8333uk 1 (2t 5 38 & LAy i Fi {36
17, 8333 I AMB A AFE i FH Hofthm 1) 5 A0 B 50 s g or
R, RSB, Z S S Rk zhﬁﬁé?£§1§ykﬁEﬁﬂ%$Eﬁ

versionii BT 4s “EF” @fEd £ (WLKES-4) . X—idHEERFHWT A

g

=
> nVersion

E TR T UL [ B P2P BRI AR (i
70002)

> nlocalServices

— N FSCRFI A AR 5 511K, 2T SCHRFNODE_NETWORK

> nTime
4R RS (]

> addrYou



SR AT DL AR T SR TP
> addrMe

AT ST R IR A HLIP b AL

> subver

FB7R H AT R TR AR S ()
. ” /Satoshi:0.9.2.1/”7 )

> BaseHeight

METT R X XS (version 25V B 1B AR 1 2 WL
GitHub )

FRAN Y B UG 2 AT AN SR R 25 7 — DX R S —2RH R . F2lk
FRAS Y JE P A Hb o} S5 A KA B R X S5 AR i 25 ffnVersion, FEHfiE iz
iR AR S T ALY o WIS SRR, AR G S AR i W Rl A
HE, s KIE—Pverack B LIEL

o RN BIN LR SR OTE R 2 “DNSHP 7 KA
DNS, IXZEDNSHR 5545 H2 AL FURr Y s R TP b 12 . Hor— SEDNSFif
THeft 7 AE I ECRE AT 9 R ERS IPHURE SR . —LEDNSFh 142
BIND (Berkeley Internet Name Daemon) M) HE XL, ‘B MRS
BRI [R] IS AT 1 B AR 75 R SCAR 1) B AR T 5 e ik 271 36 g ] — A i
Pl7%E. Bitcoin Core%s )™ ¥m Gl TLAPANFIDNSHF K44 FK. AN
DNSH 1~ ) BT A AU 2 45611 B 2 FEVE 006 51 S Rt 1 s /K-~y mp
EM.  fFEBitcoin CoreZ FumH, A4 FHDNSHH T )ik I ik Wi switch
~dnsseedf® il (BRINE J91, DAEFHDNSHIT) .


http://bit.ly/1qlsC7w

B, ANFIE ML 5] 3 R 2 45 T 2 b — A BRI R TP A
b, ZERTbhEd PN R ER . 1T S8 -seednode ]
HTEER— A e, AXHTEEAEEMT . PGSR T RE
WIS 5 Sl W S 2 A T B R 0 S AR

Node A Node B
Version
yerack
—
< %
Y
yersion
<
Verack

KI8-4 Xf &K Z A 4R 12 T



N AN NEE R, B R AR A B B IPHbE T addrid B
RIE L HARL T S AR R AR Skaddril BAK IR¥ R 4G EAI&H
ROAHAR Y 5, AT ERUEBT T RA5 B AT R, IREER S
FEo TIHN, FHEART AT RAR BRI AETS Rk i getaddrif 2,
SREATIR B O T 5T I TP hE B 3R o @ik ax Fhor =, 15 AAT B
BT IERL R WO AL IR A 2 R AT B T B DU HAh Y S &
. B8-5iIA XM bt R BB

Node A Node B
addr
getaddr
—] =
addr Y
addr

addr




KI8-5 HuhibALFE A I

T R I R B35 T AN [ RS 5 7 5 4 BE L LU AR 1T W) 2% o g N3 [
R M2 AR R B AR (path) o BHT19 AURT DARB IS 0 A FIEY

IF, WA AT EER . NI, R AT R AT I AR 25K
KU ERN I A, RTS8 s v 5w B . 7 A
Ja s R AN, RO — 1 s Al LR E 5 148 E R 5T
s TR g Nt — R MG, — AL WERIERSIR R
HART ST R, IXBEBRL L, R Lt B AIR 9% . £ 3 5k

Ja, RS ERIT RYNER N S R Bk, BEHESEE
A DUIRIA 55 516 I RO S8 7 e W 2 BT ST e R S A ) R 2% X
FNRRERE S RIENE, 2 A ME A 2T )R 3l

FEIBAT LR iz O P i b, AT LUSTH getpeerinfo fig44l)
HH O 55 1 R

$ bitcoin—cli getpeerinfo



"addr" "85.213.199.39:8333",
"services" "00000001",
"lastsend" 1405634126,
"lastrecv" 1405634127,
"bytessent” 23487651,
"bytesrecv" 138679099,
"conntime" 1405021768,
"pingtime" : 0.00000000,
"version" : 70002,

"subver" "/Satoshi:0.9.2.1/",
"inbound" : false,
"startingheight” 310131,
"banscore" : 0,

"syncnode" : true

"addr" "58.23.244.20:8333",
"services" "00000001",
"lastsend" 1405634127,
"lastrecv" 1405634124,
"bytessent" : 4460918,
"bytesrecv" : 8903575,
"conntime" 1405559628,
"pingtime" : 0.00000000,
"version" : 70001,



"subver" : "/Satoshi:0.8.6/",
"inbound" : false,
"startingheight" : 311074,
"banscore" : 0,

"syncnode" : false

P Daad 24t —connect= EIRIEE — N AN TPHLEE, MIMTIE
P 5 H 3l S D RE R E IPHb IS R B 8. SRR ik
T, 5 R R IR ik g i AU IPHhE, AN B B3R I 4ED Xt
G R A IERE

IR LR A B IR LS, P e R 2 e RIS B DAYy
B WA SRR MER KR 90 B A AR TIRE, SN
CZ MR WIF, MR IaE R B ST R Rk, By
M 28 2 BRI AR S A A 1T R S 8 ) gt AT sh & T %, Al
O R A R RTEAT ARG I P L



8.6 & A

BT RERERO T 2T HE B e B X REER T Al EndEh
Ui, XFEA T KRR Y S B XUV R o R LU TR R
W, A AR T R AT R 0 R i e B X B
TR HELEMWER I T2 il i, eI E4ER 5
B XHEE, MRIFNERE misiT. £ NI ET BRENx
R R R P S AT A 4

SEREIXERAE T R S B Bop 83 A HAC o 5 2 1 LR T [X Bk
HEPE DL, IXRER ) DU I AT S AR S0 X B, IS — X B
(B X B — B SRR o i X B, 58 B DXCHUE T i ml DA
SLH EMBISAE M SE B AR, A T2 A PR HAl Y R s AR S
IR 5EBE X BT fUE TS P 1 X 28 SR HUEL 552 545 B R X ER
B, AEIRUETC IR S5 L T & 0 B A X B gEPE DLz

BT SERE X BLBE T i r] DA S — P AR 1 EU R ARG . AN TRAEBhES
FEHAD R SR mT S 1 B A 52 2015 B TI0UE . FE 2 B EIs T
SRR IESGN: REBERENKAMEEERS N =2
T2 B 1L 20GB ) 2 8] B FH SR A7 it 58 86 X BE R AT o G0 SIS 75 AR K
B A 1a) . IF B ED R T RERT 2 23K, ARA S48 FH ) 1E 2 41y
o XFLEM A CAUE R, RIS 5 WML B BT EAT AR

R HANIEE — L fl AN RIS 5 S B 280 i oAt 1) 58 8 (X B
B URATAE, (B RS LR MAZ OB b, E W

“SatoshiZ Fi” o UM Z% HEE i 90% 1 17 iz 4T 38 &M RAS )



Eedsr MAZ O P i . BNRTSCATIR, ‘B Al DLUE N A 6] R iZ K version
VH B Eif it getpeerinfofiy & FT 1S B ) FRRA FZFFE “Satoshi” NP
HeiH, #lin /Satoshi: 0.8.6/.



8.7 X “FEFFIRHR”

—AETRIERINET RZE, B AR HE R e e
XBuEE. InRZAT S DR, A ER A SR XS
B e RRTE A XR——FF SR 5m B A G X By
TRHRE FRMNOT XE (QIHEXED T RIECT T X BB N A,
A ReERM L% [P . JFE A X et

[l 25 X B EE IS FE MK i ver sioniH B TR, IX 2RI B rh &A1
BestHeight 7 Bibrs V' — N R AT X BEE S (X&) o
ATV E RIS R S BIRCAEE, TR EA 20 X,
MITa] LS B 5 XCEEERT I A I X BRE#AT L. W5 sl
A getblocksiH i, HA B S AbAT A X BB (1 T [X B 7 {H
(FEE0 o ARFEAIEETT R eI s A (B A & T il
XB, T e T — AR X B IH X, A et ResERTtH: HE
B B AR [X B bEF At O 2575 R IX B T

A B A X R PR X 88 71 i B AR A S 22 (R X, ] LR ) H AR
BEX BT HAR T AR B “Hbre” M. EIRAIE gt 5
500X H, JEIE(EH inv (inventory) VM S IR LL X B ¥ G 75 (A A% #f
2. HDIXEE XY S L I8 % B K IE P getdatail B R IE
KRB EXRER, HOESAEInvHE A ISR ER IR SOy R
BABRMIXBE, AT X B BRI X B




E R, BAMRBET S A S A X e, B 1ok BT M
Frinvig B, Hpas 7 X b F500 0 X A, T8
[F] T 5 AN 255 miE SR X, st o TAE =107 P ik
B — XS R RIS SR T R S . & S IB BRI R R X ST
ER b CIETEART (BRI 2@ K H Tl REIEEE IR ED 7
XP &g, JFHREZSERERAET FR (

MAX BLOCKS IN TRANSIT PER PEER ) . FHXFfdpid:, R —AN15 AT
BHEFREX R, B E—iER BG4 KIEX X ERPER, M
T ARVFX ST S E B, AR T EENG. B X
e X, X —d B2y — 5. BEEAH X
FERIR DAL, RO 1 X SRR, BN IS R — B RR AR
BN S MG 5 BRI A L

Y — I RELk, AMEBEANEEZK, XMEET S A
X HEE I A X R bR . iR — TR R E L Ly
B, ATRE A SEVR AKX, BeEBEL&KE—1H, nfRsik BT
MX e, HERHF GO, E# SMKIE getblocks JHEH LR, UK
Bl —ANinvi B, ZE I FEER R X FEARFE M X #R il
WEI8-6 7 6



Node A

Node B

< JNIL




B18-677 s I I X S A 2R X R [F] 25 [X B



8.8 T &A1t (Simplified
Payment Verification (SPV) ) i
=i

FFARPA RIS A BT S B XU . V7 22 LR T30 i s
THB AT A2 R AT R PR b, QR BE L h . TR . R
AARGFH. TR, BRI R SR UE (SPY) #1753 Al EA
FEEATEA LA S B IX RBERI IGO0 M HEAT TAF . IXFPIAL A & i 4
MRONSPVE ;- i el B2 2 ) i o B EUART T A58 FH G, SPVAS RIZ
WA R EE AR T R LA B R AR A e LB 3.

SPVAT A MEIX B, AN FERESESFNXRFPZHER .
e B A SIS E B X EE, KN RSB IXPUEER)1/1000.

SPVY AN BE A P A7 v 19l S AUTXORY 230, X2 1 EATTF A %0
B4 BT A8 5 I 5E 245 8. SPVAT AR R 5y I i FH 1 5 vk s A
AFE, EANTTETUROTETT R “HL T 7 PR X BEEA OG0 1 R 7l
CASE

FIANLIT R, RN Rt — MEF AT B, s
—iR LSRR ATE . ARV ELI . AL R, SPYVAT A
FEIX A PEAIR T AR RAE— kR TFEm A, mEREALf 1%
T AR A2 N SR IREL 7y BB M HR 7 . BRAR I Rh e 25 3 AT LU s i
FORIGUE— SR BT R BATAE, (HBA M A FE RS N A T
SO, B ANENIE BT IR 4 HAl T . A B TR AR R
#2357 QIEIH, FEAFEX AT B2 Sk HAb s T2% “ 8t



2357, WAKIEIH AT XA 2 G2 ZR A RIS, S 1
TR 2% 2 KN, Jf BB AR ER B
b o

18] 2 SCATISUE R 2538 AR XK P IR EE, AR R, KR
B — MIE B IXREER T R iE — 2RIt EE, KR
T X EREE LN Tal (3] — BRI 21 8T X B 0T X B e 32 5 2 ko

1M —ASPVW IR UE A X BEE (HEARIAENAL S » IFHIEKX
BREERIAT KA Ty HERGIEE R

fltn, — AN EER A 300, 0005 XEFHHEANL S, BEEMNZ
X H I 4h — B [E ) A TH X HE 1300, 0004 [X He4s B st ok, Jfg
SN SRR UTXOE S 22, 38 I A IATZUTXO A 75 30 AR SCAS SRR 5L 528
S e . SPVAY BN RIS IFUTXOSE i R S Ao #H Je s, SPV
TR SEZAZ G5 B E e X2 (8] fmerklefg 42 (UL “ Merkle

W7 BT EEAL KB, SRJESPVIT A EHAEF, HET S M

300, 00121300, 006 I /S AN X BB AEZAC 7 FiAE I X e b, i
ISEAZ 5y IR B AE 25300, 006 X B 55300, 001 X B2 R IGUEAS Z 1]
AR, b, WML R AR S SZ T 55300, 000X e, I
IR I TAEE iz B XAERL T AN, AR ARHE M S P,

5t ] DAUE B %A 55 AN A& XU SCAT

W —NAE 5 KPR EALEAE, SPVAT A RINNIZAE G A7 AE T3 IX
H, SPVAY 2l i sRmerk L e B A2 UE B DA B60E X B A (1 TAE =0k
B, SRIESEAE B IAEE . Al — N385 IAFAE 22 AT BEXTSPVAT A

“BRER” 1. SPVT fMZTCEE ) v] DLIESEHEAN S B AR E M, (HE A
AR 5 B[R —ANUTXORI R E SAT) ANELE, X2 R ASPYAS
RBE —BRTIAE RS e XN 2B SPYAT & fE 40 iR



55 By BROW B SO BB B o O~ 1 B AR S ey, SPVAY i 7 2218
PUERERIZ AT 5L, IS 20— Al S5 A IE R OBER . X
FEHLIE TR B TR E IR SPVAT  m R 5 52 B M 28 73 X BUal 5iSybil 2L

e BRI, SPVIT PEER B AT e, WA
[ P 5 Y R B IR P O 1T X 28 R R 2

LR ZHLBREIL T, BA REFERMSPVY mE 2% 22, B
FEGHIR TR SERMEAT 22 et 2 [ 4847t B R0 T . 249K, W EfR
UE TR %, Sl SEM TR 2 s AT e B X BRBE R 5 A

R SEERX T SRR IR BN AT PR T X
KARUE X ANUTXOE A B AT, MIMIUEAE 5y o T SPVAY & il i A &
PR B A X O e A T TH IR BERIGUEAS 5 o

SPVi miffi FH B2 — Sk getheadersi B, MIAZgetblocksiH B KRG
XHL o R H I R R0 57T S — Zkheaders ¥H B k1% 21820004
Eﬂ% X — I R4 SOREOT A X I R e A A X il o SPVAS A
AE G XA S p s LR E Tl Ess, %u ﬁMﬁﬁﬁﬁk%m
KRR AN Gy AT B b5 5 #i 2 il it — %k getdataffig Kk
T S AR — R G HE, %m%%@ﬁ%&ogﬁ%
)[R R A 8- 7S



Node A Node B

getheaders

headers

< J\IL

getheaders

headers

K8—-7SPVY w5 [F] 20 X B 3k

FT TSPV s 7 ZEEEHURF 5 58 o e MR IR UE RS By, IXFE Al 30 2E
TR 54 XCHVEETY MR — > XH N R 42 58 5 BT AN R )
&, SPVAY RN AR BE s K rT e o e i i 1 Bt RS 2 .



Flhn, R4 5 =05 R PR BRI SSPYV S B BB T iis SR i 4=
L ofE R, IF HAIHX AT 5 (5 230 FURs ik AR 0 10 FH 7 S Bk
K, M E 7 IR .

FEGINSPV R/ BREmR T mE AN, R MIF RN RSN T —AN8
Dhge: Bloomid €4S, H LAMRHLSPVAT SHIRRAA K [ in) @l Bloomid jiE
vl — AR MR AN &2 ] E AR JEHL],  SRVFSPVT s R 21K
L o5 B TEE,  [RII A2k i ik 25 W L8 A2 AT RO () Mk

(ESINSPY /R UG AA, B IR ARIRINT — A% A
bloomi e ({1 DA AR PSPV 15 2 MR . Bloomied g4 70 ¥FSPY
RS Y — AT A S P R A ] R i AL
TE TR B AR T A VS B



8.9 BloomiY g &%

BloomiL 4 i& — 4™ Fo ¥R H 7 IR i 1 O B ] 2L & i AN L AR A R R 1Y
BRI E L. BRI AT R R S A 1 R ORI AR AT
RIFEAL . FESPVAT KR, XA R XS &Y KRR H (5 B &)
K, [FRAE G b At ik

WAV HT BT, — LT P I S B i 25 5 0 ) B e 1T iy
PR WRARIRPEAE N ) “ B3 SRR, AET N, Al
W2 T HOKHK. Bloomi JEA I X AR, a5 7
HIBTIENS ? 7 IXRER VB 1 EEZ HTmS D i DR B iA] o XA 25 7 LA
HOo®RFEREELENZAD, i “Bl “5dy 47 i “ ‘7
kg o anRAb R D, 193] 7 2 AT RERg i hE, FRAAE 2
TR, EIXEEHhE E A Z T RMEE R IRAL AR AR, A
AR FARZE R RN 2 1T H SRR

Bloomid & #% AI LATESPVAY fidig € 28 7 IR AR, iz R Al LA
THERAVE AL EVE R B EHOR T . — D EH B AIBloomid €4S & 2E
R HERRI AR, B Bonz i R B L &2, W
R ugas LSRR 6, BEZHNMIR B R R, A48
B AT IR T W IR I 26 5 i AR AL 1

8.9. 1 Bloomid JE 28t il T4E



Bloomid g a5 I SIS i — Al AR (ND ) B (NG — 3t
BRI —AEO MEERAE D B — A0S R . XS A bR
B s IR AR TRINZ (8], 2808 5 —HER AR . I Hizek
HONHEVERR BT, Al 2 WA AT — AN FAH R BT oomid 18 4% 1 s il i
Z R BCAR BEN R e NS B [F]— A4S R o Bloomid i€ 4% A HE R 11 AR
% PEREEN R (N MR KB EE QD SRS,

EEBS-87, FWATH =N 7SO B A = AN0E Ay R BRI
Bloomizt Ji& a5 A N FH T B

KI8-8— /el LA Bloomid € AR (I 1, 43— 16ALI T BN =45 Ay

Bloomid i€ £ AH B — M EURIVIBE N E . B 1A 45 I 2B 1 oomid
JEAR T AT, kA EA REUEE — IR AL
A REEE G152 | — MNMEIRINZ B, ez (5 ikik
HNIEN) R ALH B N1, MImHERE Ay BRI fa e % 1 K.



BEHHIT T e ARiunEE, R/ —fE AN PSR, 4
M AR EE S 2 a5, — AN E MR 71, XA
BT “Id3k” 1 T Bloomid JiEas B .

E8-9& T M E8—-8 H T4 ZyBloomid JE 2 VAN NS R] “A”

Pattern

Hash Functions

1 0 1 OIO OIOIO OIOIO OIO 1 OIO

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

FEl8 -9 4 5B loomict I8 £ ¥R ISk ] “A”

BEINES AN St AL A ] A L L 2 AT 2D IR . SRR K VOB L A e
R H 2 J5, MMNIIAAENL, Bloomd JEds MITCR T %K .
T LR, ZBloomid JEHE LAY SCBER B AN, B R AN e A
BRI ERA TR C A 2L, XML T, A ERE

AR WA, BEE 2SRRI S EENAL, Bloomid g4k E
RLTEIBEIN LA, RERR IR R R PR T LIRS BT AR B T
PR AEH, AR DR B F I 2 S SR TE R FER.  HERRTE



Bk R 7 AR LS R (D s 24 D o &8
RAVECHAE 2 IS A R 210 E 2 1 O ] ASR Rt mf I - i/
OB N AT R s Ay bR 280UA BE 10 30 PR A S B i) AT PRI HE RA 1L

EI8-10:2 7 1 ] i% ] ZyBloomid Jiga% BN 28 — AR 8EiR “B” .

Pattern

Hash Functions

[£18- 1017 1% ] 53 Bl oomidf & 25 L0 In 26 —A>SK 63 “B”

SRR — B 1A & A IC R AE A Bloomid JE S R, FRATTE 2 e ]
BN ARETIEE, RS NEREFEHEAHR T .
FFTA S5 XS R AL AR N T 1, MIERIRIRAN B A 7] i g1z
JEARILS . ZATDAX —45 R A, ERINIXEFAT 1A 1] g & H
fi R EIs HRES SR . MHERE, Bloomid g4 IEVLERAE “WT
Rz’ o KE8-112— Mk Iesia “X” 2 A 1EFTdBloomid JE &% H 11
Bl o FH S LA B 0 E oL, B BLX AN B 1A AR A AT RE 2 VLR



Is Pattern Included?

Hash Functions

v v £ /
|_1IO 1 OIO 0|1|0 OIOIO OIO 1 0I1—|
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Maybe, Yes

B8-1175b Loomich JE Be R R AL “X” [AFLE. L5 2 — AN FIT
EE’ ,_T:Z:,EE‘E' “J@-[/flg;;

U710, AR IRATARN SR 1] T+ 5 5 B 45 A7 90, i B i o< i 1]
FERAEPE R JESS B, MILERERAZT B8, M2 —E. Wit
x‘%i}é UL EE “—EANR” o E8-122—PIiF s “y”

BAEAET T8 ZyBloomid JE2% H M BB . B HEAN 5 R BUR0, %7
&~ﬁmﬁﬁ@mo



KI8-127Ebloomid €& AR T, “Y” MIFEAE. SR — DU S
/—\EILEEEH uluT\E “QﬁXj‘Z_" 7



8. 10 SPVTH /i fa] {5 FBloomid JiE 28

Bloomid Jig % F T L IESPVTT fU M H XS SR 2 & CRIEL & EATTHY
B, AEPESPVAT FURPSER AL 5, AN 2 i e FL TN R B
o

SPVHT AU AIGGAL I JERR” N 27 S EZIRE T, bloomid JEASH A
VERCAEAIRE . SR S5, SPVT Rk 41 H B A JEOGER () ik, 25 B AT EK

F, e A I I AR A 4% ) A AR ARTUTXO Hh R B B e 735 A0 ) A 1y 775 T
LG IDRSEI . SPVAY ji R fa 4 Ho i 8 — N N 2BLoomid JEAS, DA
N XL K FE TS H, NBloomid e “ULE” , MASH
NN S v

NJE . SPVE o I 0 A R ik — ANy as s B, Hh a7 Es:
AR bloomid eSS o FEXTEEAR |, MR IMEANR S ks BBl oomidt
JEAR . SEEET AR PEb loomid JERI AL T AT & LA SR 4y, SHHRIULES, B

15
51D
FEANE 5 it OB R RO B AL AR P 0 BRI 75

22y
X
-
5

A

oo
=3

MaNZ LI (BULIERZD

&



B pr A X S A, W LA B Loomid AR K UL EC A PG 7, T
A%, OP_RETURN{H, 2544 A28 Bl 545 1R Bl R 2 BAAS PR ] AR R 4H
k.

LI UEAR e, X SRR R BT XS b Loomid €A% M BEAN 22 2y ()
the R SEIESILECHIAS 5 4 = KIE BT A

Wi B, oK H 1 s getdataif 2, XS4 K IX — P merkleblockiH
K B A 55 i B VT A B4 TE LSS 5 Himerk 1 e 42
(Z L [merkle_trees]) Bk, AJE, XTEERNRG AEAE HITJE
A VLR HIAZ 2 Bty B

AT 58 BT R ISPV RUKIE RS 5y, SPVT s BRI IR, FFAEHTIE
FAVL T A5 2 R SR HUTXOSE AR B il BE%E & 88T H L IUTXO04E
M, it xBiibloomid gds, LLILECAE 5] HNINIA ILHTUTXO/]
L. NG, SERET R AHTbloomid JE AR R ILICHIAC &, FFEEH
iR

W E Dbl oomid JE A% I sl AT LB IS &% Fil teraddif B R AAE B0
B e . EiEHRbloomid JE#s, W AR PUKIE — NI IETERRE B
KINAS R BE AT R I D8 o M ERAE 2, P DL R AN AR 2R, )
RO BRI B R IR B AT R I e A

BIP-37 (Peer Services)H5E X TSPV A I £8 WU A [ 3 JE AL
il o


http://bit.ly/1x6qCiO

8. 11 SPVTi S AIEaFA

SCHISPVRY Y RS AL EE BT R 55 e BT R A %, Ik
AR T ENSRETH 2GS MG E . SPYI Rkl
HARG P AN SR e i JE R S5 . 4528, e TR Rk
o

bloomid g s D AR I — R T e A EAT, SPVAY KA
AR A B B ORI AL, 36 O™ RS AAE L. PR, RIAEAE
FIRLIESS, O T I FSPV R 7 i ) JA B8 B EL 032 32 1) 6 FRIP2P o] 2% v )
9 RUAT AR I BEHBCER 29 BUAE SR T RSPV 2 7 Sim BB AL A R L



8. 12N FI\E iE

LU AR T 1) K 22 08T FH P ABAE AR T =7 ) I 28 45 R N i) . HLsEe,
EARr T R AR SEI AR BB L SE Bl 1o B ARIX AN A2 SE T A 1 FE L
AR @, HSPVT K2 — MBI ) @,

VE RN EL A T P2P N &8 B AA AN ‘22 M ) —Fh 73, B R 7 ]
PLIBIIBIP-150/151$2 LB (S N . Torf& i AP2PI\LEAI %

8. 12. 1Tor M & 1& %5

TorfURTFEZRE M, 2 DRI H AN, SR ftEs, An
AB R ARTEAL ) BE AL IR0 45 5 42 552 (AL B33t ) m o R 28

Bitcoin Coref@fft | ZFACE LT, RVFEIEATIEIL Tor W4 LR
= LR A . B4k, Bitcoin Coreidn] LA METorfami RS, TiIF
HABTor 5 A Tor H 214 B 3 45 1 15,

MBitcoin CorefieA~0. 12FF46, W BEWEERE B A Tor RS, 15 5%
H shFE LR I Tor IR 55 . AR & 22 Tor 3 HBitcoin CoredtF2AE N

BA R RR R 5 1 TorihiEcookie M iz AT, WM. H 3hiz4T .

fdi FHdebughs £3THBitcoin CoreXfTTor R4 MR, 41T Frox:

$ bitcoind ——daemon ——debug=tor

PRNAZEH EFEF] “tor: ADD ONION success” , F/sBitcoin
Core L& [A) Tor W &M T Bk ) AR 55



A LLfEBitcoin Core X #Y (docs / tor.md) AHESFhIEZZFE T k3
A Kiz{TBitcoin CorefE NTorFjE Ik ss 5 2 Wi .

8. 12. 2% S A UE A 2%

BIP-150FABIP-151 W Lty h ebeadt 77 S8 78 LU e T P2P X 28 H 38 i 17 %)
P2PIIE RN EE B SCFF o IXPIANBIPRE X T AT 28 1 By = A it
AT IEAR S5 . BIP-151)8 F 7 SCREEBIP- 151 PN 2 (Al I T A 8 AE
PR N2 . BIP-1503R LTIk XTS5 IE, o5 55 8 FHECDSAFI AL
IR 7 I S A HEAT S BRAIE . BIP-150 B SRAEIAIEZ BT, P A
FHBBIP-151 57 [ INE 815

B E 201741 H, BIP-150f1BIP-151A4&7EBitcoin Core® 5Lji. {H /2,
X MER O HZE D —AN Abcoinf) B AL LA T2 P 5 S

BIP-150F1BIP-151 0 ¥FFH F i AT iE B 3 2 A5 AE ) 58 2215 S ISPV
Uit , A5 FH 03 A0 B 3 36 AR SPV S - i ) B A

BeAt, n DU S Oy 38 uE SR G 3 m] 5 bR 07 s R, IR Lk 7]
Nt . ffa, PPN (CWUERTZ gD K hnom LAy mooxd i & 7t A
SRR A RH JT, R e 5 BB X 45 FH 52 1) 7 6 42 1 R I 42 AR
G

FrUEE X AEBIP-150 (Peer Authentication) and BIP-151 (Peer—to-—

Peer Communication Encryption).


https://github.com/bitcoin/bips/blob/master/bip-0150.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0151.mediawiki

8. 1332 Z ik

ELARE T R0 2 R LR AR S4B — A RIIA S Z M 21128, 45
PR A EAE Zy it o =0 s AT TR FH I AN KB B SR I8 B840 X 2 o
e, (HIE R XREEPTEE RIS S B, AP Bt 9 s )
XA Zy it Kl s AR L ) 2% C R UEIE RGRR N . & T )~
BRMHEAHE L.

55 58 2 BRSO BRIE , e AT TR N 1) 52 57 b 388 0 B A Q19 s AL
MITTALFE B 2

A LT U SEIUE YRS — A AL Zy it AR — A2 5 N
HRRANZ AR, MEPRMZHMRK, % IOLZ G =908
I A A AEIRSL AT Z it T EL A4S 5 BIAE B 2IA

A NGNS Zibd, ZFENREINIZ S, BB aR
MRLA Z 5 H T Gt (725) o AR LRI 52
POEATIRUE . ARISUER R, e MILAZ Hy it b R, IR 2
ok, LRI G IR IR R 58 % . I INAAE 2 it 32 5
K, EAEEIMLLS. WiRERELEHTRE PR H
EFTE R AEHPER D] IR R, — DG K RIET R
TIPS G ATEATHI AR AT Ty B 4 Ak, Il 138 260
SNLAZ oy BETEAT PRI LA

A G ANIRALAE Gyt (UG SEfED) AR R—AFMBAEAM A, JFARAF
EE K APEAE e CAnfEe) M. FHERARIUE, BRI 2% fE A
HIH BB ASEHTE W TRUE s, PINRER R 2 R s Bl 4 o



Lo A PR ETH H .

AL HURE T2 P i Y SE IR 4E 47— ANUTXOE U 2, tHFRUTXOME, 2 X
PBE T A R SIS . “UTX0 M &5 555
WAL, (EEREFTAREMEIEE. UTXOMAS R T38 5t AL AS 5
MW T, EAEVILE AN, W THUL A iR
A Gt 26 H, Ak B Py st EE 2] DUE I 22 20094F . UTXO9 A]
e Z BN, BEEAN—DMEER I NEIEERLE LK
AR A

52 Gy AR AL A 7 ARR B BT s (AL AT o BT U JA
Z i [ BRE R ], ANFETT RPN A AT REA IR K= . A S,
UTXOM AR A A2 48 I SR AR, DAk, SRS R TRJUTXOVR B Y 5 22
AR Ak, 3G MAINNLAL itk A5 RN 5y, UTXOMRZ
RAEE EHNEE 5.



9. 11841

X S 1 B 45 1 A P 272 5 12 0 X SR WS RO 0L 45
BEBSORAG . ST P IS (Plat Pile) , SURAFIKAE
AR HEAR R HRE B2 S Goog e g Leve | DB MR FEA ik
Y BE TEHE . (X Sl I B F O BE S K B2 L, 5 DX
HSRIIHT— NS, XHBEL BRI — MEEL, 55— X
SHRHTE I, R IR B 2 AT ROz b IRk
W SMFR K IU IR BT, BATE AL BRI
Wi “ERET RFORIC ST I MBS BLR “ " o “ T
B RFCR R XY

XPREAS X B SL 34T SHA2K6 N2 WG Ay, AT AR — e A fH . @I XA rE
A fE, PTCLRGIH X EREEF XS R X, R, AR LS
XL XX PG AE” FERAI AT — X (XX o
U, ARSI EF X RIGAE . XA X a3
- H A XIS AAE T F AN T — 2% — B ] LUB 2 28—/ X Bk
(B XEL) 1Y B4

BN X PR AR, HLENH 247X P 8401
XBLARRS [F]— X B HACIXBR, IF HAE “AXXBmsAv{E” FBUh A
AMFER (RIXB) BAEE. — DX ILZ A7 XA O
“IXBLEE X7 o XHUBE O GZEIPIRGS, RAE A2 ARXEL
PRI AR TR A 2xE (R “XBRED X D o &
2, AN TXRSENXEER &8, R fEs 7 “XoRgEn



X7 R RE AR AT RE S AL — A X, BRI ER A
7 AR, KRN XRG4 “RXRIEA{E” T BA
PAFi 1) & (A ME— A X B

AT XBCK B E “RIXERMAAE” 7B BT A= X R A 7 {6
W2 B T B . IR XH ) S b IR AR, 1 X B 5
rhn RS ERE A . S X BT B, ARG A {E K
PEARA . XA T IXERA XIS A E . T BOR AL, T 3L
¥ FET X PS5 (ER AR AR o T X R PR I o (1 K AR 508 S 3
fEPMX BRI “ XXM 7 FBOR AR, AR 1 AhX Beig
Aifd, DA, — B XA RZAALLE, XA AN R
ZXBRASAL, AR g Sz X R 2 X . 1B
EAFR R R R E R ERR T &, BTl MK IXERBE R A7 AE R]
PAALE DX SO R D) SEAN AT 3, 3t P Ry 11 22 2 1k ) — S SR B AL

PRAT LA X R AR 5 Rl Jo3 #4 3d Hh (3 5 2 BB 2 UK e e i e 3R
R e TMAA, HEEDIRRZATIAGE 1. EEBdE
RAE, MR AR RRE . B 7L E SRS, IRE BIRR 2
TRAF TR T ERAR IR EF I SE RIS 2 EXEREER, fiird)L
X BRI e 1 XCHVEE 7 O 51 R I BRI S B 2. oS
MXPAR LIS IRR LR . (B2, XN, XHRIEX
AL ERR, BeAR A RE TR . FET00N X BPUR, XEREEC
2R RaE, KXW Coinbasesl sy (BEFTZH AR MAZ S AIE
PAFo LT (—AHD Ja B XRBER AL Borf € I S, Kz
INFE R



9.2 XHsk

X B — R S ATFICH (XS IR A T 22 S B 2
BN A TR R S RS BRILR 04 K e 1
(1)K 5B X HSk 8047, T T 4495432 55 5 /b 2250
T, TS A KIS @ IR0 B Bk, — AT
A8 M5 K LK Sk R1000f% . 671 HIR T — MK Hesdh b,

Size Field Description
4 bytes Block Size The size of the block, in bytes, following this field
80 bytes Block Header Several fields form the block header

1-9 bytes (Varlnt)  Transaction Counter ~ How many transactions follow

Variable Transactions The transactions recorded in this block



9.3 XHuL

Xk =H X Poc B s, & 45 A X Bers B %K
fi, XA TRz XS XY — X B E . 55 4ot
Bys, RUMERE. WSRIEAMInonce, SIZH e MloC, VEWIZH &4, 5
= e merkl e MR (7 HIRAT R0 2 45 X B I aT 32 5 15
WA o RT-2I8 T XBSKHIHHR S5 o

Size Field Description

4 bytes Version A version number to track software/protocol upgrades

32 bytes  Previous Block Hash A reference to the hash of the previous (parent) block in the chain

32 bytes  Merkle Root A hash of the root of the merkle tree of this block’s transactions

4 bytes Timestamp The approximate creation time of this block (seconds from Unix Epoch)
4 bytes Difficulty Target The Proof-of-Work algorithm difficulty target for this block

4 bytes Nonce A counter used for the Proof-of-Work algorithm

Nonce. XMERE H AT A8k F 20 188, 2 M R AEFZ & i)

wo



4

<]

gizﬁﬁﬁﬁ X B3k ve 758 F0)
R E

X E EAR AT 2 T RN G A, — @i SHA256 F2 %] X ekt 47
TIRMEA T EIM A RI BT RS PR A 32 A A (AL RR A X Heny
Afl, HRFEMAERMKAIRE: RYCSKBAE, FARAE XIS T
. B

111:000000000019d6689c085ae165831e934f F763ae46a2a6¢172b3f 1b60a
8ce26f &2 — LUK i X B X PRIG A . X ERIGA(E T LAME—. B
B HOAR U — AN X R, ELATART 75 i aok 7 B ) X e Skt AT e A T 5
H ] ASH ST H SR % X B A1

THER, XBSAE S IS EX RIS, ANERZ
X BRAE R 28 EARSmIN,  S0ER e AR DB A — BB 7 A7 Al AR 21 R
HIZR AMEAEAB B B o AHB,  IXBRIE AR (E 7 =41 X B A X 28 4 R
I ERAEA Y RTHSR R A KBRS A5 (8 T e VR N X BRoc B i —
MR BAFAEAE — DL R EEE R, DU 2R 5] A1 S PRt AR AE A
RIX B

o5 AU X B 7 ORI 1 XA R A L, B “ X
JZ (block height) ” . ZF—NXH, HIXIRERE N 0, F A4
)
000000000019d6689c085ae165831e934ff763ae46a2a6¢172b3f1b60a8ce
26CFT 5 M Xy F— ANX e, ik, X)L b7 Spk R
Al KRG AEEE X DRSS — X b
Y DXCERAE X R AR LU AT — X “” A — M B, g T, —




MNE—AMESEHME T2 . 201741 TH X B k2 &
446, 000, i 224446, 0001 (X B 47 HE B AE20094F 1 H B ZE 1) 26 — A
Xz I,

MBS HAEAFNAL, XBEEIFAEME—FbRRTT. BRI
—XBRERSH AU, EER X EE, BRI
S, X IS SRR A R X, AP BLE
X LRl BeA A R A X B, AE XDV e aF ] — L B . X A
“IXHUBE S X7 — T AR . XS AN 2 X R S5 8 11
—Hgr,  EIABAFEMAEX IR . 2 SRIOR B EEE T2 X B
I, 2ESHARBZ XCRAE X AL E (XD o XERE
BRI A SO AT A — 2 51 B R DM U R L

PR — A B XS 75 fBS 2 B mE— Rt — MR E X, —A>
XBth SR AR E XS, B2, — MEEMXRGEIFA—E
S REME—HI R — AR X, SRR, AN T 2
X BBV 2208 1 X ) — M B 1 5 4



9.5 Xk

X B B 28— A X B F-20094, #ERRONBIHE X B, &2 X P
HmprA XRE LR, XEWERME—XER, FEEE A 5 R,
R AERR BA QT X B, DR A DX Bt w31 B ARE T 2% i 4 A
B, bR RS T 2SN R X, X R R A
XA AR, BT SHS “CEniE” QI X REAE . 4

P AR A R — N S . BRI, AT S A X U
NXPEERE X, A T — 22, AEXEREE. /£

chainparams. cppH Al LA G0 H X P g A 21 ECRF A% 0% 7 b L .

QI [X R R s 7 {E A -

0000000000
19d6689c085ae165831e934ff763ae46a2a6c172b3f1b60a8ce26f

PRA] DUAEATAR] DX e 30 U X i 48 20X A X RIS 758,
blockchain. info, RERI— AR X— XN EF T, %00 [H K
RS T IR X s A A

https://blockchain. info/block/000000000019d6689c085ae165831e9
34f1763ae46a2a6c172b3f1b60a8ce26f

https://blockexplorer. com/block/000000000019d6689c085ae165831
e934ff763aed4bal2abcl72b3f1b60a8cel6f

FEATAT 0 LUARF T AZ 00 %5 i -


http://bit.ly/1x6rcwP
https://blockchain.info/block/000000000019d6689c085ae165831e934ff763ae46a2a6c172b3f1b60a8ce26f
https://blockexplorer.com/block/000000000019d6689c085ae165831e934ff763ae46a2a6c172b3f1b60a8ce26f

" $ bitcoin—cli getblock
000000000019d6689c085ae165831e934ff763acdb6a2ab6cl172b3f1b60a8ce
20f

{ "hash” :
”000000000019d6689c085ae165831e934ff763ae46a2a6¢172b3f1b60a8c
e26f”,

“confirmations” : 308321,

"size” : 285,

"height” : 0,

"version” : 1,

"merkleroot” :
"4a5eledbaab8913a32518a88c31bc871618176673e2cc77ab2127b7afded
a33b”,

P [
"4a5eledbaab8913a32518a88c31bc871618176673e2cc77ab2127b7afded
a33b” 1,

“time” : 1231006505,

“nonce” : 2083236893,

"bits” : 71dOOffff”,

"difficulty” : 1.00000000,

“nextblockhash” :
”00000000839a8e6886ab5951d761411475428afc90947ee320161bbf18eb
6048”7}

G X BB & — DR S B . 7EH CoinbasesZ Zy % AN A AL & iX
—A]1% “The Times 03/Jan/2009 Chancellor on brink of second
bailout forbanks. ” iXf)ifE&ZebE L Y RIS SCZEZ AR, 5] HIX



A, BRI XE AR TR A, B AT AN A T DU SR R AT
— /NSRS D B E B, FIR AR AR LRk R, —
Y wi BT ARAT T S BT T B AR 2 2 o i JE o Y B T R RIS
FATE IR AR X P



9.6 XIREEREMNXREE

FOARE T AR 2715 RUZEAHLORAT T X S BT X PR i se B I A .
BTGB P2 A, 2 DX R R A I B A 2 AN i 588 F 197 X
o AT RS ZRSE AR XHU, B IRIEX X, 285
PRI X O o YN ANERE, D R AR AKX
BT T AL DR “ R IX RIS AR

RN, Blin, — A AR X B A A 277, 31440 X
o 1Z0 RUATE R G — DNIXYONEE277, 314X e, XA X B IX e
SN UEECEIEVSE

00000000000000027e7babfe7bad39faf3bba83daed765f05f7d1b71a1632
249,

SRR LURE T i A8 Bl 38— i X B, i IX Bk an h
o



"size" : 43560,
"version" : 2,

"previousblockhash" :

"00000000000000027e7babfe7bad39faf3b5a83daed765f05f7d1b71a1632249",

"merkleroot"

"5e0491f4030e0ab2debb92378f53c0a6e09548aea083f3ab25e1d94eall55e29d",
"time" : 1388185038,

"difficulty" : 1180923195.25802612,

"nonce" : 4215469401,

ll_tXll . [

"257e7497fb8bc68421eb2c7b699dbab234831600e7352f0d9e6522c7cf3f6c77",

[... many more transactions omitted ... ]

"@5cfd38f6ae6aa83674cc99e4d75a1458c165b7ab84725edad1d018a09176634"

]

-
FRXH X, RS CRXBREA{HE” FRIERRHEEEr

RKXBRIGAE. XA R CHAImEAHE, Bl 2773148 X B
S A (H . MOXANHT X B XA B B E — N B 5 X B, Rk



AR XIS LIY R, A X RN 2840 B, X
BEAR KB — AN s 277, 315, B9-18 R Tl “AQ X s 758 ”
FEHHTERE = A X AL






19— 13E L 51 FH A ThT A X bR Sk e 7 32 1 e [X B



9.7 Merkle #

XPgE P B REA XBAEL S 1 B T XA A 5, H BAMerkle
RN

Merkl e & —Rimg Ay — SR, e — M AR DR T G4 A B K AR L
P e BN MBI S F o IR SO S INE IS A fE . ARIE W7 ETH
SEHLZAAE b O R AR — PP BAT 0 SO BE Sk, (B 44
B, M7 RN ERER M7 ERENE, RafRSE
TR A BN B

TELLRF MM ZE . MerkleM # I RIHGN— M IX P I E A 5, R
BN BEG BT IRE, BHIt 7 — Rl X g BAAERAL
G EROER . BN TR B i Merk L e 75 T35 VA HhuGE— 56 15 i 34T
WAy, JREHTAE BRI E A S i B Merk et i, B2 K — A5 A
TR, Z R REMerk e AR o 7E LA i IMerk 1 e b A 9 v £ FH 31
TSHA256 %k, R H N 75 B R N double—SHA256 .

NN TC R SN JEdE AMerk e B, RELH5H2%1og 2™ (N)
soliete & HE R R s e S EZM , KRR AR

~

i
y\
=L

Merkle B2 H A EAYREA . £ FEIFIT, FATMAL B. C. DI
AR EMerk e R IHHRI22 2 46, GHFEI9-2.



B9-21F S e B Hh 5

BT BIAE 38 3 A EMerk Le b, T Bz e aifl, A EHGE
T E A AN )95 . XX EEHF Y SRl EH AT, B HCT
AHD™:

HA = SHA256 (SHA256 (Transaction A))

R FEREPIA 715 R IS A {8 B DR AE R EAT I A, X 15 B
JERIRGNA T . Blan, N7 BT RHABT, T AL AR
SR BERT PN 32571 R e 735 (LA e B R 647 19 B A4 HR o BB S B 4
AT PR VRIS A5 R 77 A2 A s IS A A -

HAB = SHA256 (SHA256 (HA™ + H"B™))

BRI 3RAE ELE AR R TRES ) — AT 5, EMerklefRe 772E[32
TR EAAMEXDL, R 7 U35 KA BdE. K92k
7 1 AT o Y RIS A AE TH R Merk 1e A4 AR



KuMerkle b2 — X0, Fir DL @ ZERECN 35 sl R A 4K
A3 o it BN, A ke 58 T e O — oy AR AR ER A 1
s XAEREC T AR AR O PR . A 93, C R
B T — 10

B934 fill — Ml Jo & T LUSE OB B Bdl o R

H1 DU 52 5y iy igMerk L e B () 72 [RIAE3& - ME R AE 2 B E ) &
MerkleBf. FELLRFMA, ERAXBRAPAA M E LT R3S AR i ik
(), IXEEAT 5 #R 2R AR TR A gk, 7oA — MU 3255 1Y)
BElE AMerkletR. 7EE9-4r, 1REFE W—MNI6D5 5 RHIH o
LR, REEPRRE KRR 0 R AR, SR b
EATERES2 T RIMFE KN BRXIRPHE — LGB EH T
Z» MerkletR i LT 2 5 N9 N327 5



F9-aMerk e & 1 ¥ 2 BT R

N T AEMIK S A MR IO 5, — /N R 5 Log ™2™ (V)
ANBRZEAT MG AALL, TR — A AR 58 5% SRR O IE B 5
MerkleBS AR BITT. BAZAC 5 SR RO SRR, SR RITH LR B8 5
WA, FUAHN TS BHOR IR, DU A2/058 5 B R
B 2B YE £ . (15 LA T 17 A AL R A0 =2 — S 1088 % 1240
AT (3207384559 [ERFE, HGEW] T fE— /M E R AN S
b T58 5 R348 58 B (A

FERE9-5m, — /N SRR A I A i — R AE AN 32 R A E K
(128771 [PMerklelg /%, SKIEHAXIFFLE— ELXHK, ZBE
FANGAE (EE-5F HE AdsyE) HL ™. HIJ . H MNOP Al

H ABCDEFGH™ o IR AN A (E = A PINIERS AR, FRE I TH & 53 4 %)
A EH KL, HTIJKL™. H IJKLMNOP FiMerkleMHHR (£F Bt e £ b
D s AR SRR KT (FE R gk EbriE) LS fEMerkl et
.,



________________

-

i HiKLMNOP |

HABCDEFGH

Ha {1 HB || Hc |{ Ho || HE [ HF || He || HH || Hi || H)

K95 F Tk B AL & 2 dE Jo 3 merk 1 e 2545

Bl 71 RS AE FH 1ibbitcoinFE I — S B BIFE Y, s T 515
A A ARG E R MMerk Le i Rt 2

#19-1 yitiMerkl e
link:code/merkle. cppl]

B19-2 7R 1 9 1k DL S s AT Ead D JE Ry 4R
\ # Compile the merkle.cpp code

$ gt+ —o merkle merkle. cpp

$ (pkg—config —cflags ——1ibs libbitcoin)
\ # Run the merkle executable

$ . /merkle

Current merkle hash list:



32650049a0418e4380db0af81788635d8b65424d397170b8499cdc28c4d27
006

30861db96905c8dc8hb99398calcdbbdbb84ac3264adelb3ebbatfalbecee754
Oc4

Current merkle hash list:

d47780c084bad3830bcdafbeace035e4c6cbf646d103795d22104tb105014
ba3

Result:
d47780c084bad3830bcdafbeace035e4cb6cbf646d103795d22104tb105014
ba3

Merk 1 et f) e R E 75 22 5y KR RIS N i AR A5 57 H B B RO TN
TUEMI X B AP AFEAE SRS 5 1T BT it A uMerk 1 e %A O 204l 5

Number of transactions  Approx. size of block  Path size (hashes) Path size (bytes)

16 transactions 4 kilobytes 4 hashes 128 bytes
512 transactions 128 kilobytes 9 hashes 288 bytes
2048 transactions 512 kilobytes 11 hashes 352 bytes
65,535 transactions 16 megabytes 16 hashes 512 bytes

MR LA H, HXBK/NHI6EAE S (4KB) SR 265, 5355
2% (16MB) B, SNUEBASE G A7 1E Merk ] e B A2 B 3 K AR L 22 1,

PUNLMI28F AT 2512777 A [ Merkleftf, —AN17 RiBRHEL T #IX
Sk B0Fi /XY, AR JEiEIE AN R B — 25 /N Merkle B8 4%
SLEEWNIE— B 5 KIAFELE, AT EA el L REX I K2



WA, XEAFAREA JLDGRIRADN . IXFP AT 24— 26 s B IX
PRI R, SRR B S AT IR (SPY) s, EATRE T #HEA
X BeififidMerk] e 42 K B0UESL ) FIAFAE o



9. 8 Merklet F 4] B8 S A} U6 HE
(SPV)

Merk1e s #SPVY f 28 F . SPVATSAIRAE T L 7y A 2 3
X, AULGRAE X Bk . EAME VAR B E Merk ] e 42 R B Ik
AT X, AN N X R T A S .

filhn, —ANSPVT AR 03E B AR HR S AR i Hhk RIS 20K 19 3 AT
T AN A A B B b loomid R RS, R R &
H AR CRE ML FI5E 5 o XTSRRI B 352 5 75 Arbloomid JE4S, &
¥ DMerkleblockiH B FITE R KIZEIZIX B, MerkleblockiH B AL E X B
SKAN— 25 1&E4E H AR A 55 SMerklefR fiMerk 1 e 42. SPVAY s REWE 18 F 1%
AR BN 51X Z AR X B, T I uE RS B X H AL 5 A G
SPVY £ [F] I 4948 FH X Bk 25 S0 I X B Fl X B Fh i R X e, X o
KEL, o HEXH. XX EEE, 5] LIRSS 5 /A5 T X Bk
i =2, SPVH AL 5/ T 1KBAIA 5% X ek fiMerk 1 e B8 4% i %k
W, HEREL AT (BRI RLEIB) DT —TF 245,




9. 9 Eb Ry T R X X SR

RATge AR, A2 A X EEE.  20094F1 H3H H
Satoshi Nakamotof# [ “FZ” LRFmELEE, BIARZEW 7T AITH X
B EI 2%, BRRN =T S b HoAm B T I0 b i [X Bk
B IAERI A testnet, segnetfliregtest. AMKIKEBEBERE -

9.9. 1Testnet—— 4T M HI1REE 37

Testnet & TR X Bk, WM TE M EFK. testnet@&— I
REST A MITELEP2PIN 2%, BLHEEREL, MIHALLRFM (testnet) , #2H°
DL AL EF WA HAhThaE . Sebr BeE M EM A A X A
testnet MAZZLUYMAR, FZIEAMERL BN, ARAT NHETT LAY 25 2
ffiFfHtestnetm) »

AEATIT AL LURS T T B T A7 BB O R BRI Z 1 Yo fE testnet
AR AT IR IR AT LGRS T RN B e B R R R T 5
BBk, Bar LR LS %52 T AR R T 2S00 R AN

ST, ARFFNS MMM EM 12 AR S . REFEREFFKER
WP, (HIE A NS % & (GPURIASIC) fEtestnet 420
XN T HERE, S HCPUIZH AT BE, SEGRBUNNA MR WX, DA
BT MMIHEWR T H—E e, el mIitARZLME. 4R,
If AN Hhtestne t A ZUHE AR IE I BB BN aR X RS B, BB AT ME T i
B



HETH testnet i FR Ntestnet3, s&testnetH I = KiEAC, T201142
HEJR, BEE 7 ZAiftestnet LSRR,

THICHE, testnet3Z& M RXBUEE, TE2017THAIEL20 GB. 584 [P
T RAARIETE, F5HERTHEIERE. EAMEETH, A
& “BER” . BiTtestnet WA — N TEMREBREBIT AT
I ERINLEAS (Blhn, VirtualBox, Docker, Cloud ServerZ®) .

9.9.1. 1/ Htestnet

8L S HA TP —RE, Bitcoin Coress 4 fE testnet
LIBATMAR R EET M LigfT, & RS TR 2y IFis1T
— N testnetd T A,

R FEFtestnet L5 sIBitcoin Core, MALETTMES), &AL
{fiFHtestnet 7%

$ bitcoind —testnet

HEHEF, BNiZEFF, bitcoindIEAEEIAbitcoind H 31
testnet3¥ H & H M EE— 8T 1Y X Bk

bitcoind: Using data directory

/home/username/. bitcoin/testnet3

FiEFibitcoind, B LM Hbitcoin—clitm 47T LH, {HREE{ZHEY)#H
Fltestnet B :

$ bitcoin—cli —testnet getinfo

{



"version”: 130200,
“protocolversion”: 70015,
"walletversion”: 130000,
"balance”: 0.00000000,
"blocks”: 416,
“timeoffset”: 0,
“connections”: 3,
———
"difficulty”: 1,
“testnet”: true,
"keypoololdest”: 1484801486,
"keypoolsize”: 100,
"paytxfee”: 0.00000000,
"relayfee”: 0.00001000,

7”7

” ”
errors .

}

AT DU FH getblockchaininfofim 2 Hfith testnet 3 X B I TEAH{E B
FFEZE I



$ bitcoin—cli —testnet getblockchaininfo
{

“chain”: “test”,

"blocks”: 1088,

"headers”: 139999,

"bestblockhash”:
”0000000063d29909d475alc4ba26da64b368e56cce5d925097bf3a208437
01287,

"difficulty”: 1,
"mediantime”: 1337966158,
"verificationprogress”: 0.001644065914099759,

”chainwork” :
”000000000000000000000000000000000000000000000000000004410441
04417,

“pruned”: false,

"softforks”: [

[...]

fEtestnet3 I, PR AT PLIEAT 8 F HAE 5 AR ZL S B 1 4515 AR sK
ISFE 2], lanbted (FHGo4wE ) Flbcoin (HJavaScriptwE) -



TE201794], testnet3> HFEMMI A IIRE, WHEFELE T ML L
REERIRE S WAE (Segregated Witness (I [segwit]Fe s W iuE &
) ) o Kk, testnet3 ] TS B WAEDIEE

9.9. 2 Segnet—P&E S WLilF I X 4%

20164, JAZ) T — MRk & IR N 2%, DLAS Bh I Al b 2 L
iF (R Asegwit: Wsegwit]) o iZMNRAX HEEFK Nsegnet, 1 LA
B iE4TBitcoin CoreMIRFIERRAS (732) KiEHE.

HT &K segwitivii | testnet3d, KL JERA A segnet kil
KsegwitIfE.

FERER, BATAI e F BIHAM L 1T -0 5 Th A8 Bl T 2 204 B 2
(Usegnet) MM 4 X HLBE

9.9. 3 Regtest——A<Hh[X Bk

Regtest{UK “EIHMNA" , B MMz LG, RFEEIEAH
X Pt LLEEAT IR . Htestnet3 CEZ—AA AL X P

) ANFL, regtestXEREE B A/F NAMIXNE H R Gtis T EM
S E R Sregtest KEEE, QI —PDAMAQITEIX B, fn] Dok H
b IR, BCE A AT S AT e kB teoin Core
Bt

Frregtestiiz FEaIBitcoin Core, A PUF Hregtesthnidi:

$ bitcoind -regtest



A% Ftestnet—#%, Bitcoin Core¥ifEbitcoindEil H X1
regtestF H 3 T WG — 8T 0 IX Bk

bitcoind: Using data directory

/home/username/. bitcoin/regtest

TAE A 44T LB, B FHEE Eregtesthifio.  TARIRKIK
getblockchaininfofin 2 KA Eregtest X Hps:

$ bitcoin—cli -regtest getblockchaininfo
{ “chain”: "regtest”,

"blocks”: 0,

"headers”: 0,

"bestblockhash”:
”0f9188f13¢ch7b2c71f2a335e3a4fc328bf5beb436012afcab90blal1466e
22067,

"difficulty”: 4.656542373906925e-10,
"mediantime”: 1296688602,
"verificationprogress”: 1,

”chainwork” :
”000000000000000000000000000000000000000000000000000000000000
0002”7,

“pruned”: false,



[...]

AT LLE R, IEEAEMXE.  iEFANIFRTZ—5 (5008 , L
LIl

$ bitcoin—cli -regtest generate 500

[
"Tafed70259122c2bf11e406cb12ed5¢0657b6e16a6477a9f8b28e¢2046b5b

alca”,

"laca2f154a80a9863a9aac4c72047a6d3f385c4eech441adaafabacaalda
dal4”,

"4334ecf6fb022130fbd764c3ee778fabbdb3b4add1950eae8a91f1f5158¢
d2d1”,

”51951d34065efeaf64e54€91d00b260294fcdfc7f05dbb5599aec84b957a
77667,

"43744b5e77cldfece9d05abbf0e6796ebe627303163547e69e2755d0f2b
93537,

[...]

"6¢31585a48d4fc2b3fd2552114515b18aefb59d0def82bd9c2185¢4ech75
4327”7

]



ZHE T A XL HFE B LR, X R T DMR R & st ATk iR
BRERERERD, KB REHFE 7 Hr4001 X B i) 22 5
(CoinbaseH )2l ZiF2 i 100k 2 J5 A GEAE o) -

$ bitcoin—cli -regtest getbalance

12462. 50000000



9. 104 FH MAREEHEAT FF X

BitcoinfHI &M X H4sE (regtest, segnet, testnetd, PAMTTM)

RHRF A RIREE T — RIS . B H K R Ol 2
AN AR P, e, S, F R 55 IS N
BT, ER RS FAME R ASESE, 58 HNRX R
FEMHEATH K -

] DS IR X B R L R E . R ER, SR A
KA. —BHEESTAE AL F2R, EU# ] testnet, B
A 5 B5 A MBS ISR, FR3R AL S 2 A AR A B A
o wfa, —BEEBWMERMAN IR T/E, 15U 20 2= M LS A =
HE. U TARE, Sult, HiREEERER, HRENRENTR
Eil, Hcftregtest LEBERNERE, G testnet EHHATINA,
e JE SRR .




10. 1 &4

“PENTT XA RS R IZE SRS S E IR, B2
R MIBRER R R SIS X RG22 .  EIRIZH RENE 3R
1SRRI e, BFZH 8 32 H B AR XA Rl = A8

Mo WERE R RIEIZH POV B M RE, W20k er m R G i
REATBC ) AFNZ SRR B bR, 120 IREZEHZIE 1
L ORIEEA S, B IXRELE], 255 RIS E/ /iE
o 120 AR M SRR, EBlE PO er) 2 2l

i, EP2PE Y BT T B kAl

IR TR T RS A, JF HAEBCH Th R BUIHLR IS D0 T S
T EMETEENIER. B mRAT MG SRR LT s 5 M
2% 2 R — BN THRI, RIS SEEL 7 5T moRAT

. 20 H AR EIER R . XRBUIILE. 20— —
FRALA], IXFRHLEISEIL T & O 2 4

W TANT SR UERE BB AL 2 A B O SR AR DK 3 F . R0l A
AR HRA “a2dR T HiR, BAXIEAESHEN AR
B H AriX B N R AT A AL 5y, X AT G AR s I 21 X B
o BATHEE S XN B sl XEsE Ersg 508 “fiiN”
(confirmed) &5, ZH&L “BiN” ZJa, FWIHAEE A BB IED:
e <2 5 rh A3 B LR o



B TAVESZY R h 23 2P AR A2 0. A0 X R m 2
Jil, AR XA EZ S AL 5. 9T RRIRXER 5, 4 LA A
FERC AR TN e A FLE BB, IR LR R ) 2 S AR AR T IX
e, AR TRITHFRE TAFERUE B, #ohon” “TAEEUER” . %
SR B 5 P HILAR DA SRS A B X BB AT 28 Z il s LA, X
R R R AR A

LR T AR O AR PR AT, =2 DR E R R AL 4 15 vt o
I, BT RESENZ SR RS el 2k
T, BT A T BRI ERAT AR SR kAT R . T I A
— XA B LR MR KL RIS (BRI /2 RE210, 0004
B b —F . I N20094 1 BN XA 504 L i, SR A 2
2012°F 11 Ok R X P25 thRE . 2 J5E20165E7H K
RN IX 12, 5N URE . SR TIRANA =, R Mg 2
JhAFEET Rk, BELFI21404F . BN I B ELAS T

(20,999, 999, 980) 4 AATEE. AN E2140E 2 5, S
ALy e,

B IAIRN BRI 2 . BEX WA RE T —BXSW, o
VOB R L R A A = 2T R “rEl”
BIX Ry LAl ARz X R B S a2 “/hek” o Bl &
EVHE TR0, 5%E A, K d ot U5k B Y20 Frs Y Ly
M. SRIMTEEETZH 2R As g, PLRAEEA X5 128 2 Bos
B8N, 2o PRAENT Tl b A B R B BRI . AE21404E 2
Ja, PRI T #H B A2 5 T i

FEART A, FATSER S L LRy R B R ARAT AL, SR 5 R T 92
Mt EER)ThAE: S LURE 22 a0 25 AL R SR



NT TR AR, AT ERMALiceIE 5, VLK FIgRIA T.Jing
AT BRI Y SR A AN IX B SR, AT TREAREEER R [X
BRAIZH, AN IXEEE, ISR EURE R 284252

10. 1.1 EeAEHEBrFEME me)iE

R BIE BT X, EOARE T DA —N 1 RO E A I 1 1 ol R 4 1
Ko KRB AE— DX, X #EEE e 8E
MEEIE AR R . BIFR210, 00048, KLAFER44, TRMA
IR ER50%. EtLREmia 7Rz — A PUES, B IXEREANE 50
ANHTELRE T

2012411 H, Lo MR AT T R BRI 2 B X 25t i . 20164F7
H, BB, 5L M/ X He. 20204 (AN, o mt & 78 X
630, 000, ECRFFIX T FEA6. 2500RF M. BT B R AT I 2 LAFR £ g0t
17321k “%4y7 , HFEES, 720, 0008 CRAEITEIFRK) , AFH
FEM SN MARALL satoshi. %, ELI693TANXZ G, Fr
A HIFE 2,099, 999, 997, 690, 000HE LUAF Tkt & fB AT 5e e . tm 2
Ui, F2V40ELA A, SAFERGL 2, 1005t m. G, HiX
RAFHAE R R, TR REL S %, B10-18R T
TERATIREARWIFACHIE DL T, A amiEE SN ER AR,



Bitcoin Money Supply

20,000,000

Bitcoin Created

1102010 11720145 1172020 1172025 1172030

Time
F10-1 EBRs kAT SRRl &

TR R M2 AT B KB Bl OS2 22 i LR . #ESK
-8 LN I T 4 O & vk il (E e oF TTE ] 9] e X S =3 N 255 R S
T RRATREREEZHITR, EFEFEOLTARAT B 'R N .

EBI10- 1A s, BATHE 1 LR m e kAT &
B110-1 LA iR AT S B A THR A

link:code/max_money.py[ ]

Running the max money. py scriptitB T ia47 JIAS B % H 45 51

B110-2 Ton bR A i) fan


https://github.com/bitcoinbook/bitcoinbook/blob/second_edition/ch10.asciidoc#max_money_run

$ python max_money.pyTotal BTC to ever be created: 2099999997690000

Satoshis

B IRIF H R AT 3 g i 1 — R DUIE AR 1 B AR 2. 7T
R R SRARAT JC R I BRI H Ok, i B AR T3 7 Sz A 2 DR A5 A 1 H
Pk .

I

I BT Hoase sl — A 45102 — b S SE g (1 R AT 3 S ek 1) B
MAEATH NS SR TSI B8 (RFRiEE) o W& — Ml Tt
AL RN KA LR S S0 5t IS E ISR . e 5l &, kil
76 L RS B T B 5 I ) ORI 5K

V2 20T A R P I A 2T /& — PP e an T AR 2238E 4 i R HE R 25
ROSAE PRI g 3, AT s = Rk, AT iEF D
M, ERfEHE. XMARTSF T HAZS “RENTHE”, el
NAET R 5 38T RS .

FORs T L ATV A S AR . ), AT IEE 5 F K
SRR R R O X IR — R0 fEiR T, BT mseEa a]
REMTCER B BN oK), BRARE R TR Rt 2R R IRME
BRI, D GrARMERE AR kI M EERE T (38 4 A2 7 R 34
ol R, EEE R UE HAT T A 5 AR

IR ATV APS B N PRSP Ui 7 ) S F O (i i S S W T
(EANA R AR, X — MR A, ST ARAT AR
MBI  o5 N CEASBURZ N R0 AN o BUFEER] T



TR T Zp 52 0155 RAT B FE A, 2 )5 Al e = DM AE# & F AN
fr, W AERKE 65

FORs T IX A AN & Rl 22 B PROE LR 1T 51 S 3@ 4e, A2 15 2 91 R AR R
i, R



10. 2 ZHfbIEiR

EE—FREATT MR 7 XYEE. w] LUK XBREEE AR — Ak 28 5
NI ERE (B3R, R MM RS2 5 HAICRERZ X
i, WEEF AU A B BUEE 3 .

(EAEANFEAEAEM AR N, LU iR b e 2 553 ik
JEAHER — DM A BIERIE? P eSSt &2 gefikomi+— A
CrANUENLAE, AR EE O LA S AL AR 45 5 AR 55 R 98 UE I AL BE P A7 (122
Tro LLRFMBAT O, JLFPT A3 58 B JARA — 2 32 ik i)
A, XA SRR AR BB 5 o XHBE AR i — oL
QUER, "2 EURE T R I P 5 R BRI SE 58 i . ]
TEULLLRF T R PTA 0 R AKESEE Y R R ANRRE 1) X 243 45 P
G R, RARHRMENSERIFLES 7HE—- DRk, X

R 48 LRy T 28 ASKEE LR T8 R B LAR

HHACHR 1) 3 ZUR B X M B e B R 3L (emergent
consensus) Al XM EK, ZIELIREAHBMRTERA, FALR
KRR, VA BRI RSN E R 2. Berg gD, BT
MST T RIE S AR RS P A B E R IE R . A L
Femjgte, BfEhem. 5. AL EAKEE R DA AE R R %2 4
BT SEHR R T IX A K

PO T A8 25 oA 3R TR Eh Pl X 288 74 e R 4RO SRR AR BLAT P T
4

N -t
=

> A4 AR A PR A S AT I R



> JEE SR AR R SRR S, 1207 R S Z il ST Wit
HrIX B

D> BEANTT ST AR BT X R AT A B I A 2R i [X B

> RN RS XERBEREAT AL IR £, FE TAREUEMINLA] Mk Rt T
TR R ORI X Bk

R TORIJLT R, JATTR AL R, 1 e AT I anfa A EAF
MR M H IR, N EE T AAEH EH SR 7]
& AIFHEIKEIA



10. 3 A2 5 KIS R

FER6EL H T, FATRE VP A I ERUTXO. SR 0 I 10 A Bt
AR . R —ANET IS GO gl X — R AR5 JOR 1AL
Gro THHENIAT By W JE RS RIS B EURE T X 28 IR RS L, ANITISE A3 1%
A2 5y REWGAE B LUKy T X 28 AL 4

SRIMT, AEAE A i B I 79 sl B, A —NUSCRIAE S B bRy T 5 0Ky
NEEWUEZ S, XHHRAGANNZ A = £ ERE,
TR A T K AL 2 — AT AR 5

F— N RERRE—EL N, #FHENE—DNKKIRAES]E:
> %2 5y BVEE AU 54 06 ZRIE A

> % N5 i S R AR N

>3 5y (715 K/N2& /T MAX BLOCK SIZE .

>E—AMEHE, DLASE, DAEREEEEN (N2, 1007
AN, KT .

DWHEAEETO0, NET-11%1 N (coinbaseil G AN HUHifLiH)

>nlLockTimes&/MFEZET INT MAX HY. Bt nLocktime and
nSequence{E % EMedianTimePast (P& 7E: MedianTime& X/ MERH
BUTE 1IN Eblock timeHE T )5 1 A7 [E] i) [A] )

>3 5 B 7 1R/ KT & 100110



>3 5y )25 2 8 & (SIGOPS) B/ T2 & e 4= HIR.

D g A ( scriptSig ) REEW KT EALT, FFHBEHA (
scriptPubkey ) W ZNEFF&isStandard Rt Gz k48 9E
WERZE 5D o

D>t B AL T 32 7 S X B ) — AN ILECAE S i e A AE I o
DX PN, SIS SR IFER), I H B He .

> FAE— M, QR SR RS B AFAE TR AR S b G
wE: XSRS LAAKE A, AR . ZXmR
EEE

5%t AN, AR A i b T3S 2 & . Wk
A Hy kMR — AN, 2RO — I SLIR 5. MR
HILEC A 5y ik i A AL, IR 2RI 2R AE Z it

DX FRE— AN, WG| R AS 5 /& —~coinbasefii i, 1%
AN ZE /D3R8 COINBASE MATURITY (100) Ml o

D1 F 51 % B 22 ) R N, FFREs—MaNEMSEES
EMEERVERE  CONF2100540 T, KT0) .

D> U R A B ERVN F e AR B AT, S8 ok k.
> WIRAC 5y P ARAR A 2 T ikt N — 2 B IXB, 22 o RAgdh 4.
D>k A N\ PO A BB AS 6 2 398 A S A H ) BRI AS SR BR1E



XA RESAE LRy AR HER 3 R AcceptToMemoryPool
CheckTransaction M1 CheckInputs PRECHIRIG VRGN MR, HE
B, XA R AR AR, N T A R A Ik S By, A
it SR 52 5 S Y 22 Ak T 0 o R

B G Ja, B— 1SS AR R IR S8 A7 5 AT AT A
5, FHUARW AR RN, A ST A 2 AL — N IR (B R
A, XA R PSS i, Bi#E memory pool B # mempool .



10. 4 0 T 5

FELLRF M2 R, — SO RO b R “A7 L7 o S1ES, Bl
4T Jing, AFE EENTFENI TR EE, A st A 1.
Jingl@ W HLIZA SRS LR T, B AL L T3t 32 By A7 5
PUEPE R G JingliX & LAz W& IE S — Mt e B IR may
REIRSS % HJing A, —LEH TRA KA EHT m&F N itr
20, IR A BT R TIR . 5 AR S B S

A, Jing BT e LURE T8 R AT ORI SR RN il sk . 28
i1, Jing (5 Rt AEMEHEIX EEAT il AT RN — B X Bk

[l AR o #F, Ting U7 ROy 2 W 25 A4 4% 21 LRSI 45 1R 8 [X
Beo X EEHTIMA R X RS20 W R A E R R IS o 7 LIR35S
DT X R AR TS A, R A HE R i a i mas . RT3 LAk
Yo, B IX BT IR R WE AN C & 7, 1 E 21X
Wzigr. SR, —REFMARBAERSE RS FHIITE. FriXh
AR RIEE FEREE KA TTRE I EHR TP IXERTER K2
to



10.5 TR G EX R

WAEAE 5 )5, RS 1 i 2o X L858 G in 2 B SR A . A7
WWEARAER i, FREFHARBIIABI X RAZ Gidsk. HHAMT
MR JingT RS IRUETHEIEFINAC S o 1S HAR Y A
[FI 2, JingH™y MR 5 8a 2] — Mgk X e

EIRA TGRSR, B T ALice MBobMIIHEJE I SRR 7= A A4 X
Peo AlicefIT HAEX P 277,316, N T HERAZPIRB S, A7
XA X PR B T ing 120 RG22 I, I HAREEREALiceIAZ
5y, R RIEANIE G CLE N T HT X B —35 43

Jing 420 R4E 17— DX OBE AR EI A, Al iceKmMmE 1
{5, Jing WX HEE CRUEE R 7 X277, 314, Jf 4k 2k I W a5 W 2%
FHRZ S, R X FER, I S i A SR X
B HTing S R, B MR RIS R T X E277, 315, X
MXERBRAREF L TP H X277, 3155038, 5 ILRRH &=
X H277, 316552 KT 46 .

fE =008 N, T inglf1T S IEAE SR X E277, 3151 IAE 1T [FIR
EWERELZ G ILFN T M X HES. Bl B2 E TILEE
LG, FERB NG T NAE . BB RO IRIE X 277, 3155,
Jing i e ENA FeHZ S, HBRCAEX 277, 315
F IS RS e, B ORAT AR BE AE P9 A7t R 1 58 5 R AR B
ERFOC RBIHTIX B



Jing U7 sOLZIF i — AT R 2 IXBR, RO IXER277, 316 X B,

FRAE(RIGE X B2 ROV E IR A B & T A T E B, A2 MAEK
HIXEE, 1 A EY TRk — A TR )G, XA XA

GV

BAE, JingMW i MNANAFI B S 2] 7 R0AC 5, B i X B
THASEA Y, HBIN LION0. 090949254 LRy e FRm] BLEI L
R MAZ L2 P i AT R ER XA X, 1 10-3FR:

#110-3 fE/HamrSATR R X ER277, 316

$ bitcoin-cli get blockhash 277316

0000000000000001b6b9a13b095e96db41c4a928b97ef2d944a9b31b2cc7bdca

$ bitcoin-cli getblock

0000000000000001b6b9a13b095e96db41c4a928b97ef2d9\44a9b31b2cc7bdc4



{
"haSh"

"0000000000000001b6b9a13b095e96db41c4a928b97ef2d944a9b31b2cc7bdc4",

"confirmations" : 35561,

"size" : 218629,

"height" : 277316,

"version" : 2,

"merkleroot"

"c91c008c26e50763e9f548bb8b2fc323735f73577effbc55502c51eb4cc7cf2e",

ll_tXll . [

"d5ada064c6417ca25c4308bd158c34b77elcOeca2a73cdal6éc737e7424atba2f",



"b268b45c59b39d759614757718b9918caf@ba9d97c56F3b91956ff877c503fbe",

. 417 more transactions ...//IX—TERZHEE

15

"time" : 1388185914,

"nonce" : 924591752,

"bits" : "19@3a30c",

"difficulty" : 1180923195.25802612,

"chainwork"

"00000000000000000000000000000VVVVVVVVVRPPVB934695e92aaf53afala”,

"previousblockhash"



"0000000000000002a7bbd25a417¢c0374cc55261021e8a9¢ca74442b0128410569"

}

10.5.1 GRS

B S — B Z 2 BRI AL 5, FRONEI T AC 5 Bl coinbase ST
Gyo XA Zy & T ing (71 A& I ISl AT TR (5 s ki

R HH277, 316 RN, AR5 R M. e, B4
7 “9RE” B 20165E-E BRI oy 12, 5ERAE T, 20204F
A 210000 X Heit, 4RI .

Jing 5 s A “ M Jing Myl 3245725, 090949284 LbRs i ” X —
ML oy, AL 5 R IE R H R . JingtZ tH XELIRIF 1)
G AR coinbase 25 (25N AW RO LR ) FIX Herh 43858 B
T AR

un #10-4ff7~: coinbase®: %

$ bitcoin-cli getrawtransaction

d5adav64c6417ca25c4308bd158c34b77elcPeca2a73cdalbéc737e7424afba2f 1



"hex"

"01000000010000000000000000000000000CVVVVVVVVVVVVLVVLRLRRRRVVVVV0
000000 fffof03443b04038584020621503253482FFfffffff0110c08d9500000
0002321022a970c592640d19de@3ff61329d6fd2eecb023263b9ba5d1b81c29b523da

8b21ac00000000",

"txid"

"d5ada064c6417ca25c4308bd158c34b77elc@eca2a73cdaléc737e7424atba2f",

"version" : 1,
"locktime" : 0,
"vin" : [

{

"coinbase" : "©3443b04038584020621503253482f",



"sequence" : 4294967295

I,

"vout" : [

"value" : 25.09094928,

llnll : e)

"scriptPubKey" : {

asm



"0222970c592640d19de@3ff61329d6fd2eecb023263b9ba5d1b81c29b523da8b210P

_CHECKSIG",

"heX" .
"21022a970c592640d19de@3ff61329d6Td2eecb023263b9ba5d1b81c29b523da8b21

aan

"regqSigs" : 1,

"type" : npubkeyu’

"addresses" : ["1MxTkeEP2PmHSMze5tUZ1hAV3YTKu2GhiN"

5HEMZ AR, BIMZGEERmAN, AHFEUTX0. EREE—
FrfEcoinbaseJ#i N, (AN REIEFHILLE: M. QM SEF — 1
H, AR TR e k. B A S i % R X 25. 09094928



AR AR RN THIEL Ryl A Bl pos
IMxTkeEP2PmHSMze5tUZ1hAV3YTKu2GhIN,

10. 5.2 CoinbaseXi 505 1T %

N T RIERITAL S, Jingf T AR EHER TS, RKixd18ih e
AN 2 XHRAT Zy g AN AN H 20 I EAT SRR, 98 A FH A N S A8 2
S A 2 Lo, Ak

Total Fees = Sum(Inputs) - Sum(Outputs)

FEX 277, 3169, B L2 AEEIZ0. 090949254 ELRE I

B, JingBYW RUTHE XA HT IXCBR IR AR 0 22 b A . 22 A ) T 5
AR T X PR EER), DU X ERB0ANEURE oA 4R, &= A42210, 000
ANMXPFA— R XA XS FERR277, 316, Fr DL IR I 2 Jih A2 251
BRI

FEANR T L R ] LS & LA MAZ O % P i HIGetBlockValue PREL,
WFI10-5 7~ -

110-5 1HE X X ih—pk$GetBlockValue, Bitcoin Core Client,

main. cpp



CAmount GetBlockSubsidy(int nHeight, const Consensus::Params
&
consensusParams){
int halvings = nHeight / consensusParams.nSubsidyHalvingInterval;
// Force block reward to zero when right shift is undefined.
if (halvings
>
= 64)

return 0;

CAmount nSubsidy = 50 * COIN;

// Subsidy is cut in half every 210,000 blocks which will occur
approximately every 4 years.

nSubsidy

>

>

= halvings;

return nSubsidy;

}

A g Subsidy R AIEE K ihER, {8 COIN # & (100, 000, 000HE) 550
HIafefR, 5k )46 22 ih & A 5012 85

VBT, RO 4T X B R R DL T
(SubsidyHalvingInterval pRZED) B2k # (&8 & halvings ) o
B 210, 0004 XHN— ARG, 5 NA X 277316, A LA



P IREON
A5 halvings s ANMEHO64, W HXAME, AIBEASHEIETN0,

SRJE, XA R i kG RS R RN 2L i A (& nSubsidy) 5%
—hr (FFASHRL2) , B—RECEA B — IR EREXANFH, STX
217, 316 R 5 EAAE A0 IR R 2 i 8 7 — Ik, 1521254408, Wt
FE25 LRy T 22 B . 2 T DR b e R, 2N T
R s BURE, AR E R R T

)5, ¥icoinbaseX &l (ZF & nSubsidy ) 5B T.%% (nFee) M AR
L, FHIR [FIXAME .

FEE: MR IingMH 1 Sl coinbase X 5 B ANXH, IB4anfapys ik
JingZZJih H 100 21000 F M2 B, ARG 47 H Al
NWATR, IR T JingH T TAEEHMTEAN. REXNXHH KK
WA, Jing A REAF EIH M

10. 5. 3B T3 5 W45 14

iR, Jing)T Bl T — MRS 5, SUATEE E 225, 09094928
LA T o

BI10-4fr7s, GITAE 5 M4 LB IR, 5 —Z G N7 28 E —
ANEFTHIUTXOANE], BEEE— “coinbase “Hi A. fEZHIFIETT
H, BMIC&S T MRS . BAELERNTIRILES— T HRIAC
AN SN SN R10-14H 1 HEZ MR, $10-2
25 A2 O T AE S AN 2584

F10-1 HAZ Zy NG5



Size Field Description

32 bytes Transaction Hash Pointer to the transaction containing the UTXO to be spent
4 bytes Output Index The index number of the UTXO to be spent, first one is 0
1-9 bytes (Varlnt)  Unlocking-Script Size  Unlocking-Script length in bytes, to follow

Variable Unlocking-Script A script that fulfills the conditions of the UTXO locking script

4 bytes Sequence Number Currently disabled Tx-replacement feature, set to OxFFFFFFFF

%10-2, coinbase® Z % N\ 4tk

Size Field Description
T ti
32 bytes J::;ac on All bits are zero: Not a transaction hash reference
4 bytes Output Index All bits are ones: OxFFFFFFFF
1-9b Coinbase Dat
ytes ‘om ase bata Length of the coinbase data, from 2 to 100 bytes
(VarInt) Size
Variable Coinbase Data Arbitrary. data used for extra nonce and mining tags. In v2 blocks; must begin with
block height
4 bytes Sequence Set to OxFFFFFFFF
Number

fECoinbaseZ ZH, “AHWeA" FER2NFNEMMIERT0, “Zhi
HRE” PR ATIEAROXFF (FiEHlr255) , XN FEIER R AG
FHUTX0. “fR8i A" HcoinbaseBIn AT, R Ly THE
e

10. 5.4 Coinbase#(iE



BIMRZGARE “MEHA “ FRE scriptSig) FB, XAFB#
coinbaseB I EMN, KER/PD2FH, wAN10077. B TG
ZHAN, W La] AT EAE FHcoinbase ) HARER 4y, Bl = IE fo AT £
i

PLETHECAR], AR AEcoinbase FIEN T IXFERIEE “The Times
03/Jan/ 2009 Chancellor on brink of second bailout for

banks “ (ZRIE AR 20095E1H3H WAEBUK FR AR OO ARAT Tt LA T2)
FRor HIARUER, FIRRIE 7 XHRIT RAWAGEIE. BE, UL
fiifHcoinbase##& 5 Mextra nonceVJHE, FFR A TR B KA IRIZ HE
R, XA PN S 18 T /N T di ok

coinbaseRl JLNF W E £ UAEEHSEN, AR RPEST
Ry e HER I (BIP34) 1 BLSE T IRAS2HIIX B (A B N2 X
B, XA X R R AR I AAE “push “Z )5, HFEAE
coinbase B I IHAL

FATLLBI10-4 )X 5277, 316 941, coinbaseilh/&sc Zh N “fE%81
A ¢ (BscriptSig) FB, RENFEMH/NEEHE N
03443b04038584020621503253482f . I M 1EFRA TSR AL ixX BR L HE o

B ATAR03, BIAPAT 5 BEHATIXA SR E T 3 T R A A
B, B 31T ——0x443b04, S Uik 2 (BB AU 1
58) GRS X B . BRI P15 21)0x043b44, Koyt 2
277, 316,

B LA TSR E (03858402062) FH T 4ibextra nonce (S
L7100 1101 BENUMEFAL T RT), BE — DN BENUE, MR e —NE Y
F TAEEUE



coinbase$ 4L EH#4) (20503253482fF) fEASCT I 9w E4F /P2SH/,
A2 HIRA XELRAZH 5 s SCREBIPO016 T i X ] pay—to—script-
hash (P2SH) it 77 %€ . 7EP2SHIIRE 5] A B LUy i il fi, B afid—
N P2SHAN A SEBL T U 55, &I A&BIPO016AIBIP0017, S #¥F
BIPOOL6[KIH T 64 /P2SH/ TR coinbase$ i b, HEBIPOOL7 A T4
p2sh/CHV JAMA T Icoinbase$idE . )5, BIPOO167EiE%SH it
t, BEBEERKIREIRZY LM coinbase A N /P2SH/ LLFR IR
XFFIXAN TR

10-6ffH /' 1ibbitcoinffE (FEZRA “HABFAUE P im. BERE. TR
7 iRED NIt coinbase s, HER HAARIEE N
f58. libbitcoinfEr B — M BUTHER ST DL, prBlZBon bl
AR R LB E B B TR AT 98

#110-6 M AU XS $EE coinbase £ #

link:code/satoshi-words.cpp\[\]

B18-7rh, FATIEHIGNU C++5i 13 2% gt PEIRACAS I8 4715 B A T AT 3C
ft,

$18-7 YmPEFHiz{Tsatoshi-wordsz~BALAS



$ # Compile the code

$ g++ -0 satoshi-words satoshi-words.cpp $(pkg-config --cflags --
libs libbitcoin)

$ # Run the executable

$ ./satoshi-words

"DOO

<

GS

>

~A"DEThe Times ©3/3Jan/2009 Chancellor on brink of second bailout for

banks



10. 6 & X Hesk

N T HEX YL, N AFEERASNTE, WR10-3F R,
210-3 X He3kghiy

Size Field Description

4 bytes Version A version number to track software/protocol upgrades

32 bytes  Previous Block Hash A reference to the hash of the previous (parent) block in the chain

32 bytes  Merkle Root A hash of the root of the merkle tree of this block’s transactions

4 bytes Timestamp The approximate creation time of this block (seconds from Unix Epoch)
4 bytes Target The Proof-of-Work algorithm target for this block

4 bytes Nonce A counter used for the Proof-of-Work algorithm

FEIXHR277, 3164572 B, X Egs i) F R BRI S ) T B E A
2, KENATT, Pi/humi&igmiB{E A 0x20000000.

&, BV WAHREER “ITXRGE” , fEARFF, XAMENTing
(R 2% B2 R 1 (X B277, 315 X HLIS A E, B X
27731645k X B A X B, X He277, 3150 X Bk ME FfE -

0000000000000002a7bbd25a417c0374cc55261021e8a9ca74442b0128410569

PN R EER Pk ) S AT B A 7 BfR S IR e S X R,
Jing IEAEEE MIATZH BE /IR REIX Bk WA EIF, X2 Al
SR AU B I A JEE (A BB REAT 1 “ IR



N7 A XSk sEmerk Le iR By, ZAG AN AE 5 Hl— P merkle
B BIMZGENX P IEN LS, FEHRTH 418EL Bk
5, EXPEXRAE S — 3 H419%. 20T, BA104 WE)
“Merklet” , B Ziag HBEAMF A, rUHEESRE 1
SEGAE RN A0 I T 5, BRI R N 5 PG A . IX L8
LG IR ER ., O A, BRI A TR AR A
merk1eZ FIFR T SO 4358 5 BB i 2o — AN 327 WK EE R4, f110-
37 merkelMRHME I T

€91c008c26e50763e9f548bb8b2fc323735f73577effbc55502c51eb4cc7cf2e

SR S MBI — A4 B TREL,  PAUnixZe o (e gmtd, Bl E
19701 H1HOS R 2 R IR I # £, 4B +H1388185914%} M
MR 2 20134E12H27H, EHIH, UTC/GMT.

FEROK, JingHi iR B H A Target P G HInE) , N 115
ZIXHA R, XATFBOE T P e CAE R IR R . ML
XE DL “RE-18E” MtE, HwmISIEFeE, XM Etarget
bits CHFEAL) o XMERIBIIE FWRARTEE, J&EH3F 1 Rn R
(& #0) . DIXE277316 441, XA HIMEA0x1903a30c, 0x1972F5%L
7N iEd R 2, 52 E0x03a30c /2 R, X BB BIHE & 1E 5 1 Y
“CUERE E AR SRR R MR OR T A VEA R .

a1 B &nonce, FJUR{E NO.

X Bk se a5 BORTE A, 120 8] DUTAERET 1 92071 H A5
TR B —AMEX BRI A BN T XEEE HARM) nonce. 1281 FUEH &
AL E B H T AR Pnonce A, B RIH B — /M 2 %1+



HnoncefH.



10. 7 fygEX IR

BESRJing )9 sV T —Miie X, IS4 5048 2 T ing A HLXY
XA X Bk AT “9288 7, SRR TAF &3 I3 B DUE X AN XA 25
AP RATE L5 2] 1 e T R G AR 7 FH 21 RG22 ek

o LR A2 AR B2 SHA256RG 7 BREL

P R AARTER UL, 120l B R M R XYL E, ARrEeL
22, HIASWAEILER DR, BaRE Ka RICIERITRS
M, WA AR MRE A E B WA R BRI
& BRSAENME TR AR, BRBEHVE S, B
H BT =4 1) A A

i

10. 7.1 TAE=EUEBHE L

S AT R A — MER K ENEE, f M e B4 AE F
H, PR TFIRE. X TRE i N, WA g RS
—FE, AR AR AT UM R AS A pR A TF RS A A R . —
N WG Ay B U E BERFAE AR AN R Fan A\ L AN n] RE H B [F) (0 2
8. L, ARMEE - MAEZER MR ERBAEEZ LT
ANETRER, A SE I BENLIK T A AR IS A T

T AR /INEZ 2, SHA256 28 0T Fan H R K B e A2 256bit . ZE
10-87, FRATEHE Py thonfilBeas Kt 51EH] “1 am Satoshi
Nakamoto” [JSHA256 ]S 7518 o

f110-8 SHA2567R 11



$ python

Python 2.7.1

import hashlib

>
>
>
print hashlib.sha256("I am Satoshi Nakamoto").hexdigest()

5d7c7ba21cbbcd75d14800b100252d5b428e5b1213d27c385bc141cab6b47989e

7E4110-8H1,
5d7c7ba2lcbbcd75d14800b100252d5b428ebb1213d27¢385bc141cabb479
89¢ #&”1 am Satoshi Nakamoto” Mg #ifE . o578 J5if)Hh AL — A7
BEL FReds B0 BEER 2 A A F e A E

IRBATGB ), BRI ZE T EANERSAE. Fla, RAE
AFARBIN E—NEE, EATHI10-9 Py thonfIA . #110-9 @it &
EAE nonce KAEAE S E A (SHA256)

link:code/hash\_example.py\[\]



PATZA A e e AL X R R B AN F IR R e e . 110
10 AR T3ATA 2N 7 iXA %y, e8] A8 AR RS A
{H.

#110-10 L ;s B AZHnonce HRAE AN RIS Ay {5 14 BALAS (1) 4 H



$ python hash_example.py
I am Satoshi Nakamoto@ =

>

a80a81401765c8eddee25df36728d732. ..

I am Satoshi Nakamotol =

>

f7bc9a6304a4647bb41241a677b5345f. ..

I am Satoshi Nakamoto2 =

>

€a758a8134b115298a1583ffb80ae629. ..

I am Satoshi Nakamoto3 =

>

bfa9779618f1072c903d773de30c99bd. . .

I am Satoshi Nakamoto4 =

>

bce8564de9a83c18c31944a66bde992f. ..

I am Satoshi Nakamoto5 =

>

eb362c3cf3479bea97a20163589038e. ..

I am Satoshi Nakamoto6 =

>

4a2fd48e3be420d0d28e202360cfbaba...

I am Satoshi Nakamoto7 =

>

790b5a1349a5f2b909bf74ded166bl7a. ..

I am Satoshi Nakamoto8 =



702c45e5b15aa54b625d68dd94711597. ..

I am Satoshi Nakamoto9 =

>

7007cf7dd40f5e933cd89fff5b791ff@. ..

I am Satoshi Nakamotol9 =

>

€c2138c8199214614206a21537bd634a. . .

I am Satoshi Nakamotoll =

>

7045da6ed8a9146901087690e1e8d66. . .

I am Satoshi Nakamotol2 =

>

60f01db30cladd4cbce2b4b22e88b9b. ..

I am Satoshi Nakamotol3 =

>

Pebc56d59a34f5082aaef3d66b37a66. ..

I am Satoshi Nakamotold4 =

>

27eadl1ca85dab6981fd9davl1a8c6816. ..

I am Satoshi Nakamotol5 =

>

394809fb809c5f83ce97ab554a2812c. ..

I am Satoshi Nakamotol6 =

>

8fa4992219df33150834465d3047429. ..

I am Satoshi Nakamotol7 =



>
dca9b8b4f8d8el521fadeaad6fafocd. ..

I am Satoshi Nakamotol8 =

>
9989a401b2a3a318b0le9ca9a22bof3. ..

I am Satoshi Nakamotol9 =

>

cda56022ecb5b67b2bc93a2d764e75f. ..

BEMEREA R T AR e RS E. EfITE RS E 2L
, AHARFEARA TN EHPy thondh AT BT RIAHR fE B HLX L5 4
FA TR RIS A48

FRANKFEAE T AR BRI AR EC 7 I fiinonce (BEHLED . NonceseH
KRB N R tH ), AR e T IXANE AR SHA25645
2o

N T AEIRAIG A EIRAS B AR, AR E N EAEEERH
Pr: FEB|—MEAR), G HERTSEHRIERREL 0k, FiEl
&, XIRE S £H110-10F1E45) “T am Satoshi Nakamotol3” FJRE
A
Oebcbh6d59a341£5082aaef3d66b37a661696¢2b618e62432727216ba953104
lab , NG 2. TAMSEIEH 7T13k. IMERMAE KE, W
RIS A R E R 3 AT, RATTRT AT R 16 Ik 15 B — AN LLOJT
LIS AE CHoSEERIANME 7= 03] F) o WELFRIAERE, AT



B2/ T
0x10000000000000000000000000000000000000000000000000000000000
00000 HIRSFS{HE

BATFRIX N ATarget HARERME, AT H B2 B —ADNFXA B s
PG E . WAV ZA B fE, BB — NN TENBAES
ek R B R o

T ANEE T, AR AT — X3 87 DS BN T — MR E s 50
Wik HH—F, BAr212, RBERATIHEBAN6, REtshwm. 25T
—m BN, B R RETI108E /NI A BE L, AN AR AT R
) LRz 5 BFRFEKN 15,

DAEAR AR LTS R IE 7 Ik L s, I esi. B
E HAABORBUN, BRI, 8Tk BN BT %%
S HbR NN (R/NATRERED » R — D AT EI 9536k Bi2h ) i AL
AR, N DNREEEC TR H AR N2 E WA EORE, W
RANERI P, st 26 7361,

BT, AT UE TR ANSEIL A AR BB R fR I LR R . AR
ek T B UISHA256 I E PE BRI, ST AR T OIS, 20—
ER TAFEA R AT B R. Bk, R NTAFEEUER.

RN SRERRREAE DRV SE R, (ERARTA] B 45 R AR
HA Wit L, $85E R e MR RS R R T B AR E R
G

EBI0-107, HHnonce 13, HIXANEERAEM A ANSLHIA
AT N 13 2ER] “T am Satoshi Nakamoto” g [H F 5 MG Ay {E #S
Rei N e L HAMEE /N, IXN IERA R 45 R [E it 02 TAEEUE (Proof



of Work) , R AEUEFIRATHIFHIERS [RI4EE] 1 iX nonce, BEEX A
WA EATE—OOHE, MR EETE 1713k Wk HAsMEE /D
HERERE KD, IRIRAN TR Z 215 2 MG A 1T H 4 Bedk 25 1& nonce,
HHEAMMNUEE R R R E—RE&HHE . A, FiEEWERE, (E1]
NHRT LS v 22kl MRS, PRI e EnTE $E 211X M nonce 77 E £
DT AE,

ez TARUEM 0 /N T BRSO E. i H ARG &
BT HARKI G A R A RIAAER . BARH) H AR B 7E H A T 774k 2
WS AT e A ARFITUE L A& il L -

LA T AR SR B A5 10- 10 Bk AR AE S 240k, B T H — 242 5 1
EMEIRX . BTk, XA TR A XSS B e A {E,

BHES/DNT U HME. WERXANEHEANT BIME, 7 Lte
BHUX Mnonce GEERH 2 1D REHEIR—IK. #EAFTHHERT RSM
ML, B LAFR107 150k (1015 TT) A Rek B — A& Mnoncef#
X B3k A5 RIS A E 2 /N

B110-112 — M RAIR 2 B TAF SR IR SE I

B110-11 fajtb i) TAFEUESRE

link:code/proof-of-work-example.py\[]

PR DME S A B PR Gk gk hibitHiok e, RIRGAEIT L2 04
bitb 20>  WFHATIY, BEAMRKTEN ERMBFEZ A
FEBI10-127F, ARA]PAE BIZAE A — I IE B 10 A F I B AT 16
Ul



H110-12 ZF0E BEAE B9 TAE &k I BvE R ia 17 Hn

$ python proof-of-work-example.py*



Difficulty: 1 (@ bits)

Difficulty: 8 (3 bits)

Starting search...

Success with nonce 9

Hash is
1c1c105e65b471421028a8193ddf3dabb9260491bc64474738133ce5256¢cb3cl
Elapsed Time: 0.0004 seconds

Hashing Power: 25065 hashes per second

Difficulty: 16 (4 bits)

Starting search...

Success with nonce 25

Hash is
0f7becfd3bcdla82e06663c97176add89e7cae0268ded6f94e7e11bc3863e148
Elapsed Time: 0.0005 seconds

Hashing Power: 52507 hashes per second

Difficulty: 32 (5 bits)

Starting search...

Success with nonce 36

Hash is
0292€6e50043022120630adcbb808452346ablcfOb94c5189ba8bacld47e7903
Elapsed Time: 0.0006 seconds

Hashing Power: 58164 hashes per second



Difficulty: 4194304 (22 bits)

Starting search...

Success with nonce 1759164

Hash is
0000008bb8f0e731f0496b8e530da984e85fb3cd2bd81882fe8ba3610b6cefc3
Elapsed Time: 13.3201 seconds

Hashing Power: 132068 hashes per second

Difficulty: 8388608 (23 bits)

Starting search...

Success with nonce 14214729

Hash is
000001408cf12dbd20fcba6372a223e098d58786c6f193488a9f74f5df4df0a3
Elapsed Time: 110.1507 seconds

Hashing Power: 129048 hashes per second

Difficulty: 16777216 (24 bits)

Starting search...

Success with nonce 24586379

Hash is
0000002c3d6b370fccd699708d1b7cb4a94388595171366b944d68b2acce8b95
Elapsed Time: 195.2991 seconds

Hashing Power: 125890 hashes per second

Difficulty: 67108864 (26 bits)



Starting search...

Success with nonce 84561291

Hash is
0000001fPea2le676b6dde5ad429b9d131a9f2b00O8O2ab2f169cbca22ble2la
Elapsed Time: 665.0949 seconds

Hashing Power: 127141 hashes per second

TRATLAE , BEEMEE AL — O — Aot hn, AR IER S5 R I (a2 2
e IR e N 256b1 t B A E], B IREREZ —N0,
TREIE MG A AR S A 1 — . EFI10-129, T — P noncefd
A EIT L IN26ALE N0, — Ll T8 T2 ik, RIMEX LA
BEMP AT LA 270, 0002 IR IE A T 56, X A FRAMKIR T 21070

FEH XA RINAR, s M2 2 53k X e E B E T

0000000000000000029AB900VVVVVVVVVVVVVBLVOBVORVVBVVBLVBLVBVYBBLD

AIDVEH, ZNHREAEITLRN0Z TIRZ . XEWR 5 2 G
A AELYE R R4, PRI 2 e s A B SE A A . ARk~ — AN X
He TR 25 F0 1151, 8 septa—hashes ((thousand billion billion
RIGF) o XEERGLEATTRNES, HESHER MM DA
A 3EH/ sec AL EERE T, ~F35E104 i n] AR 2 — N8 X B,

10.7.2 WELRR



FEGI10-37, FRATIFE X b B BIMERE H A, HAEAR A" MEFE AL Bl 1
PR bits”. FEXER277, 316, ERMEN 0x1903a30c. XAFricHIE
Werr AR B/ T FE L BT St B N (exponent) , FETR
KIGANHPL A REL (coefficient) o EXNXELE, 0x19M%:, 1
0x03a30c N 2%,

THEXERE A AR 2~ AN

target = coefficient \* 2~\(8 \* \(exponent - 3\)\)

H A S HEE AL A 0x1903a30c, 715

target = Ox@3a30c * 27 (0x08 * (Ox19 - 0x03))"

~+
Q
®)
[0)e}
M

~+
1]

@x@3a30c * 27(0x08 * Ox16)"

target Ox@3a30c * 2”0xBo"

e pytiaiil N2 OAF



= 238,348 * 2"~176"

~+
Q
»)
(0)e]
)
~+
|

target

22,829,202,948,393,929,850,749,706,076,701,368,331,072,452,018,388,57

5,715,328
A 7N HER R N
target =

0Xx0000000000000003A30C0000000VVVVVVVVBBVVVBVLVVNBLVYVBRVYVBRVYRAO

Wl 2 Ut e N 277, 3161 R X B i A5 Ba A B 2 /N T XA HirE
e XAEFH RIS RAT600 BB 20, /£ XAMEE E, — Mg
Aol LA FR L T/ WE A5 tHE BN 1. (1 tera—hash per second B 1
TH/sec) “P-¥J4F8, 496X B A BESHK B — M IEHISE R, HAJIEYL, T8
FEHOR, A RE N HE— A X Pk 2 R B s A E

10. 7.3 EZ Hiz 5XEE R



WIRHTATIR, HEree 7 MERE, HE 5o R TAF S E i S A 75 2
R ARA SR T A A XA AR 1?2 ik
L e] i 2

eAr M X PR 100 B AR B — A . XU LR M OBk, 2T
RATHERNAZ BB G JE 2. ACRTEE W, ) LHEN
BRI RFREE . fESEHAR], TFEVIMERE R, A, S
S50 N ENE AW B, AT BB X B AR RR 104> B —
MRIEAEER, 20 B L AR PR X LA AT R . FHSL b, K
E—3 SRS, 2w LR R0 — A X H

bro WIEAHMTE, MEFEMTRELE, TWIZH R, BriXHrsA4 HR
HARIFAEL0 B — A .

WA, E—DTEREFOMIINEE R, IR R A5 2] e 2
ME S R B AR A S B P ST BB R AR . B2, 0164 X B
(IR 1 B e VR I o X P R A S ORI, 016N X BRI 7
TR 520, 1604081 (B XX HLLLA107 8 — AN 22 ol B B2 46 2% I
Ko A AT, e RARYE SE BRI K 5 BB I K 1 B AR 34T A
B (BRMERAR ) o TR, IR RS I X e AR ZE L 10
Sy BRI 223G INAERE o a0 SR I EG 1073 B iR N DU A MR FE

XA AT LRSS vt Mg

New Difficulty = 01d Difficulty \* \(Actual Time of Last 2016 Blocks

/ 20160 minutes\)

B10-13 7~ 1 ELAE A 0o 25 7 i o R 3 T R AR



B110-13 TAEEUE B P MR % JE S ( pow. cpp XX AF£P )
CalculateNextWorkRequired () BR%R)

AT RAEL GetNextWorkRequired()// Limit adjustment step



// Limit adjustment step
int64_t nActualTimespan = pindexLast-
>
GetBlockTime() - nFirstBlockTime;
LogPrintf(" nActualTimespan = %d before bounds\n",
nActualTimespan);

if (nActualTimespan

params.nPowTargetTimespan/4)
nActualTimespan = params.nPowTargetTimespan/4;

if (nActualTimespan

params.nPowTargetTimespan*4)

nActualTimespan = params.nPowTargetTimespan*4;

// Retarget
const arith_uint256 bnPowLimit = UintToArith256(params.powLimit);
arith uint256 bnNew;
arith uint256 bn0ld;
bnNew.SetCompact(pindexLast-
>
nBits);
bn0ld = bnNew;
bnNew *= nActualTimespan;

bnNew /= params.nPowTargetTimespan;



if (bnNew
>
bnPowLimit)

bnNew = bnPowLimit;

HE: BARAEWRUER?, 016N kA, HEH FBitcoin Core® f°
U — M iR, TREET ZETHI2, 015 e (AN %22, 016
), BEEE MR ZE B S MR R 0. 05% .

ZHInterval (2, 016X ) MTargetTimespan (1, 209, 600F>EI 7 &) 1
T XAE XM chainparams. cpp™ .

N T B IEAERE AR I, AR FE YT 1 R A 25N T AN A
(B4 o WERZLREAMIMREEE R T4105, WHZAGH . BT EF—
A2, 016X B A AN T AR5 00 e AR B A7, P DLRE— 2 O X 2 1 3%
SAE R AR T . NPT A TSR RE I RUHE FE Y K 22 A AT e
T LA TLA2, 016X HLAIAA 2 e Bl o

Ron: TR T X TR BN ELL R0 80 RAH, &R
2, 016 X BB 2R PR HT2, 0164 X H 58 B A e 8] %) e 58 4R 4 7 1 % o

HAERNZ HbXEE 52 5 MR SRR . XA R H )
sy, BAEECAFME 2B AORANE, 55 KR EETR.
PR, AR MRS E R, EHERASEZR, RIERS
i W IRFFARTACE, R g et A S22, S5
U IR W B 22 B9 N A5 2 ELRS BRI T 328 AME. RN T
B3R, PR S NFEZY Y TRA R 2 s 5, "8
BB MASAFIE, b TIEZ AT .



F b s EEAFZA FL DT AR 55 0 EURE T St B e < LS AT X 2R v g 2 1]

HIRRE VMK ETERETZH Ratpie BH S0k O F Bl s s
R RIS ). T20 T RIS N R e B e ot

Fr MR DIONIX e ETZ BRI E RN, I RECE AT
WPk N BB 20 137



10. 8 RLIhM X B

A CAE R, Jingf W s 7 — Mk X, #EREERZT .
JingH A3 TASIC (CERERER My HL, LA RT LA
£E RSB AT DU i M T T35 47 SHA256 530325 . 1 b o i) A A3 i USB
BB A B B NOR, 1BATAET ing B S I HUN b 2T
RO X (B BAR B A X B AE, eI CARERPZ T R B AT
noncel] .

TEXF X EL277, 316120 TAE 46 RN L1 7380 )5, IR efififh By Ko —
ARG T RRIF R0 T . [ A s Rt XL, nonce
4,215, 469, 401 =4 —A X Hns A (e

0000000000000002a7bbd25a417c0374cc55261021e8a9ca74442b0128410569

T AME/IN T HEFE H bpfE -

0000000000000003A30C000VVVVVLVVVBLVVVRRLVVVVLVVRRVYVRBRVVVBRVVD

JingBIF20 5 MOLZ A X R 20 B I BT A AH AR Ao X 87 A
FOIFRAE XA X B, ke ik X . éﬁA%Eﬁfﬂ
ZE P RUN, RN SR B AR A X277, 31603 H 5 s X
BERIA . L9207 SRR FRIGAE TR XS, BN 2
XX AN Rl FE X, RS AT R X e R — AN X
B AR .



PR AN R T X BRIRIE . RKBEIE SR IRILR, IFLAEE K
—E A X SRR IS R



10. 9 R 5 Hr X B

FEARs T LR LA ) 55 =20 S i i X 2 o R 1 RS R B B IX
Bo Z0B XHUER S R ARSERR, B TR E FBRBIHT R

i, AT — RANINR ERUEE . X 7 RAA R X P
2P AR . SIS IR IR 1 Ise 8T A i) X B a] DL B [X
Bk, RIS AT A SR T AR ) X HUR AR 4,

XAMBEAEMATIR & 73, i HARIR S AR A PLE SR AR E R
RPNl 2, DRSO F 5 T 5

A — AN E PR AN X B, BT FR — AN KK AR TS BN 1%
X ATIAE, BHEA @SR, XANXYUGHIE 48, X EehrifE ] Lo
1E R A% O % P s I CheckBl ock B E fICheckBlockHead B8 %5 HH 3k

=

(SRERAY

D> X R 3 S A T AR

> XBSkRmE AT AAsAERE (Bl 2% i TAEEIEYD

D> X H S () BT 30 AE I Z0 AR R AN NS AR VI )R
> XK NEK R 2 N
> FH N (HRAEHE—1) fcoinbaseT s

> A AT FLIR R X B A 152 & T W DR E AT A Rt



ZWZHET MR —Heaied X MER. 80
RO RE AN XSRS, Bk A LRVEIRVE. AEHT TR &
T, BATER 7Y AT £l x5 %, USREAEXEH L]
EHET LR AL 5 . 2l TA N E cids— 83 % 53k
SR IF A ERE 7 31X 2 RO ARE— AT O A R] AR U X et
RS . — R coinbase s Z A X ELTIERL, 1IXK FHZKX
BRYHE 28, D, 2RSSO — &7y i LA AU
—AERMIXE, ETFRA T RINE RN, I HARYE R # TR RAE
W LR TT RAEAT T2, AT EAE B KSR R FL 320 4 R iX —
mho GRRARAIVERR, FIra RO IS 1A iR % Xl N Adar
FR56 A 2 AR ) B A A )



10. 10 XEBERIHEE 5ikFF

PLARF T 25 F A 3R IRBLEI R B e — D e R X & 2 A K TR R
UEIIABE . — B0 G0 7B X, e 2R i X
PO BRI X DL, e AT k.

TR =R X 5 RORIERRR R B, R MR N RE B
SR (EHEE) , SE—MRACIEETRA KPS X
o FERAUEERET, — B RIMANTEIAERTT, kw2 KW,
XA X RS by, PrAtAs S BMER —S8ET.

FEAE i, TEEHR BT TR MM X e, E— BB T, T8
G RZ XA, RIFEMADNEKNE FHEP—NFE
ZWMTAEEIEH . THESHA — Ly, RESPHXS 35
XTI “Hah” X, XX BRERAR, HAZFEFER—5
g7e  PREAIXLEE 7 ST H 2 I RAE AR A ZIEATR I — D K
TIHAEMERME L o7 s, A REMX e s Hell. fE
“10.10. 1 XHEESF 7, AT SE AR XIS, JLFFE
P2 H X B, ik A2 aid] = AR 1Y

YT SRR X, B XA X PUE A R X, Y
REB— FEANXERE “previous block hash” # B, X2
ZIX B HAZX BB 5 o [FIR, BB sk 2247 DR AE ) X s
FH XN, REHAEN T, KXHZFIER “TiH” , X
LR R IR AN X e K T . 28001, — AN X ——X



He277, 31651 T ERR X H——X277, 315, WRN277316 X HLiK
R A NG 277315 N FRER T, Rk, EFIXANHT X I
FEK X B,

AW, HTIX BT K X B AR B, X — SRR
“10.10. 1 XHEES X7 HED, EXMEHT, SR X HR
BB, R LRSS R . RS et E 8 &R
THEZRMER, WARISIT & HEE, Bk & ARk HEEE N
o 8, M ar A EMEEEN BN T & . R SE—
WL, BRI ARG X, SRAEKIXAN T A I X Hedik

R FCE] T MR X, TR 1 DX ERBE o RR R B e
RIXB, AARXA XIS IR o IR IRAFAE L

H, BERIEATA X BT mi®]. — B sl 1A X Bt Hokg FLdE R
FPAXPEE E, AR IR IR B, JF HIER P
RIXB, AEEENXBEER 70 =P XCERAEAR T A I T8] 18] Y
PAZHK, TRA TRES DA S B B EAT, XA AR IR B
Flz H I

W T B RMERE R X EEE . BT AT e i 281 4 WG ] Nk et
e MEE T2 TARRIEgENME g, #BrEn MERREXE
Bl F20 77 filE “BER7 RIS ETEEE KX REE, H'E
MHZH — I LK 7 — A8, B Bt UR eI BEE

MEZEFHIEEC RRAFAEZE RN, N EATRA 20797 s EAE oh
36 KU TS DR R LRI 22 57

10.10. 1 XIreEs X



PRI D X Jedi 2 25 mho AR B ER 45K, I DAAS [ Bl AS 2 TR AN B e 2 DR R
— . XYF A REEAFN B RIAAFET A, SBOY A AR X R
M. BRBINERE, BRI RKAKR R T
N TAESE IR X EEE, il 2K EiE K Rt TR
(greatest cumulative work chain) . 7 AiEE Zh0%EE_EHIRE X
P TR =, SRESXANMEE T TR S &, HE
A AR Bt TAEM XS, AN LURF i N 4% i &= sl 2
—HPPRES o 3 XBIAEAS ] X B [a] & AR I Im Iy 2, [ 2R Xk
WIME 7 FA 0 XA, 3ZA 1] 5 230 ) 1 i

TN T EERI PR RIREIR , AT R B X P > X E SRR
o AR EATER G HEE 5 ER 2 X

FER FOREUAER S, BATRIEE 2 ERER “fork” FHAFHIRERE
ZEE R M e Rax . O TETHiE, AR X5 RN
ARIFIEIR (B, =M, BE=MK, =) , EAKK. MK
A B R R — A

BT R A H 2R XREEM I . SRR s LRI T RS X
I, ExEHLE CRXRERIA, EFEERKRP TR T
B, BT AEE AEIEIR, e E X BRAE T T 5ER) T
die A, WERAT S ERIMEREL, BHEWEZTTRANERKX
PR AL T 3 B 4 T

5K (E10-2) w, M g XA, AR
BONTEBER “THA” .



B10-2

= P [X B[R] e AR LR K B K IXERBER, 0 SOl = &2
IEWEO T, o XKW AT TR E N, &E#HES LT
TEEIUEWIRAIIS . DI AR B ROfRIE X B — 5 U, S RIf%
fRHCR “IRME” XBRBIMES w, So el aa AU i1 i e 1% 1 21
BAMLE . BRI R BT AR 2R IR AT IE R X R BE . 4
Rz R AE BEJESORE] 15— Mk X B, 1A XCHOAA R
XB, AT R SRR XBGER Rkt . Hailg, — &
R T — AN X R, 15— 2 R 1 MR X R, I



ANRERRASE X Bt HBL T« £ 10-37, BRATERHAY T
(NodeXHNodeY) JUF[EMFZ2] 7 AR B X B, XA~ X P2 T
R —— B X )7 X, ATl KX A X . AT i fEE
B, BATEY S AR X PSRN = MAE, B A X PRl
HEI =M.



B10-3



Flan, FAME Y LA X BT e X St TAE R UEWIfE, Bl =/
XB, MR XM . SR, FRFEETEBX Y R
HOT YRR 9 e X B TAF EuE WA, BB =8 X BRAE v fik
WX B, BAEAPAATRERIEL, 7R X = A B X BRI Y R 2] = £
TEIXH, XA XS AR, B0 S A TAEREIE A ek
Al — PP ZAPA Xl ge & 17 ILFHRR S, HR2ER
S WHEF EASEVEA

A XERTFARAE 28 AL FRIN,  — 89 O e B =M IX B, 5
Hh— T E SRR = AT X e R EI10-4R,  EEERE TS
1 RO T KRB TR AR 720, —IRA=MIE X BN TR R, 1
HIREME = A X BN T A



K10-4



R, B RXE R RIEI =AE, JFHET RERE. 7RX
MBI TERE. ZJF, TRXEIEEIE =AXE. hTe8
i E], D e A IXAME = A TR X B s - AR =4, e
X R, BI=AERKXRASHEEST. PR 2R
XB, FRRMREHEE. BT RXIANE QOIS 7o, H
R RRF “ERT B, R CERT BIR A RRE RN,

EEEAREFIT RN RRE R

FEMIZE IR ), 9 RYARSE B SR AR A X, BSR4
=M, JRRFFIXFBEMN “MK” « BEMRIREI=MEXH
I, e R = A X B B R TR RE R A X BAE N % P BE

X7 HER R “IERAR 7 B “AIERR Y o WE S H OoR T XA
MO WASE, A REEX I 58 g an il i 3o h p) ARG 21
JEAH

T RXFEE I AT ROR LB I IR R sk X e, BL “ =AM AfEdT
JEE X BRBE Y T o IR = AN IRIE X B A X B, EfTHE
RIS A ST 82 . ENTIIBCEEAR I SCRF B S B HE v T8k

FIFE, T RYRRE R HART &, R R M — A DU = A e O A
REEETT R, e R EREREE. BRI R . 70 XAt
JUF R RAE— DR N iR 1o M —8 08 e T “=
T XPOYRIX e, fEHZ EENHRX B B 5N L E
£ “fl=fk” XL, EEIEXHNEE 00, Hen
—ANEEEIRAE S AN EEE AU TAR EIE R AR R T . B
AT AT AT AN DT, BRI TARAE “=ME7 X Ry Tk



B 7 “SFiR” X K 7 X (BE-=/AE-EK), i1asr
ZIFEFEIX AN H X ER, BN N2 PO KR A 2t W
10-5F17R~ o






K10-5

WP =ML AFy R B W AT T RORE AT FL ok X RS
Je—ABk. SRIM, & “RI=M7 W RBERERMAEE: BE-=
ME-ZMER-B =M. BR-=M- X 5 L H A
FEK CEZERNITE « Bk, X8 RREE-=AE-EEK
BONERE, PR EMAE =N S R EE, WE10-6R. X2
ANMEEREFILR, ROVIX T S o B eI REERI LY, EE S
NN EE . AT NS B T8 = A IO T AR AR R 15 1R I T
TAR, POt R) s N2 “O0UL” , ORISR EE “ @B =f”
AR KIED .  “RI=MAE" WIS 5 EHE A2 N AR
BEE T A, ROV ERRA BT 18 . B H
Bl B R, BIR-=M-20E, “ZHR7 SO RIRE—
AN FraW TILHITHIRHT T L “22 7 AKX REER, LAY e

XK= M-k






K 10-6

MEE EORUE, PRI XER 7 XA AT RER, XML AAE N Sl
3 SCIAH X SEARER AT T, S UF RIS A 7P A F X B
SR, RS DUR AL LR R ARMR . B X By R kA, i
XUER Gy M AR o FURF TRs X BRI B B2 1T Oy 100 B, S AE BE PR
15 2 B A SEAR ) 0 SOBE R AU tH 22 Bl BE R ) X B ZE AT 2
B ZiRHAE BRI R, B PECENSNE X REE D X 52 A
i, A b > X R, M S EBOE K AIEE I Ao



10. 11 W ME /13EF

LU 420 & — MRE g m AT lk. B ALLER AT, BAEL
FEME JE TR O K . —EFE D P KR BRI 5, L
FE20104FFI201 14F, 1R 20 T H-46 M FHCPUF L 2 FHGPU,  #2E T fi
FHFGPA (I v 4mA2 1 1RE %) 207, 1E20134F, ASICYZW fEIN,
SHA256 51 B AL EEF20 L F e i b, 5l TH AW A —KE
KK BRe — &R I LT DR AL E Ty, 20104 LR T
W] 28 ) B AR TR IR B R

NERFR T R T M 2T R AT R S ¥l L N S 55D

7N

2009

0.5 MH/sec - 8 MH/sec (16X growth)
2010

8 MH/sec - 116 GH/sec (14, 500X growth)
2011

16 GH/sec -9 TH/sec (562X growth)
2012

9 TH/sec - 23 TH/sec (2.5X growth)

2013



23 TH/sec - 10 PH/sec (450X growth)
2014

10 PH/sec - 300 PH/sec (3000X growth)
2015

300 PH/sec—800 PH/sec (266X growth)
2016

800 PH/sec—2.5 EH/sec (312X growth))

ERT10-THIER H, BATAT LR 2P, B LA BRI A sl 5
TR MM H iR UK (RS R T .

Hash Rate

The estimated number of tera hashes per second (trillions of hashes per second)
the Bitcoin network is performing.

Source: blockchain.info Export

4,000,000
3,000,000

2,000,000

Hash Rate TH/s

1,000,000

2009 2010 2011 2012 2013 2014 2015 2016 2017



BEE LU D20 SRR EVERG I, 5 2 VLRSI XEEE tBA NI G .
10-8H AR M AR 2o 1 AT S i N BB — R
L .

Difficulty

A relative measure of how difficult it is to find a new block. The difficulty is
adjusted periodically as a function of how much hashing power has been
deployed by the network of miners.

Export
Source: blockchain.info
00,000 000,000
00,000 000,000
300,000,000,000
2
a
00,000 000,000
100,000,000,000
2009 2010 2011 2012 2013 2014 2015 2016 2017

VLA, ASTCHES Fr 25 BN a5, A R HRIE A laE ATV 1 16
K o T2 BRI AR DR SIS 47 Y DA ECIE P 55 B R A A

HAT, ASICHIIE T A H ArJe B FHCPUES Fr & i, W R
LAGURIE Fro XFLEAF D27 S, CAkA B2 CERIASRE, By
XTI C 22 i K 1R E R BRI . BEOKE R HTHSRE I BE18
A H I —1.

RUE T, BEAE 5 5 B (0 o AR O R B SR 38, AR 4k

BORFFFID IR EUE K. BUER S S O A F L BB R i fE
73, MR—M a2 /00, R B HH AL ) 2



10.11. 1 BEYUE AN /TSR the extra nonce

solution

20124FDAR,  LUAF 2N &t — AR X B Sk A 2k M) R 1l 1)
F. EEFmMEE, &L a] LLs i ;A LEC (Nonce) SRAGAT & B 5K
Frhash k42— B,

MEEMKSE, 1 LTaFAEZR 740 MEFREE H. 2R, X
R Zyimd BB i T R SR i iR TR R g o DRI T 2
XYL H)— 887y, BRI DT THARBBEIUE FRoEl. =4
SR IR EEIA R 1 4GH/AD, XM VR AR RO XE, DR v BE AL
B BUEAE N T .

= HIASTCH WL AR TRIE B T TH/FP fThashi R 5, $25 By 1 HE
AR, T ZHE 2 2 AR g fFnoncefH. RIEAE W fA]ERAE 5 —
s BRI ER G RE, &FEIXRAE NI
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5BIP-34AF], BIP-9E4E2016fE R aA H AR (retarget) J&HA,
TEBA RIS G5 . X TR SR B A, R EmE
SR EMABEIT5% (2016 14)1916) , NZIR REAER )G HI2ZE H
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TR 2R S EA4NLOCKED IN.  — AN HAri)G, IR 22 g
o

— HIRBXARES, BEPRETIHERE . WRAERDHREREZ
ATARRT ISR, $RFERSETESCN “Of” , RROIELNRE.
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fy1. EeAF B RS HAFTE

%— —M AN ARETFIER

JBEXAEE: AR (Satoshi Nakamoto)

YEZMEFE: Satoshin@gmx. com

PATENIE: 8btc. com EELELFF QQagent



(2] ACHEH 17— Mo e SO sEORSEIL R 1 24 &
gt, EHEL AT R B — 7y KIS G Rhh—T7,
[ AN 5 B AT AT ) R LAY . BB 7254 (Digital
signatures) #BIMROR 1A, (HZ U RAIR T E R =I5 K
SCREARERT 1R XU 3 As) (double—spending) FJiE, HFAXFhREA
HWomh ok 2 TAAERNE . AT (we) FEDLHE HH—FP AR TT 2, I
B RGE RN AL R ia47, JRBT IEXCE SO ). 2 2518
HBENLHELY] (hashing) X438 &0 L [a]#Lk (timestamps) ,
B EATE AN DA AR )5 TR LEO B TAE &k
(proof-of-work) MIHESAE N Zidsk, FRAEEHr e 4R 1L
TEEIEH, TERUNAE Gt AT M. KB R AR
W s B 4] (sequence) FRITERR, T ELAE B i 3k H CPU
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IR RS I A AR FERITT, 715 5 (nodes) AT DABH B 25 50 28357
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I _ERISR 5, JLF-AR o G B ML A F Dy ] S5 25 =5k
REBRFL TSGR . BAARRARGEEL R ZHIEN M s fE R, (H
R R ARG A2 6T R TE MBS (trust based
model) 155 5. FATEIELIE &AWL S, FOvEmyI &£
AR o T PR S . TR R BUAEAE, R IEINAS 5 ik
A, IF HLBRE] T SEPR rlAT A B/ NS Sy UL, BRI 1 H & AN AL
Zoy. I HEAERIRIGEE T, 1R 2 R dh AR 95 A 5 & eV B2 1
IR Gk Z AN AT SO FBG BRI Byl KRR o RN ¥ A
RS T RE, WL 2 H X0 A EE. s L auER B 2
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B AT A YIS RO R, XA 2 AN SO 1)
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AT (we) A5 —Flad i st s 70 AT 2R IR TR 55 4 R A Rk
HE IS TR) J 5 HESTF I LAC S A FL 722 Sy U, AT R X S A )
A W BRI R TR BT R RE AT RS, KT SRR AR
(cooperating) Bir H HITHEBE T EA, ZRGEHIE L.
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2 B A RN AT — IR 5 S — A #F A H (Public
key) ZE—MHENLESIRIB T4, HHXANEL M IR MR T 17
MR RE, ByiEmetkiEs 1A & . mBGRNIEE X %54
HATR S, A RE S IR I SR I T .

R R T, SCRNRMEL RS, AT A, 2 E X
XM T I MEEAT 7N E AT WHE AR, B I AMEELR
=TI, BEE R TIE T (nint) BN, SKRXHEE—2E5L G kT
fadtr, PABTIEXUE SO . AR S A WA, XA 7 5T Mt 24
) m, g TR AT MO R T S, M REIE M R



AT T 5T, ABAEER, XFEae% P L E AT il &%
W R ST, BN M RSN aiaw e TaelffEm) ’a
a), BONR B SR &) A, G m) st 2
BT, AT EBGRNE ML, RSHRZ AT A #H KA
X ERRARE G S ids 4. N EE, N TEEIEK, SEbr bk
MBERIENRART AL G ZAIRKAERL S, MAFTFERTERXEL S
KAEZ o BB NEATNZER . N TR —IRZ G 2 A
1, IAME—RIITE IR B Z IR AELRIERL 5. fEiEm) B
B, &M RBIAWAL S, FFHRE 755 R . 0
BB T RGETHRRE =7, AR 515 BN i A
HEAH (publicly announced) [1] , EATFEENZRGENKITES
5%, #EME— NG H]. BERN T EZH RS 7 3R 4
K2 HU 1 A FZAS 2 A2 B O 3.


http://www.8btc.com/wiki/bitcoin-a-peer-to-peer-electronic-cash-system#footnote-1

3. BYE]ERAR %5 %5 (Timestamp

server)

AKARRTT EH SR — BT BRS 7 o B R B SS # i X)L
X (block) ¥ X AFAE [ — 350 ST BEHLER S i n_E i [R) 8%, %
SENUECH AT #, SR A0 ) st AR [ 2N 4% (Usenet) IR
M —FE[2] [31[4105] o AR, %S RIBRAE 05 R STy 2 20 s 20 SR T Ay
SERF T2 IRRAFAE R, RN R 25 1% 2 AE 1 7 BE 3R BUH . R BE AL
BEBIME . AN TR RN 2400 B — AN TR RGN N L BEN LB, & —
ANBE S5 B RS TR B AN 2 i () — AN () B4 T 3455 (reinforcing) , IXFf
BIERK T — M4k (Chain) o


http://www.8btc.com/wiki/bitcoin-a-peer-to-peer-electronic-cash-system#footnote-2
http://www.8btc.com/wiki/bitcoin-a-peer-to-peer-electronic-cash-system#footnote-3
http://www.8btc.com/wiki/bitcoin-a-peer-to-peer-electronic-cash-system#footnote-4
http://www.8btc.com/wiki/bitcoin-a-peer-to-peer-electronic-cash-system#footnote-5

4. THEEVEBH (Proof-of-Work)

N T AE RO R A 8 — 2 B B TRV IR 55 4, AR 4R
Bl S [ I g H — R TAE R AR, AR ZE D RRT e
f5e (Adam Back) $2HHIMG A4 (Hashcash) [6] o fEREATRENLAL
YhaHEE, TAEsIENLE SN T E— R Er s TE, tr
ULSHA-256 T, BENLESIME LA — 82 N0t 46 . AR AREE0ME H 1) E
b, HEXAME I F 2N TAE R 2R E0E K, ik g R AT 5 )
IR E— IR ES B H .

FRAIAE X He P b 38— ANBEH LA (Nonce) , IXANFEHLECE 151245 2 X Bk
HIBE LB ME L 1 P R4 2450, FATiE I fe 2 2ok BX A4
FEHLE, EERFREDNIE, XRERAT A T AR RE L. K
TLZCPUFE ) TAF B REUET /2 1% TAE R UEANLE], B4 BRAEE B e ik
MEMLEE, ZXREESHA T ES. B2 EH X SRR
ZXRZ AR, o8B Oz X E R, e EER
Ja P X R 4= i AR &



http://www.8btc.com/wiki/bitcoin-a-peer-to-peer-electronic-cash-system#footnote-6

A, % TAERUEBINLEE MR T R R B IR R R, 2 K2 HM)
), W E K2 By e i T IPH bR, —IPHbbE—2E, B4
WA NAA S BL KR IPHUEE AT, WRZHLH AR 1. T AR
EUEINLE AR —CPU—2E, “RZH” MvvERIENRKN
W, FNRKMEEE S T RN TR, WRKZHAICPURTR LT
R, RS 1 SRR DA TR I T P, R At 1) 5% i
Zo WERARZENL O I X b T8 2%, Boidi 3 0 A0 E B 58 B IX
P TAEESMIMZ X 2 5 A X TAE R, FHm 2 A ki
S S I TR R BATELE G SCIER, WA — AR X il
EREERXER, IR Re b id . A mEE, A
PR )iE B AR mE G, T RS NS R A Bk . A
TR AR, TAERUEIMERE (the proof-of-work
difficulty) ¥ RHB 3 F3 BFrRI TR0 w, B4R M 2R/
I A s X R PR 3 P DR — AT ()P 3 8. SR X B A i T i
P, AR e .



5. PLK

BATIZMZE 2 BRI -

o 1) HTHIAL 7 M1 A MEAT)

o 2) W— M RAGUWLRIN A 8 BN — X B

o 3) BN AP EAE A SR XHrh R B — A B A MR TAE
ik

o 4) B RHE] T AN TAEEUEY, BBl EMNEET /%

o 5) HHACHOEAEZX I WA AL 5 #8 2 A 0 H 2 BT RAFAE
i), HAh T A EZ XA R

o 6) HAth 1y SR RN %X, MFRREZ T, WREFR
BEIZ X HRIOR R, s g i) X B DU B 5%, ka5 X B
[ BE AL IR N 58 T8 X AR R BE AL P

T RIG AR S K BEESR MO IER R BE 2%, JFIFEE TARAE K 'E. W
AT VAT S RIS T AN R RRCAS AR X B, A At ™ Al i
X P 1] XSG e 220 . ki, A ATTREAE S SR B i X B
FEpf BT AR, EHRSORE A —DEE%, DA A R K
o R (tie) MITHEER]T A LAERIEWFORIL, M
R BRSO SN R B I — 2%, IBATE T — 5k 00 kAR E AR
RIS, THIGERKEER ETAE. Pl s 5 2

&7 Kb EATEIRGE SR R, REZHEERBIE L%
R 5, A AT PRAR TR St — AN X o T X BRI T H X 4 &



RESTHT o MR — AT R B I B e X B,

I HIE Boe BT ek
ILE R TR XE, Wt el LR B & FEiZX

R
LZT RS KE
i 3K .



6. JEh

AL E Ml AR R — B8 G ATR R AR B, 158 5 74
— I X PG A T T B . PRGN 7 RO
P28 BRI IUR, AR R RN AT R RIS LT, 324t 7 —Fb
W FL T B 1T 70 Pic B B U ) — R ik . Xk — 8 HE s B h A4k
BRI D ARG TR, R T R RIE L2 e I m e
N BB . G, CPURIS TR AT H AR LR AR R 5
A=A RIR N 228 55 9% (transaction fees) o WIRFEERL G
i HE DN T NE, A ZRBR L 5%, 1258 5 T2z
XEEa T . REREERER R T it mag i N, Bl
il v LIZWT e 4 9 58 K EEAE &3 B, B A AT Th RSt REs % 1l
RNk . B RGEWAA T B ORI WA — PR R I
r # Re s AR LU A WS 1 UG Z 2 WCPUTHE ), IR A At i
M — k3 AT T4 B riEm, siEg A
THEAT RS ey . IR At I, I BRNAT S s TR R
EARMAER . EOZENMEFRRes HA B2 im0t m, mA
TR IR XA RGERH B 5 & A L2 40,



7. [B] WA £ 7 ]

MR BGERIAE o CAWMN T B2 HIX Pz, IR amin] LLESTF %
AL G Z AT HIEE, CAIRISOREAE 5 Ta) o Dy 1 [R) IS DR AN 452 35 X R ) Bt L
HOE, o5 BRRELEI, B s —FiMerklef (Merkle

tree) [7] HIJEA, 8 RAR (root) I T IX PRI FENLHZIE -
I FZH (tree) 73 3CIKER (stubbing) W77V, Xt REw
J g . 11 A ER T RE B SIME & AN ORAF 1 o

AETFEBX L (Block header) X/AMYES0FY . UnIRAT
B XA B N 100 8 — A, A —Er= A R AL
4.2MB, (80 bytes 6 24 * 365 = 4.2MB) . 20084F, PCRGE 1


http://www.8btc.com/wiki/bitcoin-a-peer-to-peer-electronic-cash-system#footnote-7

NAFAEON2GB, MBS, BIMECR 2 1 XS AF i N
A7 L R HRAN A )



8. TRIALHISZATHEIN (Simplified

Payment Verification)

FEANBAT BN RGO, WRX SO Tiess. — PP
R B o I ) AR R A AR A X SR B DL, m) AAS IR [ 9 2%
KO, HREEHEH A RKIEESR, JFfg@Eidnerklef)n
SCH [A eI _E I TRI BRI XERAR IR A 5 o 1 AR B AT R 1%
Ao A LR A R AT RER, (HIBIB W BB X D E, et
REE BT R ezl e, JFH TR Xt —SiEw
EME L T E.

AU, B A T R ER] T NES, RR L e el BE . H
7R e o (G e 7 9 B e G P S 5 BB
NMZETT RURENS BTN B A R, R MG & Re s 7 Bt R 47
WEAS, REHIPLH ST E RN (fabricated) 225K
Wio AA—AATHISIS A, REMATRIL 7 — DX, 5



SEZ RV EAR, RV ER R P AR SLZIIT AR N B AT IR Y X R
B BER, UM EENA St . XTFHESRE
KEWA R EEA, ATl Eis e e m, Bk
FFBOR AL 58 A PR ARG 30 O PRI A



9. MMEMHEE7#E (Combining
and Splitting Value)

AR AT LA BN 7 B AT AR R, (ERER TR A T B
BRI k2 — AR piE . A TR ES THES Y
El, RGP AR AN Z DA . — BT S A2 IR AR
REJHTIRAZ Gy F T B N, B HEE L AMHE RN RTIRAE 5 3%
R I TR, &2 REWA: —MHTM, J—4
HAFHE () . HEBEHE, 3 BB T ZAINZER
DI, XA 5 A B KT 2 5, (B IFFAFAEAET 8 [A]
IR TARNLAR A T B RIS 96 2 BT R 2B (R T 28 5 [ 52



10. F&@F\ (Privacy)

fegiiig ) BN HNZ 5 R T e RERRA R, By
BB A SRS =TT RIS 55 BTS2 BR . (H2 AR AL 5
ERF T, SUEWREEARINERET . EREMKIARR]
DS EIRY: B AHRFFARES . ARSI EE BIUGRA AN N
—REBEMNGIMRIE T A5 N, AERXE LK% 5 R REE N
AR, BatRidl, ARMELNE, XEARFEiE. XFERE
5 oy FIr RATIIE B AR, BERA o R AERIISTR] 28 5 B/ il kA
FHAHEN, EEZGVTTHSEENATEE. FANFIMN
PP, A8 AT DAESR RS S AL i — AR R, DR fRaX 2
LA APEEW B — NIRRT E & . BB TIMTRMARFE, —&
REPE ERIE WA RAN TSR, RO IFAT S AR W IX L 18 MR T F
—AN . BN RS T, BRI AR DA E T
fih, AR AT LB H I A EIRZ A5



11. &

WARIN N5t — N i LU sy o5 7= A i 2% T Rl i i AR
PEXHEE . BMEERE TIX—HE, H28NRFWIFERILTE 2
fil T MRS T, TR ANENE, SEESAANE T
BB e M. XBNT R AL RIAE s TS A
KIS —NEE T EREEMNX . —NEehE R, &%
U H R S E R, HIRABEERRNIRIAT S N . ekt
FANBUE Bk 2 A TE 38, AT LU = X BEALIE P (Binomial
Random Walk) KA#iR. RIS SONHSEEE SR e K | — N IX R,
HAS e+, TR MCE RN R BGEF R A K T — N X, 15
ZHE-1. W AN — B Z BRI e Re ik, o] LA B i
FERG P2 A RE (Gambler’ s Ruin problem) o BE —MEEIRE TR
BSAEH, RE I EIATIFE RO I, B EAN B O
T BATRATA] DT SRS b5 B MR, R iz B E T L
WESEEESS, WNFR[8] .

el | B g o i O L
U S I AN S R

p
q = Bl R AN AL

q. = Wati & BT T 2/ R S )

1 ifp=gq
% :{(ﬂ)z ifp}J
P


http://www.8btc.com/wiki/bitcoin-a-peer-to-peer-electronic-cash-system#footnote-8

BEp>a, AT e Bl R 8 X B A3 11y 2 LR 20

Bo TR R UG RN, WRA A RE S IE HAARE SRS )

IR AABFRAG R B 2 it 5 I 8] S AR 1S RIS . A 3RA 1%
JE— MG 77 ZEE A 2 KIS TH], AR R RS AN e e AR 2
Lo 1o BAMBREAT NS — ATl Ay BAENGRNAE — Beird
[ AARE M EATIE R T, S8 )5 SRR ST R I B SO AR 1 O

HRRCRN I 2R IX — 5, (EONN C . WCRONZE T B R —xt
ZYHA, RIE RIE A B R S AR IES RN . kT
CABTIERL G S AT AN TRSGHE & 3 — > X ERBEIR S5 Fp S dthox e X B
BATIEE, BRSO s Sk, T A S RIEAT S
ffe B, RELG— B, BaliEmiram s ks — %
B VRS ERIRAEN AT . REBGR RS2 5 B E | 4
X B, SRIRESR 2 X REERILG . B, At T3 SR AN BERA D) RNIE
i Ot g 7 2 /DA X, (ERARBON SR X PR FE 5T I U I 18]
CAP2AE — AN KB, AR A B P (e i — AR 0 A1, A i
JEEN:

A=zg
P
AU, NV IF RSB B, AR Bl B R X

B IR 73 A IR L, SR DIEZ R T Ul B AR REG I
ERIER

i Akgh _ [(%)(z_k) ifk < z}
|
k! 1

k=0 ifk >z




WO R, 8 X TE R A1 SR

z

Aka—A q (z—k)
1—2 kK {‘1_(_) :
k=0 P
5NN RCIE SRS,

#tinclude double AttackerSuccessProbability(double g, int z){double p =
1.0 - g;double lambda = z * (q / p);double sum = 1.0;int i, k;for (k = ©;
k <= z; k++){double poisson = exp(-lambda);for (i = 1; i <= k; i++)poisson
*= lambda / i;sum -= poisson * (1 - pow(q / p, z - k));}return sum;} Xﬁ
HAATIBE, BATATUASRII N RMEREIR, KR H 2585
G

*q=0. 1#} z=0 P=1. 0000000 z=1 P=0.2045873 z=2 P=0. 0509779 z=3
P=0. 0131722 z=4 P=0.0034552 z=5 P=0. 0009137 z=6 P=0. 0002428
z=17 P=0.0000647 z=8 P=0.0000173 z=9 P=0.0000046 z=10

P=0. 0000012

*1q=0. 3ff z=0 P=1. 0000000 z=5 P=0. 1773523 z=10 P=0. 0416605
z=15 P=0.0101008 z=20 P=0. 0024804 z=25 P=0.0006132 2z=30
P=0. 0001522 z=35 P=0. 0000379 z=40 P=0. 0000095 z=45

P=0. 0000024 z=50 P=0. 0000006

SRAREAPLO. 1% 214 «

FAFP<0. 001, M ¢=0.10 z=5 q=0. 15 z=8 q=0.20 z=11 q=0. 25 z=15
q=0. 30 z=24 g=0. 35 z=41 g=0.40 z=89 g=0.45 z=340



12. 4518

PATERIR T — B AT EER P73 R 5. HATELITIe
TIEFENETFIRMARFEL R, BN RGN AL 1 8
A IR, AERAE AR IEXE ST Oy 1R A A, A4
7 AR A AR EUE I LA A R R 2Kl R A THE R

HESE T RBES 2 48 R ZAICPUTTBRE /), mUREMEAS i &
S¢_EAE PN A Bt sk o I I i ik 22 AR AR A B R TR

TR A ) AR KR 7 R o iy, R ZEARDRI P A B A
AT EIE CH S0, BT E BRI eI BRI EK,

FIT AR 5 R LA KBS AR 3R B ] o 9 s n] DLBEIN BT 2%, i A8
BN BARE A 5, Oy A 75 24 78 U = 1 J911a] ) AR &AL ]
HEARRI AT, Y RUE B SRICPUTHRE I AT R, ROHATTH A R X B
HIIA,  ARATTANIBT SE A R IX BB KRR B SN, JFR4erE T
MAX 2 JEIE K X AR R HE 4L . AR S T —AP2PHF R M &
231 o it S 1) e A L D ATl £

TERE
1. W Dai (#fH) ,a scheme for a group of untraceable digital
pseudonyms to pay each other with money and to enforce
contracts amongst themselves without outside help (—FgE
5 A B F B A4 FE RS PN A L SOAN IR s A sy FU) HAN R
AT E R T ILENLE]D . “B-money”

http://www. weidai. com/bmoney. txt, 1998¢


http://www.weidai.com/bmoney.txt
http://www.8btc.com/wiki/bitcoin-a-peer-to-peer-electronic-cash-system#refmark-1

. H. Massias, X.S. Avila, and J.-J. Quisquater, “Design of
a secure timestamping service with minimal trust
requirements, 7  (FEf/MUAB AT R TR F BTt — i [a) Ek ik 55
#5) In 20th Symposium on Information Theory in the
Benelux, May 1999. ¢

S. Haber, W.S. Stornetta, “How to time—stamp a digital
document, ”  CEFMNHEF AN E]EL) In Journal of
Cryptology, vol 3, No.2, pages 99-111, 1991.

. D. Bayer, S. Haber, W.S. Stornetta, “Improving the
efficiency and reliability of digital time-stamping, ”

(P H T A BRI RCE A 52 )  In Sequences I1: Methods
in Communication, Security and Computer Science, pages
329-334, 1993. ¢
S. Haber, W.S. Stornetta, “Secure names for bit-
strings, 7 (HCEFFZEHERIZ 44 ) In Proceedings of the
4th ACM Conference on Computer and Communications
Security, pages 28-35, April 1997. on Computer and
Communications Security, pages 28-35, April 1997. ¢
. A. Back, “Hashcash - a denial of service counter-
measure, " (Fg iy P g——0 48 Ik 55 Bt 0 s 1) 732
http://www. hashcash. org/papers/hashcash. pdf, 2002. ¢
. R.C. Merkle, “Protocols for public key cryptosystems, ”

(ANAZL RGP In Proc. 1980 Symposium on Security
and Privacy, IEEE Computer Society, pages 122-133, April
1980. S. Haber, W.S. Stornetta, “Secure names for bit-—
strings, 7 (HCHFFEHE 244 ) In Proceedings of the 4th

ACM Conference on Computer and Communications Security,


http://www.8btc.com/wiki/bitcoin-a-peer-to-peer-electronic-cash-system#refmark-2
http://www.8btc.com/wiki/bitcoin-a-peer-to-peer-electronic-cash-system#refmark-3
http://www.8btc.com/wiki/bitcoin-a-peer-to-peer-electronic-cash-system#refmark-4
http://www.8btc.com/wiki/bitcoin-a-peer-to-peer-electronic-cash-system#refmark-5
http://www.hashcash.org/papers/hashcash.pdf
http://www.8btc.com/wiki/bitcoin-a-peer-to-peer-electronic-cash-system#refmark-6

8.

pages 28-35, April 1997. on Computer and Communications
Security, pages 28-35, April 1997. H. Massias, X.S.
Avila, and J.-J. Quisquater, “Design of a secure
timestamping service with minimal trust requirements, ”
L/ DASAE R AT BT — R [ Bk 5548 In 20th
Symposium on Information Theory in the Benelux, May

1999. <

W. Feller, “An introduction to probability theory and
its applications, ” MXRFHLENHSI®) 1957
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Mﬁ@E?%W$%§ﬁ¢ﬁ,
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DL N HIRAFEIAZ Whttps: //en. bitcoin. it/wiki/Script

R A TN HER


https://en.bitcoin.it/wiki/Script

U zan

s

OP 0 or
OP FALSE

1-75

OP_PUSHDATA1

OP_PUSHDATAZ2

OP_PUSHDATA4

OP_INEGATE

OP_RESERVED

OP 1 or
OP TRUE

OP 2 to
OP 16

R2. A AR B AR A

B
7N EH])

0x00

0x01-
0x4b

Ox4c

Ox4d

Ox4e

Ox4f

0x50

0x5H1

0xbh2
0x60

to

ik

AT BRSNS
HEEFORIIN DT AT AR F, N
FIEUETEL 275 Z[A]

PR RN, 2R R
RN A7 RN HERK

A AR T ASEN, SRR K
N A7 s A HERK

AT RAEN, 2R R
N A7 75 s A HERK

BA-1 [ EAHERR

K- oI (FIAERATH
OP IFi&a))

AT B AHERR

BIIARN B AHER, #lanor 2 JEA
H£|]2I§ «2”



5

OP_NOP

OP_VER

OP_IF
OP_NOTIF
OP_VERIF

OP_VERNOTIF

OP_ELSE

OP_ENDIF
OP_VERIFY

OP_RETURN

B
N
i)

0x61

0x62

0x63
0x64
0x65

0x66

0x67

0x68
0x69

Oxba

3. I 1A B

i

To#EAE

2= 5T (RAREARIATHIOP_TF
IECILED)

R ITUCRE N0, EAE R AT
AR IUC REA N0, EAEHEAT
k- 5T

k- 5T

AR ATIRHIOP_IF 5OP_NOTIF B
OP_ELSE REHAT, XLAE A HL B
17

2%11-0P IF, OP NOTIF, OP ELSE [X#k
IARBRIUCREARE, WAL 5 T3

AN TR



OP CHECKLOCKTIMEVERIFY
(previously OP NOP2)

OP CHECKSEQUENCEVERIFY
(previously OP NOP3)

KA HERRHRIETT

(+

/N

)

Oxb1

i

IRAR TR T & AT 5 B e B 1]
FEBK, MK Fhsid
o 75 M EIAS PRI A5 0P_NOP
P — RS PAT. o fE—
ARz — GO 2R
. 1. HERRR SR 2. BT
FARNEG 3. M S e E]
B At /5000000000, %
Tt 2 K TF41-500000000,
PV SIS NSRS E
FOxfEFFreef. BEARANZATEN
BIP-65.

I 4 NAE (BIP 006855 il H

SE IR ) B9 FFGH B 72 B TR) AN

LT THRIUTRER, &
L GAFCN TR BARN S
JLBIP-112,



2
do

OP_TOALTSTACK

OP_FROMALTSTACK
OP_2DROP
OP_2DUP

OP_3DUP

OP_20VER

OP_2ROT

OP_2SWAP

OP_IFDUP

OP_DEPTH

OP_DROP
OP_DUP

OP_NIP

B (+
VAY'i
)

0x6b

0x6¢
0Ox6d
Ox6e

0x6f
0x70

0x71

0x72

0x73

0x74

0x75
0x76

0x77

i

MEHER IR e aR, A
Ko
MEHHERC P U O, S T HER
M ERAR T e R

SR TS T3
AR =4 o

TR = HIATeEReE I
=l

Mzl T, SN TUR BN
R TR > T 3R HEAT 2

IR TUTHAEA N0, Eiilizux
{IE]

Count the items on the stack

and push the resulting count
T BRAR T TC 2

AR T T R
THERAR T T — e s



Ve

(N

do

OP_OVER
OP_PICK
OP_ROLL
OP_ROT

OP_SWAP

OP_TUCK

R, AT R R PRAE

iR

OP CAT

OP SUBSTR

OP LEFT

OP RIGHT

OP_SIZE

B (+
VAY:is
gl
0x78
0x79
Ox7a

0x7h

Ox7c

0x7d

5 (N
)

Ox7e

Ox7f

0x80

0x81

0x82

i

SR T —A oz BT

JEHERR 5
TEHER S

n PIoETE VBT
n NICEM BB I

BRI =1 oo R
I =4 Te R 5k
5 DU TTTC 3 F 4l AN B TSR — A

TR A

EEWA THE

ik

H, O4EH

RBP4 & — By, S

— A
i, B
e R
i, EAEA

H

ERTTR T

R ALl KEM T

O B AR R KR T

PR T N HERE



R6. HERI AR KA

75

OP INVERT

OP _AND

OP OF

OP_XOR

OP_EQUAL

OP_EQUALVERIFY

OP_RESERVED1

OP_RESERVEDZ

R HE A

B (7N

yeid )

0x83

0x84

0x85

0x86

0x87

0x88

0x89

0x8a

ik

PN AL U, B4R H

Xt AR A AL AT A R Sis
EZH
XN B — ALEEAT A K BIE 5
E4H
Xt N\ R — RLBEAT A 2K R s
B, °EH

WREAI NS, RIAT,
75 R [5]0

}hm}

’

5OP EQUAL —#¢, g5 N0, 2
J5i24T0P_VERIFY

Zab- Rty (BRIEEARBATHY
OP IF iEAjH1)

bR (BRAEE AR AT HY
OP IF iEAjr)



=
Jin

OP_1ADD
OP_1SUB
OP ZMUL
OP 2DIV
OP_NEGATE

OP_ABS

OP_NOT

OP_ONOTEQUAL

OP_ADD

OP SUB

OP_MUL

OP_DIV

(+78
)

0x8b
0x8c
0x8d
0x8e
0x8f

0x90

0x91

0x92

0x93

0x94

0x95

0x96

i

HRIE N1
AN

Toxk CReTHfER2)
TR RRTiERR2)
G ANMERERE T
R T 755 BUIE

WRFRTE N0 51, M1
20; 75040

BNEONO0 B0 5 U H 1

ST R, TR
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FeMHETThRE, AR EA .

MRIEBIP-01tHEtZBIPH IAIFEFS (BIP Purpose and Guidelines) [f
e, H=FBIP:
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A FESEBIP

iR — AR AR, BCE R AR (A o
FEIBIPRAUTAR#ESBIP, {HIE FH - LUAF 0 BIp A 5 BLAM ) HAb 45
fhe AATTATRE AR AN SEBL, (EANE FRE T OARRY A AT R 2
AEXHIR 55 ERBIPANE, EfIIAOGEEN, H s tA R
fER R EA. Pl , 18R, RAGIREAIAR LR LR T
TR AL TR BAE I 2. AR ICBIPHAAL N — ML FEBIP,



BIPic S AEG tHub b F AR A AL A7 2 o

https://github. com/bitcoin/bips. FRBIPHIPRIEE I/ RE2017F4
HBIPHIPREE . T A <IN ABIP A H N BB E B S AUENL
o

BIP# Title Owner Type Status

BIP-1 BIP Purpose and Guidelines Amir Taaki Process Replaced
BIP-2 BIP process, revised Luke Dashjr Process Active

BIP-8 Version bits with guaranteed lock—in Shaolin Fry
Informational Draft

BIP-9 Version bits with timeout and delay Pieter Wuille,
Peter Todd, Greg Maxwell, Rusty Russell Informational Final
BIP-10 Multi—-Sig Transaction Distribution Alan Reiner
Informational Withdrawn

BIP-11 M-of-N Standard Transactions Gavin Andresen Standard
Final

BIP-12 OP EVAL Gavin Andresen Standard Withdrawn

BIP-13 Address Format for pay—to—script—hash Gavin Andresen
Standard Final

BIP-14 Protocol Version and User Agent Amir Taaki, Patrick
Strateman Standard Final

BIP-15 Aliases Amir Taaki Standard Deferred

BIP-16 Pay to Script Hash Gavin Andresen Standard Final
BIP-17 OP_CHECKHASHVERIFY (CHV) Luke Dashjr Standard
Withdrawn

BIP-18 hashScriptCheck Luke Dashjr Standard Proposed

BIP-19 M-of-N Standard Transactions (Low SigOp) Luke Dashjr


https://github.com/bitcoin/bips%E3%80%82

Standard Draft

BIP-20 URI Scheme Luke Dashjr Standard Replaced

BIP-21 URI Scheme Nils Schneider, Matt Corallo Standard Final
BIP-22 getblocktemplate — Fundamentals Luke Dashjr Standard
Final

BIP-23 getblocktemplate — Pooled Mining Luke Dashjr Standard
Final

BIP-30 Duplicate transactions Pieter Wuille Standard Final
BIP-31 Pong message Mike Hearn Standard Final

BIP-32 Hierarchical Deterministic Wallets Pieter Wuille
Informational Final

BIP-33 Stratized Nodes Amir Taaki Standard Draft

BIP-34 Block v2, Height in Coinbase Gavin Andresen Standard
Final

BIP-35 mempool message Jeff Garzik Standard Final

BIP-36 Custom Services Stefan Thomas Standard Draft

BIP-37 Connection Bloom filtering Mike Hearn, Matt Corallo
Standard Final

BIP-38 Passphrase—protected private key Mike Caldwell, Aaron
Voisine Standard Draft

BIP-39 Mnemonic code for generating deterministic keys Marek
Palatinus, Pavol Rusnak, Aaron Voisine, Sean Bowe Standard
Proposed

BIP-40 Stratum wire protocol Marek Palatinus Standard BIP
number allocated BIP-41 Stratum mining protocol Marek
Palatinus Standard BIP number allocated BIP-42 A finite
monetary supply for Bitcoin Pieter Wuille Standard Draft



BIP-43 Purpose Field for Deterministic Wallets Marek
Palatinus, Pavol Rusnak Informational Draft

BIP-44 Multi—Account Hierarchy for Deterministic Wallets
Marek Palatinus, Pavol Rusnak Standard Proposed

BIP-45 Structure for Deterministic P2SH Multisignature
Wallets Manuel Araoz, Ryan X. Charles, Matias Alejo Garcia
Standard Proposed

BIP-47 Reusable Payment Codes for Hierarchical Deterministic
Wallets Justus Ranvier Informational Draft

BIP-49 Derivation scheme for P2WPKH-nested-in—P2SH based
accounts Daniel Weigl Informational Draft

BIP-50 March 2013 Chain Fork Post—Mortem Gavin Andresen
Informational Final

BIP-60 Fixed Length “version” Message (Relay-Transactions
Field) Amir Taaki Standard Draft

BIP-61 Reject P2P message Gavin Andresen Standard Final
BIP-62 Dealing with malleability Pieter Wuille Standard
Withdrawn

BIP-63 Stealth Addresses Peter Todd Standard BIP number
allocated BIP-64 getutxo message Mike Hearn Standard Draft
BIP-65 OP CHECKLOCKTIMEVERIFY Peter Todd Standard Final
BIP-66 Strict DER signatures Pieter Wuille Standard Final
BIP-67 Deterministic Pay—to—script—hash multi—signature
addresses through public key sorting Thomas Kerin, Jean—
Pierre Rupp, Ruben de Vries Standard Proposed

BIP-68 Relative lock—time using consensus—enforced sequence

numbers Mark Friedenbach, BtcDrak, Nicolas Dorier,



kinoshitajona Standard Final

BIP-69 Lexicographical Indexing of Transaction Inputs and
Outputs Kristov Atlas Informational Proposed

BIP-70 Payment Protocol Gavin Andresen, Mike Hearn Standard
Final

BIP-71 Payment Protocol MIME types Gavin Andresen Standard
Final

BIP-72 bitcoin: uri extensions for Payment Protocol Gavin
Andresen Standard Final

BIP-73 Use “Accept” header for response type negotiation with
Payment Request URLs Stephen Pair Standard Final

BIP-74 Allow zero value OP RETURN in Payment Protocol Toby
Padilla Standard Draft

BIP-75 Out of Band Address Exchange using Payment Protocol
Encryption Justin Newton, Matt David, Aaron Voisine, James
MacWhyte Standard Draft

BIP-80 Hierarchy for Non—Colored Voting Pool Deterministic
Multisig Wallets Justus Ranvier, Jimmy Song Informational
Deferred

BIP-81 Hierarchy for Colored Voting Pool Deterministic
Multisig Wallets Justus Ranvier, Jimmy Song Informational
Deferred

BIP-83 Dynamic Hierarchical Deterministic Key Trees Eric
Lombrozo Standard Draft

BIP-90 Buried Deployments Suhas Daftuar Informational Draft
BIP-99 Motivation and deployment of consensus rule changes

([soft/hard]forks) Jorge Timén Informational Draft



BIP-101 Increase maximum block size Gavin Andresen Standard
Withdrawn

BIP-102 Block size increase to 2MB Jeff Garzik Standard Draft
BIP-103 Block size following technological growth Pieter
Wuille Standard Draft

BIP-104 'Block75 — Max block size like difficulty t.khan
Standard Draft

BIP-105 Consensus based block size retargeting algorithm
BtcDrak Standard Draft

BIP-106 Dynamically Controlled Bitcoin Block Size Max Cap
Upal Chakraborty Standard Draft

BIP-107 Dynamic limit on the block size Washington Y. Sanchez
Standard Draft

BIP-109 Two million byte size limit with sigop and sighash
limits Gavin Andresen Standard Rejected

BIP-111 NODE BLOOM service bit Matt Corallo, Peter Todd
Standard Proposed

BIP-112 CHECKSEQUENCEVERIFY BtcDrak, Mark Friedenbach, Eric
Lombrozo Standard Final

BIP-113 Median time—past as endpoint for lock—time
calculations Thomas Kerin, Mark Friedenbach Standard Final
BIP-114 Merkelized Abstract Syntax Tree Johnson Lau Standard
Draft

BIP-120 Proof of Payment Kalle Rosenbaum Standard Draft
BIP-121 Proof of Payment URI scheme Kalle Rosenbaum Standard
Draft

BIP-122 URI scheme for Blockchain references / exploration



Marco Pontello Standard Draft

BIP-123 BIP Classification Eric Lombrozo Process Active
BIP-124 Hierarchical Deterministic Script Templates Eric
Lombrozo, William Swanson Informational Draft

BIP-125 Opt—in Full Replace—-by—-Fee Signaling David A.
Harding, Peter Todd Standard Proposed

BIP-126 Best Practices for Heterogeneous Input Script
Transactions Kristov Atlas Informational Draft

BIP-130 sendheaders message Suhas Daftuar Standard Proposed
BIP-131 “Coalescing Transaction” Specification (wildcard
inputs) Chris Priest Standard Draft

BIP-132 Committee—based BIP Acceptance Process Andy Chase
Process Withdrawn

BIP-133 feefilter message Alex Morcos Standard Draft
BIP-134 Flexible Transactions Tom Zander Standard Draft
BIP-140 Normalized TXID Christian Decker Standard Draft
BIP-141 Segregated Witness (Consensus layer) Eric Lombrozo,
Johnson Lau, Pieter Wuille Standard Draft

BIP-142 Address Format for Segregated Witness Johnson Lau
Standard Deferred

BIP-143 Transaction Signature Verification for Version 0
Witness Program Johnson Lau, Pieter Wuille Standard Draft
BIP-144 Segregated Witness (Peer Services) Eric Lombrozo,
Pieter Wuille Standard Draft

BIP-145 getblocktemplate Updates for Segregated Witness Luke
Dashjr Standard Draft

BIP-146 Dealing with signature encoding malleability Johnson



Lau, Pieter Wuille Standard Draft

BIP-147 Dealing with dummy stack element malleability Johnson
Lau Standard Draft

BIP-148 Mandatory activation of segwit deployment Shaolin Fry
Standard Draft

BIP-150 Peer Authentication Jonas Schnelli Standard Draft
BIP-151 Peer—to—Peer Communication Encryption Jonas Schnelli
Standard Draft

BIP-152 Compact Block Relay Matt Corallo Standard Draft
BIP-171 Currency/exchange rate information API Luke Dashjr
Standard Draft

BIP-180 Block size/weight fraud proof Luke Dashjr Standard
Draft

BIP-199 Hashed Time-Locked Contract transactions Sean Bowe,

Daira Hopwood Standard Draft
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4. 4. 1Pay-to—Witness—Public—Key—-Hash (P2WPKH)

£ L—AFunHEY FF -+, Alice A—HFMIHEAIE T —83 5 T34
Bob, ZZERT HHIE T — A EO0. 015BTCH P2PKH % (Bobw] FkAE
), ZH AR ARG
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P2WPKH I AF A2 7 B LA A AS FIBob 1 20575 2 B EUA 25 1l o
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https://github.com/bitcoinbook/bitcoinbook/blob/second_edition/appdx-segwit.asciidoc#p2wsh
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Bk, BFEBRENESRE A D BNP2SHEI A A1
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“Net—new-UTX0” . XZ—NEZENIER, PIVEFIFRIT M5
X e ot B, NAFE UTXOW E . 1E{ENet—new-UTX0%Z 5340 1
EX—H4H. Fi{ENet-new-UTX0% ks 1 FH. DRI, JRATIAT B il
3T 5 72 FiNet—new-UTX0B, ZENet—new-UTXO HH1H .

WEBANIRE — M1+, Ui BH A JoRE B WUEAE 2 9 TE 3= AR T IRy
bt . BAVEERNARMAZ S . LHAESRMN, 2L S, H
BA-1EHUTX0E &, XEWE B eI 2 —AUTX0, #
UTXOI 1. ZC G B2 N3 AL 7y, HEA I HUIX0OE &, K&
R T M UTXOZE R In—ANUTXO, o HE LR T 199 28 Jiti 0 2504 b ) A
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UENN SR 52 o A MRS 5 % N RF771930 satoshi, UEHEEE
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o ARAYFHBE 25 WAIE
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o A5 FHRF S ILAIE
L oFH3%: 8,130 satoshi R ZBF-4:%%: 12, 045 satoshi

b WAL SER, XA S HBONE E . (HR2 EBOX ST 5 1
A, BATTR ARG WAEZ AT, A2 I at 9 57 R FTUTXO R W 2%
. MR UL G, 385 % -5 R/ MEE UTX0R3E 13U AH —
B, MASLETEINTFZMARL S,

PRIk, B& B WUEXS BEAs R A P ST s A A EE R 5 G,
segwi tiH I P H0 IR ECHE A 0 LU A T X BRBE R e TSR PR A 25 1Y A
A . HIR, segwitXfUE NEFE AP0 1IE 1 Al G o = HHAEUTX04E



[ Al S 47 N O Uit R AR



Bitcore/EBitPayi it —E T H ., HHMZNBitcoinIF ik A Gt
GTERMTE. JUTAra KB tcore ISR E H JavaScriptdi s
. H LT ANodeJSImE R, fHJ5, Bitcorefy “Iim”
Hfd$EBitcoin CorefC +HX0H% ., FHRIFEMEE, BEZSH
https://bitcore. i0,


https://bitcore.io/

BitcoreH]JREFI R

Bitcoin full node (bitcore—node)

Block explorer (insight)

Block, transaction, and wallet utilities (bitcore—1ib)
Communicating directly with Bitcoin’ s P2P network (bitcore-
p2p)

Seed entropy mnemonic generation (FHiBhicsT) (bitcore—
mnemonic)

Payment protocol (bitcore—payment—protocol)

Message verification and signing (bitcore—message)

Elliptic curve Integrated Encryption Scheme CHFf[&E HH 2k 2% & N
%) (bitcore—ecies)

Wallet service (bitcore-wallet—service)

Wallet client (bitcore-wallet-client)

Playground (bitcore—playground)

Integrating services directly with Bitcoin Core (bitcore-

node)



BitcoreE = A

SeR KA

NodeJS >= 4.x #{FZ fiHhosted online playground

Un 548 FHNode JSAI Y A REPL

$ npm install -g bitcore-1lib bitcore-p2p

$ NODE_PATH=$(npm list -g | head -1)/node_modules node


https://bitcore.io/playground

¥ Fbitcore—1ibH) &Rt~

5 FH S I X AL BH G 2 A LR T

> bitcore = require('bitcore-1ib")
> privateKey = new bitcore.PrivateKey()

> address = privateKey.toAddress().toString()

AT R e VEAL B AT L -

> hdPrivateKey = bitcore.HDPrivateKey()
> hdPublicKey = bitcore.HDPublicKey(hdPrivateKey)

> hdAddress = new bitcore.Address(hdPublicKey.publicKey).toString()

MUTXOB! NS5 AL 5 -



> utxo = {
txId: transaction id containing an unspent output,
outputIndex: output indexi e.g. 9,
address: addressOfUtxo,
script:
bitcore.Script.buildPublicKeyHashOut(addressOfUtxo).toString(),
satoshis: amount sent to the address
}
> fee = 3000 //set appropriately for conditions on the network
> tx = new bitcore.Transaction()
.from(utxo)
.to(address, 35000)
.fee(fee)
.enableRBF ()

.sign(privateKeyOfUtxo)

B ftmempool F B G — NS CEH#R%E)



> rbfTx = new Transaction()
.from(utxo)
.to(address, 35000)
.fee(fee*2)
.enableRBF ()
.sign(privateKeyOfUtxo);
> tx.serialize();

> rbfTx.serialize();

WA 5 R Mg GEE: U AR S 155
https://bitnodes. 21. co/nodes) :

LS ARG R 1 244 Aybroadeast. jsHISCAFAT
txMrbfTxA &5 B & tx. serialize () MrbfTx. serialize () W%y
o

N EHEH, X2 NI EbitcoindiE Timempool replace JF4#4 H
BWE AN,

14T SO fbroadceast. js:


https://bitnodes.21.co/nodes

var p2p = require('bitcore-p2p');
var bitcore = require('bitcore-1ib");
var tx = new bitcore.Transaction('output from serialize function');
var rbfTx = new bitcore.Transaction('output from serialize
function');
var host = 'ip address'; //use valid peer listening on tcp 8333
var peer = new p2p.Peer({host: host});
var messages = new p2p.Messages();
peer.on('ready', function() {
var txs = [messages.Transaction(tx), messages.Transaction(rbfTx)];
var index = 0;
var interval = setInterval(function() {
peer.sendMessage(txs[index++]);
console.log('tx: ' + index + ' sent');
if (index === txs.length) {
clearInterval(interval);
console.log('disconnecting from peer: ' + host);
peer.disconnect();

}
}, 2000);

});

peer.connect();



B %6+ pycoin

W HRichard KissgmE fM4E4 BPythonEpycoinsg — 3L TPython
WIEE, SRR bus M gH A G i AT e, 2R A HAE S
K& A A FRAEFRHERS 5 o

pycoin/E X #Python 2 (2.7.x) FPython 3 (3.32/)5) , i —
L8758 ) AT S AR FpkuAl txo



1. SeFH T B (KU)

~

AT LR Fku ( “EHSLHER” ) 2l TH#IEHE I E
Tlo B FBIP-32%E, WIFAIHuhE CEEASRMAMRMT) o BUR&E )
Fo

fFFGPGAI/ dev / randomf)ERIAMEIR G 5 —ABIP-32% 41



$ ku create

input : create
network : Bitcoin
wallet key

xprv9s21ZrQH143K3LU5ctPZTBnb9kTjA5Su9DcWHVvXJemiJBsY7VgXUG7hipgdWaU
m2nhnzdvxJf5KJo9vjP2nABX65c5sFsWsV8oXcbpehtJi

public version

xpub661MyMwAgRbcFpYYiuvZpKjKhnIDZYAKWSY76JvvD7FHAfsG3Ngqiov2CfxzxY8
DGcpfT56AMFe08M8KPKFMfLUtvwjwb6WPv8rY65L2q8Hz

tree depth : 0

fingerprint : 9d9c6092

parent f'print : 00000000

child index : 0

chain code

805741b260edaad905bc86c9a47d30c697c50047ed466c0d4a516716821e8f3c

private key . yes

secret exponent

112471538590155650688604752840386134637231974546906847202389294096567

806844862

hex

f8a8a28b28a916e1043ccPaca52033a18al13cabl638d544006469bcl71fddfbe

wif

L5Z54xi6qJusQT42IHA4AmTPVZGjybaXBRWFxAzUWWRiGx1kV4sP

uncompressed : 5KhoEavGNNH4GHKoy2Ptu4KfdNp4r56L5B5un8FP6RZnbsz5Nmb



public pair x
764606382405464783648433974782784681018771177678734621270215603682901
14016034

public pair y
598078796574697741020401202982722077309212917366332477370774067536768
25777701

X as hex
290b30087924320601204365941e09a8e4adf928bdbdb9dad41131274e379322

y as hex
843a0f6ed9cPeb1962c745337954069141e311957c5238951f4fe245a4fcd625
y parity : odd

key pair as sec :
03290b30087924320601204365941e09a8e4adf928bdbdb9dad41131274e379322
uncompressed

04290b30087924320601a04365941e09a8e4adf928bdbdb9dad41131274e379322

843a0f6ed9cPeb1962c745337954069141e311957c5238951f4fe245a4fcd625
hash160 : 9d9c609247174ae323acfc96c852753fe3¢c8819d
uncompressed : 8870d869800c9b91celeb460f4c60540F87c15d7
Bitcoin address : 1FNNRQ5fSv1iwBi5gyfVBs2rkNheMGt86sp

uncompressed : 1DSS5isnH4FsValLVjeVXewVSpfqktdiQAM

ME RS G — A BIP-32% 8
B XA TR R A SR



$ ku P:foo

input : P:foo
network : Bitcoin
wallet key

Xprv9s21ZrQH143K31AgNK5pyVviW23gHnkBg2wh5aEk6g1s496M8ZMjxncCKZKgb5
ZoY5eSIMI2Vbyvi2hbmQnCuHBUjZ2WXGTux1X2k9Krdtq

public version

xpub661MyMwAgRbcFVFOULcqLdsEa5SWnCCugQAcgNd9iEMQ31tgH6u4DLQWoQayvtS
VYFvXz2vPPpbXElqpjoUFidhjFj82pVShWuScurlmb2zy

tree depth : 0

fingerprint : 5d353a2e

parent f'print : 00000000

child index : 0

chain code

S5eebl023fd6ddlae52a005ce0e73420821e1d90e08be980a85e9111fd7646bbc

private key . yes

secret exponent

658257305470973057160571604379707902201238642997619089487468358860077

93998275

hex

91880b0e3017ba586b735fe7d041179013c46b818a2151fb2def5f14dd2fdoc3

wif

L26c3H6EPVSgArlusXUp9qtQIweNHgApq6Ls4ncyqtsvcg2MwKH

uncompressed : 5JvNzA5vXDoKYJdw8SwwLHxUxaWvn9mDea6k1vRPCX7KLUVWa7W



public pair x
818219827193811040617773492691304190244936166509935893945534043477743
93168191

public pair y
589942180696054242783207032506897801547850995092776917231263250512004
59038290

X as hex
b4e599dfad44555a4ed38bcfffo071d5af676a86abf123c5b4b4e8e67a0boObl3f

y as hex
826d8b4d3010aeal6ffdaclcld3ae68541d9a04df54a2c48cc241c2983544de52
y parity : even

key pair as sec :
02b4e599dfa44555ad4ed38bcfff0071d5af676a86abf123c5b4b4e8e67a0bobl3f
uncompressed

04b4e599dfad4555ad4ed38bcfffo071d5af676a86abf123c5b4b4e8e67a0bObl3f

826d8b4d3010aeal6ffd4clcld3ae68541d9a04df54a2c48cc241c2983544de52
hash160 : 5d353a2ecdb262477172852d57a3f11de@c19286
uncompressed : e5bd3a7e6cb62b4c820e51200fb1c148d79e67da
Bitcoin address : 19Vqc8uLTfUonmxUEZac7fz1M5c5ZZbAii

uncompressed : 1MwkRkogzBRMehBntgcq2aJhXCXStITXHT

AL TSONAE &,



$ ku P:foo -P -j
{

"y _parity": "even",

"public_pair_y hex":
"826d8b4d3010aeal6ff4clcld3ae68541d9a04df54a2c48cc241c2983544de52",

"private_key": "no",

“parent_fingerprint": "00000000",

"tree_depth": "0",

"network": "Bitcoin",

"btc_address_uncompressed": "1MwkRkogzBRMehBntgcq2alhXCXStITXHT",

"key pair_as_sec_uncompressed":
"04b4e599dfad4555a4ed38bcfffo071d5af676a86abf1l23c5b4b4e8e67a0bOb1382
6d8b4d3010aeal6ff4clcld3ae68541d9a04df54a2c48cc241c2983544de52",

"public_pair x_hex":
"b4e599dfad44555ad4ed38bcfff0071d5af676a86abf123c5b4b4e8e67a0bobl3f",

"wallet key":
"xpub661MyMwAgqRbcFVFOULcqLdsEa5WnCCugQAcgNd9iEMQ31tgH6u4DLQWoQayvtSVY
FvXz2vPPpbXElqpjoUFidhjFj82pVShWuScurhmb2zy" ,

"chain_code":
"5eebl023fd6ddlae52a005ce0e73420821e1d90e08be980a85e9111fd7646bbc",

"child_index": "@",

"hash160 uncompressed":
"e5bd3a7e6cb62b4c820e51200fblc148d79e67da",

"btc_address": "19Vqc8uLTfUonmxUEZac7fz1M5c5ZZbAii",

“fingerprint": "5d353a2e",

"hash160": "5d353a2ecdb262477172852d57a3f11de0c19286",



"input": "P:foo",

"public_pair x":
"81821982719381104061777349269130419024493616650993589394553404347774
393168191",

"public_pair y":
"58994218069605424278320703250689780154785099509277691723126325051200
459038290",

"key pair_as _sec":
"02b4e599dfa44555a4ed38bcfffO071d5af676a86abf123c5b4b4de8e67a0boObl13 ™

}

INFEBIP32%54H
$ ku -w -P P:foo

xpub661MyMwAgRbcFVFIOULcqLdsEa5WnCCugQAcgNd9iEMQ31tgH6u4DLQWoQayvtSVYF

vXz2vPPpbXE1lgpjoUFidhjFj82pVShWu9curimb2zy

A R I
$ ku -w -s3/2 P:foo

XprvOWTErTSkjVyJalv4cUTFMFkWMe5eu8ErbQcs9xajnsUzCBT7ykHAwdrxvG3g3f6BF

k7ms5hHBvmbdutNmyg6iogWKxx6mefEw4M8EroLgKsj

(AR F



$ ku -w -s3/2H P:foo
XprvOwTErTSUuSAWGkDeUPmgBcbZWX1xq85ZNX91iQRQWIDXwygFp7iRGJ079dsVctcsCHs

nZ3XU3DhsuaGZbDh8iDkBN45k67UKsJUXM1JfRCdnl

WIEF:

$ ku -W P:foo

L26c3H6JEPVSgArlusXUp9qtQIw6NHgApg6Ls4ncyqtsvcq2MwkH

Hiu k- -

$ ku -a P:foo

19Vqc8uLTfUonmxUEZac7fz1M5c5ZZbAii

A e HE I



$ ku P:foo -s 9/0-5 -w
xprvoxWkBDfyBXmZjBGIEiXBpy67KK72fphUpSutJokEBFtjsjiuKUUDF5V3TUSU8CDzy
tqYnSekc8bYuJS8G3bhXxKWB89Ggn2dzLcoJsuEdRK
xprvOxWkBDfyBXmZnzKf3bAGifK593gT7WIZPnYAmvc77gUQVe]j5QHckc5Adtwxa28ACm
ANi9XhCrRvtFqQcUxt8rUgFz3souMiDdWxJIDZnQxzx
xprvoxWkBDfyBXmZqdXA8y4SWqfBdy71gSW9sjx9IpCiIEiBwSMQyRxan6srXUPBtj3PT
XQFkZJAiwoUpmvtrxKZu4zfsnr3pqyy2vthpkwuoVg
xprvOxWkBDfyBXmZsA85GyWjOuYPyoQv826YAadKWMaaEosNrFBKgj2TqWuilWyY3zugxYG
pHfv9cnGj5P7e8EskpzKL1Y8Gk9aX6QbryAS5rakK73p
xprv9xWkBDfyBXmZv2q3N66hhZ8DACENQDNXML1362krJAcf7Xb1HIwuW2VMIQrCofY2j
tFXdiEY8UsRNJIfgK6DAdyZXoMvtalLHyWQx3FS4A9zw
xprvOxWkBDfyBXmZw4jEYXUHYc9fT25k9irP87n2RqfI5bgbjKdT84Mm7Wtc2xmzFuKg7

1YFf7XFHKkSsaYKWKIbR54bnyAD9Gz jUYbAYTtN4ruo

A AR N ) 3

$ ku P:foo -s 0/0-5 -a

IMrjE78H1R1rqdFrmkjdHNPUdLCIALbv3x
1AnYyVEcuqgeoVzH96zjleYKwoWfwte2pxu
1GXr1kZfxE1FcK6ZRD5sqqqs5YfvuzAlLb
116AXZc4bDVQrgmcinzud4aaPdrYqvuiBEK
1Cz2rTLjRM6pMnxPNrRKp9ZSVRtj5dDUML

1WstdwPnU6HEUPme1DQayN9nm63j7nDVEM

2B M B R WIE .



$ ku P:foo -s 0/0-5 -W

L5a4iE5k9gcIKGgX3FWmxzBYQc29PvZ6pgBaePLVqT5YBYEnBomx
Kyjgne6GZwPGB6G6kIEhOoPbmy jMP7D5d3zRbHVjwcq4iQXD9QgKQ
L4B3ygQxK6zH2NQGxLDee2H9v4Lvwgl4cLIW7QuwiWPzCtKHdWMaQz
L2L2PZdorybUgkPjrmhem4Ax5EJvP71ijmxbNoQKnmTDMrgemY8UF
L20D6vA4TUygPF8QG4vhUFSgwCyuuvFZ3v8SKHYFDwkbM765Nrfd

KzChTbc3kZFxUSJ3Kt54cxsogeFAD9CCM4zGB22si8nfKcThQn8C

IR —DBIP2FRF . (5FI0/3K MR ) RIEE T 2R
TAE:

$ ku -W
xprvoxWkBDfyBXmZsA85GyWjoOuYPyoQv826YAadKWMaaEosNrFBKgj2TgWuilWY3zugxYG
pHfv9cnGj5P7e8EskpzKL1Y8Gk9aX6QbryA5rak73p
L2L2PZdorybUgkPjrmhem4Ax5EJvP71ijmxbNoQKnmTDMrqgqemY8UF

$ ku -a
xprvoxWkBDfyBXmZsA85GyWjoOuYPyoQv826YAadKWMaaEosNrFBKgj2TgWuilWY3zugxYG
pHfv9cnGj5P7e8EskpzKL1Y8Gk9aX6QbryA5rak73p

116AXZc4bDVQrgmcinzud4aaPdrYqvuiBEK

NS

i, FRRR
MBS AL

vy 80N

N



$ ku 1

input i1

network : Bitcoin

secret exponent : 1

hex : 1
wif

KwDiBf89QgGbjEhKnhXJuH7LrciVrZi3qYjgd9M7rFU73sVHnoWn

uncompressed : SHpHagT65TZzG1PH3CSu63k8DbpvD8s5ip4nEB3kEsreAnchuDf
public pair x
550662630222773436695787188951685343262506034537775941755001873603891
16729240

public pair y
326705100207588169780830851305070431844712733806592432759389043357573
37482424

X as hex
79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b1681798

y as hex
483ada7726a3c4655dadfbfc0ell108a8fd17b448a68554199¢c47d08ffb10d4b8

y parity : even

key pair as sec
0279be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d95912815b16f81798
uncompressed

0479beb667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b16181798



483ada7726a3c4655dadfbfcPel108a8fd17b448a68554199¢c47d08ffbl10d4b8
hash160 : 751e76€8199196d454941c45d1b3a323f1433bd6

uncompressed : 91b24bf9f5288532960ac687abb035127b1d28a5
Bitcoin address : 1BgGZ9tcN4rm9KBzDn7KprQz87SZ26SAMH

uncompressed : 1EHNa6Q4Jz2uvNExL497mE43ikXhwF6kZm

SRARF T RRCAS



$ ku -nL 1

input i1
network : Litecoin
secret exponent : 1

hex i1
wif

T33ydQRKp4FCW5LCLLUB7deioUMoveiwekdwUwyfRDeGZm76aUjV

uncompressed
6u8230zcyt2rjPH8Z2ErsSXIB5PPQwWK7VVTwwNAMXLBF rao69XQ

public pair x
550662630222773436695787188951685343262506034537775941755001873603891
16729240

public pair y
326705100207588169780830851305070431844712733806592432759389043357573
37482424

X as hex
79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b1681798

y as hex
483ada7726a3c4655dadfbfc0ell108a8fd17b448a68554199¢c47d08ffb10d4b8
y parity : even

key pair as sec
0279be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d95912815b16f81798
uncompressed

0479beb667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b16181798



483ada7726a3c4655dadfbfcPel108a8fd17b448a68554199¢c47d08ffbl10d4b8
hash160 : 751e76€8199196d454941c45d1b3a323f1433bd6

uncompressed : 91b24bf9f5288532960ac687abb®35127b1d28a5
Litecoin address : LVuDpNCSSj6pQ7t9Pv6d6sUkLKogDEVUNIJ

uncompressed : LYWKqJhtPeGyBAwW7WC8R3F7ovxtzAiubdM

F ) TWIE:

$ ku -nD -W 1

QNcdLVw8fHkixm6NNyN6nVwxKek4u7grioRbQmjxac5TVoTtZuot

MAIEST (FETestnet)



$ ku -nT
550662630222773436695787188951685343262506034537775941755001873603891

16729240, even

input
550662630222773436695787188951685343262506034537775941755001873603
89116729240, even

network : Bitcoin testnet
public pair x
550662630222773436695787188951685343262506034537775941755001873603891
16729240
public pair y
326705100207588169780830851305070431844712733806592432759389043357573
37482424

X as hex
79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b1681798

y as hex
483ada7726a3c4655dadfbfc0el108a8fd17b448a68554199¢c47d08ffb10d4b8
y parity : even

key pair as sec
0279be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d95912815b16f81798
uncompressed

0479beb667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b16181798

483ada7726a3c4655dadfbfc0el108a8fd17b448a68554199¢c47d08ffblod4b8



hash160 : 751e76€8199196d454941c45d1b3a32311433bd6
uncompressed : 91b24bf9f5288532960ac687abb035127b1d28a5
Bitcoin testnet address : mrCDrCybB6J1vRfbwM5hemdJz73FwDBC8r

uncompressed : mtoKs9V381UAhUia3d7Vb9GNak8Qvmcsme

Mhash160:

$ ku 751e76e8199196d454941c45d1b3a323f1433bd6

input : 751e76e8199196d454941c45d1b3a323f1433bd6
network : Bitcoin
hash160 : 751e76e8199196d454941c45d1b3a323f1433bd6

Bitcoin address : 1BgGZ9tcN4rm9KBzDn7KprQz87SZ26SAMH

TR % Mt

$ ku -nD 751e76e€8199196d454941c45d1b3a323f1433bd6

input : 751e76€8199196d454941c45d1b3a323f1433bd6
network : Dogecoin
hash160 : 751e76€8199196d454941c45d1b3a323f1433bd6

Dogecoin address : DFpN6QqFfUm3gKNaxN6tNcablFArL9cZLE



o0

2. X GSEHERF (TX)

AT SEHIE Tt LR A IE B REE 5, Mpycoinff 5 7 2%
FEWeb R &5 FKBGEREAT 5 (4 HT > Frblockchain. infofl
Ty, USInE M ERE N B, DL AL S .

biteasy.com) , &IF
PLR & — e f 1,
BEEAN “KEE” T



$ tx 49d2adb6e476fa46d8357babf78b1b501fd39e177ac7833124b3f67b17c40c2a
warning: consider setting environment variable
PYCOIN CACHE DIR=~/.pycoin_cache to cache transactions fetched via
web services
warning: no service providers found for get_tx; consider setting
environment variable
PYCOIN_SERVICE PROVIDERS=BLOCKR IO:BLOCKCHAIN INFO:BITEASY:BLOCKEXPLO
RER
usage: tx [-h] [-t TRANSACTION_VERSION] [-1 LOCK_TIME] [-n NETWORK]
[-a]
[-1 address] [-f path-to-private-keys] [-g GPG_ARGUMENT]
[--remove-tx-in tx_in_index_to delete]
[--remove-tx-out tx out index to _delete] [-F transaction-
fee] [-u]
[-b BITCOIND URL] [-o0 path-to-output-file]
argument [argument ...]
tx: error: can't find Tx with id

49d2adb6e476fa46d8357babf78b1b501fd39e177ac7833124b3f67b17c40c2a

WF AT A W EVeb RS . ILEETRATI A



$ PYCOIN_CACHE_DIR=~/.pycoin_cache
$
PYCOIN_SERVICE_PROVIDERS=BLOCKR_IO:BLOCKCHAIN_ INFO:BITEASY:BLOCKEXPLO

RER

$ export PYCOIN_CACHE_DIR PYCOIN_SERVICE_PROVIDERS

XA EH BT, Al 247 LEASMRIBE R R TR =7
W BRI RS ARG B R IEALET, 7T DU IX E4T 1L
A.profile,

AT AR



$ tx 49d2adb6e476fa46d8357babf78b1b501fd39e177ac7833124b3f67b17c40c2a
Version: 1 tx hash
49d2adb6e476fa46d8357babf78b1b501fd39e177ac7833124b3f67b17c40c2a 159
bytes

TxIn count: 1; TxOut count: 1

Lock time: @ (valid anytime)

Input:

9: (unknown) from
lel33f7de73ac7d074e2746a3d6717dfc99ecaa8e9f9fade2cbh8bOb20a5e0441:0
Output:

0: 1CZDM60oTttND6WPdt3D6bydo7DYKzd9Qik receives 10000000.00000 mBTC
Total output 10000000.00000 mBTC
including unspents in hex dump since transaction not fully signed
010000000141045e0ab2bob82cdefaf9e9a8ca9ec9df17673d6a74e274d0c73ae77d3
1131e0000000042493046022100a7126eda874931999c90f87f01ff1ffc76bcdo58fe
16137e0e63fdb6a35c2d78022100a61e9199238eb73107c81209504c84b80f03e30ed
8169edd44f80ed17ddf451901ffffffff010010a5d4e80000001976a9147ec1003336

542cae8bded8909cdd6b5e48bakab688ac00000000

** can't validate transaction as source transactions missing

MG — 47N VRIS % %4, BEOR EREREAMNA S .
PLEAT RS I —a R B IR A5 2 1138 5 -



$ tx -a
49d2adb6e476fa46d8357babf78b1b501fd39el177ac7833124b3f67b17c40c2a
warning: transaction fees recommendations casually calculated and
estimates may be incorrect

warning: transaction fee lower than (casually calculated) expected
value of 0.1 mBTC, transaction might not propogate

Version: 1 +tx hash
49d2adb6e476fa46d8357babf78b1b501fd39e177ac7833124b3f67b17c40c2a 159
bytes

TxIn count: 1; TxOut count: 1

Lock time: @ (valid anytime)

Input:

0: 17WFx2GQZUmh6Up2NDNCEDk3deYomdNCfk from
lel33f7de73ac7d074e2746a3d6717dfc99ecaa8e9f9fade2cb8bOb20a5e0441:0
10000000.00000 mBTC sig ok
Output:

0: 1CZDM60oTttND6WPdt3D6bydo7DYKzd9Qik receives 10000000.00000 mBTC
Total input 10000000.00000 mBTC
Total output 10000000.00000 mBTC

Total fees 0.00000 mBTC

010000000141045e0ab2bob82cdefaft9e9a8ca9ec9df17673d6a74e274d0c73ae77d3
1131e000000004a493046022100a7f26eda874931999c90f87f01ff1ffc76bcdo58fe
16137e0e63fdb6a35c2d78022100a61e9199238eb73f07c81209504c84b80f03e30ed

8169edd44180ed17ddf451901ffffffff010010a5d4e80000001976a9147ec1003336



542cae8bded8909cdd6b5e48babab683ac00000000

all incoming transaction values validated

WAE, IRMNTRE— FEE bl (UTX0) RIRfERE. F# 14,
BATE R — MM A5 3]12¢6DS1U4Rq3P4Zxz i KxzrL5LmMBrz jrJX. il
AT fetch unspent RAEFIXANHHE B FTA £ -



$ fetch_unspent 12c6DSiU4Rq3P4ZxziKxzrL5LmMBrzjriX
a3a6f902a5la2cbebedel144e48a88c05e608c2cce28024041a5b9874013ale2a/0/76
2914119b098e2e980a229¢e139a9ed01a469e518e6f2688ac/333000
cea36doe8badf5c7866894b191d3239de9582d89b6b452b596f1f1b76347f8cb/31/7
62914119b098e2e980a229e139a9ed01a469e518e6F2688ac/10000
065ef6b1463f552f675622a5d1fd2c08d6324b4402049f68e767a719e2049e8d/86/7
62914119b098e2e980a229e139a9ed01a469e518e6F2688ac/10000
a66dddd42f912491d3c336ce5527d45cc5c2163aaed3158F81dc0544471447a2/0/76
2914119b098e2e980a229e139a9ed01a469e518e6f2688ac /10000
f£d901679de65d4398de90cefe68d2c3ef073c41f7e8dbec2fb5cd75fe71dfe7/0/76
2914119b098e2e980a229¢e139a9ed01a469e518e6F2688ac/100
d658ab87cc053b8dbcfd4aa2717fd23cc3edfe90ec75351fadd6adf7993b461d/5/76
2914119b098e2e980a229e139a9ed01a469e518e612688ac/911
36ebe@ca3237002acbl2e1474a3859bde@ac84b419ec4ael373e63363ebef731c/1/76
2914119b098e2e980a229¢e139a9ed01a469e518e612688ac/ 100000
fd87f9adebbl7f4ebbl673da76ff48ad29e64b7afa02fdadf2cl4e43d220fe24/0/76
2914119b098e2e980a229¢139a9ed01a469e518e6F2688ac/1
dfdfeb375a987f17056e5e919ee6eadd87dad36c09c4016d4a03ceal5e5c05e3/1/76
2914119b098e2e980a229¢139a9ed01a469e518e6f2688ac/1337
cb2679bfd0a557b2dc0d8a6116822f3fcbe281ca3f3el18d3855aa7ea378fa373/0/76
2914119b098e2e980a229¢139a9ed01a469e518e6f2688ac/1337
débe34ccf6edddc3cf69842dce99fe503bf632ba2c2adb0f95c63f6706ae0c52/1/76

2914119b098e2e980a229e139a9ed01a469e518e6f2688ac/2000000

Pe3e2357e806b6cdblf70b54c3a3al7b6714eelf0e68bebb44a74blefd512098/0/41

0496b538e853519c726a2c91eb6lecl11600ael390813a627c66Tb8be7947be63c52da7



589379515d4e0a60418141781e62294721166bf621e73a82cbf2342c858eeac/50000

00000
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Usage: bx COMMAND [--help]

Info: The bx commands are:

address-decode
address-embed
address-encode
address-validate
basel6-decode
basel6-encode
base58-decode
base58-encode
base58check-decode
base58check-encode
base64-decode
base64-encode
bitcoinl60
bitcoin256
btc-to-satoshi
ec-add
ec-add-secrets
ec-multiply
ec-multiply-secrets

ec-new



ec-to-address
ec-to-public
ec-to-wif
fetch-balance
fetch-header
fetch-height
fetch-history
fetch-stealth
fetch-tx
fetch-tx-index
hd-new
hd-private
hd-public
hd-to-address
hd-to-ec
hd-to-public
hd-to-wif

help

input-set
input-sign
input-validate
message-sign
message-validate
mnemonic-decode
mnemonic-encode
ripemd160

satoshi-to-btc



script-decode
script-encode
script-to-address
seed

send-tx
send-tx-node
send-tx-p2p
settings
shaleo

sha256

sha512
stealth-decode
stealth-encode
stealth-public
stealth-secret
stealth-shared
tx-decode
tx-encode
uri-decode
uri-encode
validate-tx
watch-address
wif-to-ec
wif-to-public
wrap-decode

wrap-encode



B Z{8ZWBitcoin Explorer homepage F1 Bitcoin Explorer

user documentation
bx i 248 FH 7~ 451
BATKRE —2{H FBitcoin Explorerfir & A2 0 A bk i) 451 1~

R A BN “Fh77 E, ZF a2 ERE RS BENL
B, B TS lecnewin A LA GRS . BRATE bt
B PR A B S private keyH:

$ bx seed | bx ec-new > private key
$ cat private key

73096ed11ab9f1db6135857958ece7d73ea7c30862145bcc4bbc7649075ded74

WAE, fffHec—topublicis MR A, Tl T1¥private key
SCHAT 33 B AR v SN R i 2 AR S BRAT BB SCpublic key
.

$ bx ec-to-public < private_key > public_key
$ cat public_key

02fcad46a6006a62dfdd2dbb2149359d0d97a0414301f12a7626dd409256c12be500

FATAT LA ec—to—addressfii 2 ¥ public_keyE #ig b H— M
hk. AT public keyf&ihga b



$ bx ec-to-address < public_key

17re1S4Q8ZHyCP8Kw7xQad1Lr6XUzWUnkG

LA A7 S0 AR R A A AR E AR . R BIRE A HED
J& B — /ML R FAE R, Bitcoin Explorertiy 4t LR HEBIP-
SR e E B . TEIXAMIE DL T, MR aIE “E7 8, M5
EVEMY LA A — A TR, AT 2R — A28 e PR D

B, HAEH seedMhd-newdn &AL — D EEH, ZEWRGHE
R IR S ) B

$ bx seed > seed
$ cat seed

eb68ee9f3df6bd4441a9feadecl79ff1

$ bx hd-new < seed > master
$ cat master
xprv9s21ZrQH143K2BEhMYpNQoUVAgiEjArAVaZzaCTgsaGe6LsAnwubeiTcDzd23mAoyi

zm9cApe51gNfLMkBgkYoWWMCRwz fuJk8RwF1SVEpPAQ

FATHUESE hd-privatefy & FEMK ™ FFZE RN amAb i “iik ) g
RS2 IE



$ bx hd-private --hard < master > account
$ cat account
xprvovkDLt81dTKjwHB8fsVB5QK8cGnzveChzSrtCfvu3aMWvQaThp59ueufuyQ8Qi3qp

jk4aKsbmbfxwcgS8PYbgoR2NWHelLyvg4DhoEE68AL1N

$ bx hd-private --index @ < account
XprvOxHfbewlvX9xgZyPNXVgAhPxSsEkeRcPHEUV51iJcVESUUEACVR3NRY3fpGhcnBiDb

vG4LgndirDsiale9F3DWPkX7Tp1V1u97HKG1FIwUpU

$ bx hd-private --index 1 < account
XprvOxHfbewlvX9xjc8XbNAGN86jzNAZ6XHEqYXxzbLB4fzHFd6VqCLPGRZFsdjsuMVERa

dbgDbziCRIru9n6tzEWrASVpEdrZrFidt1RDfnd4yA3

&R, FAE A hd-publicr KA A A~ HH BIA RLFP 41

$ bx hd-public --index © < account
xpub6BH1zcTuktiFu43rUZ2gXqlLgzu5F3tLEeTQ5t61iE3aQtM2VMTxMcyLN9fYHiGhGpQ

€9QQYmqL2eYPFJ3vezHz5wzaSW4FiGrseNDRALKQTy

$ bx hd-public --index 1 < account
xpub6BH1zcTuktiFx6CzhPbGjG3UYQ13WR16CmtbPiagEKpEVtpyjshWyMaMvVlcn7nUPU

kgQHPVXJVqsrA8xWbGQDhohEcDFTEYMvYzwRD73Juf8



N AT DS F hd—to—publicfir 2 M AR N R FAEH YR 4 «

$ bx hd-private --index @ < account | bx hd-to-public
Xpub6BH1zcTuktiFu43rUZ2gXqlLgzu5F3tLEeTQ5t61iE3aQtM2VMTXMcyLN9FYHiGhGpQ

e9QQYmqL2eYPFJ3vezHz5wzaSW4FiGrseNDRALKQTy

$ bx hd-private --index 1 < account | bx hd-to-public
Xpub6BH1zcTuktiFx6CzhPbGjG3UYQ13WR16CmtbPiagEKpEVtpyjshiWwyMaMvVlcn7nUPU

kgQHPVXJVqsrA8xWbGQDhohEcDFTEYMvYzwRD73Juf8

FATa] LR e MEEE = A2 TP R IRECR A3 8, A dfoRIE T 54 Fh
To MR T2 BB N AR 7 UAE AT BLASE ] A b ik
I AR R . RRREIE AR, KR A RE L
IR E SRR S .

AJ DA FH B 755 2 B iy 2 X0 - 4R AT G i
$ bx hd-mnemonic < seed > words

adore repeat vision worst especially veil inch woman cast recall

dwell appreciate

SR J5 7] A Fmnemonic—decodefiy 2 % #1313 4T i .

$ bx mnemonic-decode < words

eb68ee9f3dfebd4441a9feadecl79ff1
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HMERBE P B Ze 1N . XRE, XR— P EIER “REBm7 .

FEEPOBCZ &, BE A 4% €4 i SEIR A FHOP_RETURNJEI AN SKAF fifh 9% T+ 15T
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SRR gt A REAE HAh KA E 25 A .
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KB AT R B T AR L S R k. ColuflOpen Assets REEHD
s FRRIR ) % 8 T Mk R DX AN XURSE, FERf DR g% B Th A 4 ik 2]
ANFNIE R

X1 K2 HOE H IX B sk id, Rt mmEAn e, Mk, &
W ZBUASE FH Gt T 30 Bk 3 R MR e (T 52 2 (R e 208

Am Open AssetsHtA AL N FH AR 77 A DX BRBE N Do 4 o] AAE B AL E
T2

coinprism: https://www. coinprism. info
—NCol w0k T A 25 IR B N B R 7 A X B ) a8 mT DAFE
XHEE R PEE S http://coloredcoins. org/explorer/

CopayskB4fift: http://coloredcoins. org/colored—coins—copay-
addon/


https://www.coinprism.info/
http://coloredcoins.org/explorer/
http://coloredcoins.org/colored-coins-copay-addon/
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BEANGLE T SEIAR A AR 5 2Ok B et T, EREATERA 1
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KA, B A A R 58 Sy AE M hE 2 R 72

RGO T RATI B T AE 2 A @ . AT n] B n] 20 H B sl AN m]
EIR, XREME AR B R BCE A DR R (Fns) BB BN
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